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1 Installation

Die folgende Anleitung zeigt Thnen, wie Sie das Wissensmanagement Twiki auf
einem Debian Lenny-System installieren kénnen. Fiir die erfolgreiche Installa-
tion von Twiki bendtigen Sie zunéchst ein Betriebssystem mit einem instal-
liertem Apache-Webserver. Twiki wurde in Perl programmiert und bendtigt
unterschiedliche Module.

e Betriebssystem: Debian Lenny, i686 GNU /Linux
e Webserver: Apache/2.2.9

e Twiki-Version: 5.0.1

e Perl: v5.10.0

Ein weiterer Vorteil ist, dass Sie fiir Ihr Twiki-System keine Datenbank bendti-
gen. Twiki benutzt das Dateisystem, um legt die Inhalte strukturiert als Text-
dokumente ab.



1.1 Apache-Webservers und Zusatzkomponenten

Die Installation des Apache-Webservers konnen Sie sehr einfach iiber das Pa-
ketmanagementsystem von Debian erledigen.

apt-get install apache2

Sofern die Installation geklappt hat, sollten Sie folgende Seite auf Threm Rech-
ner/Server vorfinden:

‘r Iceweasel -0 x
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It works!

Done

Des weiteren miissen Sie ebenfalls noch das GNU Revision Control System
(RCS) installieren:

apt-get install rcs

1.2 Twiki

Im néchsten Schritt kénnen Sie Thre Twiki-Software herunterladen. Sie finden
das Archiv mit den Programmdateien unter www.twiki.org. Nachdem Sie das
etwa 5 MB grofie Paket heruntergeladen haben, konnen Sie es entpacken und in
das Webserver-Verzeichnis IThres Apache-Webservers verschieden. Dies ist stan-
dardméBig /var/www.

tar xfzv TWiki-5.0.1.tgz
mv twiki /var/www

Im néchsten Schritt miissen Sie dem Benutzer, der die Verwaltung des Webser-
vers {ibernimmt (in der Regel www, www-data o. 4.), die Dateien zuordnen:

chown -R www-data:www-data /var/www/twiki

Grundsétzlich miissen Sie an den einzelnen Benutzerrechten nichts mehr veréndern.
Diese wurden bereits gesetzt und sollten nach der Extrahierung des TAR-Archivs
ebenfalls korrekt sein.


http://www.twiki.org/

1.2.1 Perl

Im darauffolgenden Schritt sollten Sie Thre Perl-Installation priifen. Twiki ben6tigt
unterschiedliche Perl-Module, die Sie gegebenfalls nachinstallieren miissen. Um
beispielsweise das Modul Time::Local zu priifen, kénnen Sie folgenden Perl-
Skript verwenden. Als Ausgabe sollten Sie die Versionsnummer erhalten - an-
dernfalls miissen Sie das Modul nachtréglich installieren.

perl -e ’use Time::Local; print $Time::Local::VERSION."\n"’
1.18

Sofern Sie ebenfalls Debian/Lenny nutzen, sollte beispielsweise das CGI::Session-
Paket nicht vorhanden sein:

perl -e ’use CGI::Session; print $CGI::Session::VERSION."\n"’

Can’t locate CGI/Session.pm in @INC (@INC contains: /etc/perl /usr/local/lib/perl/5.10.

BEGIN failed--compilation aborted at -e line 1.

Sie konnen das fehlende Paket nun mit Hilfe der CPAN-Shell oder des betriebs-
systemspezifische Paketsystem nutzen:
1. CPAN-Shell

perl -MCPAN -e shell
>install CGI::Session

2. Alternativ installieren Sie das Modul iiber das distributionsspezifische Paket-
system:

apt-get install libcgi-session-perl

AufBlerdem benétigt man, um HTML-Dokumente per WYSIWYG editieren zu
konnen, den html-paser fiir Perl:

apt-get install libhtml-parser-perl

1.2.2 Konfiguration

Nun miissen Sie die Datei LocalLib.cfg im Verzeichnis twiki/bin/ erstellen.
Dazu kénnen Sie eine vorhandene Muster-Datei kopieren. In dieser Muster-Datei
miissen Sie

cd /var/www/twiki/bin/
cp Locallib.cfg.txt LocallLib.cfg

Editieren Sie diese Datei und &ndern Sie die Variable twikiLibPath so ab, dass
es auf das Verzeichnis Threr Twiki-Installation verweist:

0/
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1.2.3 Apache konfigurieren

Bevor Sie nun erstmals Thr Twiki zu Gesicht bekommen, miissen Sie noch den
Apache optimal fiir Twiki konfigurieren. Twiki erfordert viele unterschiedliche
Optionen fiir seine Verzeichnisse. Auf der offiziellen Seite von twiki.org kénnen
Sie den Konfigurations-Generator verwenden, der Ihnen eine passende Konfigu-
ration sehr leicht erstellen kann: |ApacheConfigGGenerator.


http://twiki.org/cgi-bin/view/TWiki/ApacheConfigGenerator

Configure your TWi

Enter the full file path to your twiki root directory (mandatory):
[rvarnamwirtwii

Enter the IP address range or hostnames that will have access to configure, separated by spaces. (optional):
||oca|host Example: localhost 192.168.1.2

Enter the list of login names that are allowed to view configure, separated by spaces. (recommended):

Iroot christian

Choose your Login Manager:
(C) Mone - No login
(@ TemplateLogin - Redirect to the login template, which asks for a username and password in a form
() ApacheLogin - Apache is configured to ask for authorization information

Prevent execution of attached files as PHP scripts if PHP is installed:
() PHP4/5 Installed
() PHP3 Installed
(| Mo PHP Installed

Block direct access to viewing attachments that ends with .htm or .html (recommended against spam abuse):
"] Block .htm and .html
Block direct access to viewing attachments in Trash web (recommended against spam abuse):

[C] Block Trash web

Enable mod_perl for the TWiki scripts (not recommended unless you have thousands of users):
[_] Enable mod_perl

Nachdem Sie Thre passenden Parameter in die Formularfelder eingegeben haben,
klicken Sie auf den Button Update config file. Danach wird Thre Konfigura-
tion erstellt und Sie kénnen sich diese im unteren Feld herauskopieren:



<|iModule mod_perl.c>
# Mod_per| preloading
Perlgwiches -T
</Module=

# The ScriptAligs defines the bin directory as a directory where CGl
# scripts are allowed.

# The first parameter will be part of the URL to your installation e.g.
# hitp:/lexample.com/twiki'biniview/...

# The second parameter must point to the physical path on your disc.
Seriptlas wikibin “Nvar o twikibin®

# The Alias defines a ur| that points to the fwiki pub directory, which
# is the root of file attachments.

Aiias Mwikiipub “fvaryuw/iwikipub®

# This specifies the options on the TWiki scripts directory. The
# and SetHandler tell apache that it contains scripts. ~“Allow from all
# lets any |P address access this URL.
<Directory “Aarhwwihwikibin™=
AllowOverride None
Order Allow,Deny
Allow from all

Deny from gnv=blockAccess

Options ExecCG! FollowSymbinks
SetHandier cgi script

# Password file for TWiki users

1 ile ivarfwwwitwikiddata).
AuthMame ‘Enter your WikiName: (First name and last name, no space, no dots, capitalized, e.0. Johnsmith)®
AuthType Basic

# File to return on access control error (e.g. wrong password)
EmorDocument 401 twikibinfview TWikiTWikiRegistrafion

# Limit access to configure to specific [P addresses and or users.
# Make sure configure is not open to the general public.
# |t exposes system details that can help attackers.
<FlgsMatch ™ (configure)s™
Settandler cgi-script
Order Deny, Allow
Allow from all
</Eilg=Match=>
Legen Sie die generierte Apache-Konfiguration in Thre Zwischenablage und er-
stellen Sie eine Datein unter /etc/apach2/twiki.conf.

vi /etc/apache2/twiki.conf

Fiigen Sie in diese Datei nun die Konfiguration aus der Zwischenablage ein. Nun
miissen Sie noch der Apache-Konfiguration mittels Include-Anweisung mittei-
len, dass die Datei /etc/apach2/twiki.conf ebenfalls verwendet werden soll:
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Starten Sie nun den Apache-Server neu:

apache2ctl restart

1.2.4 Erstinitialisierung

Sollte alles geklappt haben, so miissen Sie im néchsten Schritt diese URL auf Ih-
rem Twiki-Server 6ffnen: http://localhost/twiki/bin/configurel. Auf dieser Seite
miissen Sie ein Administratorenkennwort hinterlegen:


http://localhost/twiki/bin/configure

n - Iceweasel
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TWiki  TWiki Configuration o

TWiki Administrator Login
Could not find existing configuration file Avariwww/twiki/lib/LocalSite cfg
This may be because this is the first time you hawve run configure

If so, please specify a password below, continue to the configure screen, fill in the required paths in the
"General path settings" section, click 'Next' to save, then return to configure to complete the configuration.

If you previously ran configure and saved the configuration, then please check for the existence of lib/LocalSite cfg, and make
sure the webserver user can read it. Resetting the admin Password for the TWiki 3

If you are installing TWiki first time, please read TWiki Installation Guide and TWiki-5.0 Felease |
If you are upgrading an existing TWiki, please read TWiki Upgrads Guide and TWiki-5.0 F
If your TWiki site is already working, continue to browse to the TWi
© You will now need to consider how you are going to manage authentication and access control. See the
reference manual sections on authentication and access control, and the Security Setup section below.

Home

To become an administrator you need to first register as a normal user first and then add your wikiname to the
TWikiAdminGroup (follow the text in yellow)

If you are on a hon-standard platform or environment there are a lot of supplemental documents on TWiki.org
describing how to install, upgrade, internationalize and secure your installation

If you get stuck there is a lot of support available at the TWiki:Support forum and on TWIkIEC (irc freencde.net,
channel #twiki). Twiki, Inc. provides commercial support and hosting solutions

You may set a new password here:

New Password:

[

Im néchsten Dialog konnen Sie unterschiedliche Settings konrollieren bzw. set-
zen. Auf ‘Next’ konnen Sie fortfahren und Ihre Konfiguration dann speichern:

collaborate with

TWilka TWiki Configuration

Password changed

Modify Configuration Settings
Could not find existing configuration file fvarfwwitwiki/lib/LocalSite.cfg.
This may be because this is the first time you have run configure

If so, please specify a password below, continue to the configure screen, fill in the required paths in the "General
path settings" section, click '"Next' to save, then return to configure to complete the configuration.

If you previously ran configure and saved the configuration, then please check for the existence of lib/LocalSite.cfg, and make
sure the webserver user can read it. Resetting the admin Password for the TWiki

Settings

Environment variables (read only)

CGl Setup (read onl

General path settings 8 warnings

Total: 0 errors, 8 warnings

[ et |
el and return to TWiki WebHome

Cal
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TWila TWiki Configuration

Password changed

Please Confirm the Following Changes

8 configuration items were changed

{WorkingDir} {LocalesDir} {DataDir} {ScriptUrlPath} {DefaultUrHost} {TemplateDir} {PubDir} {PubUrlPath}

| save |

Please click on above Save button to Save the Changes

If you are not happy with the changes, please click on "Return to
configuration” link below and start again

Eeturn to configuration

Sollten Sie nun die Konfigurations-Datei korrekt konfiguriert haben, kénnen Sie
Thr twiki mit folgendem Link starten |http://localhost /twiki/bin/view/

il Twiki Configuration x| | il WebHome = Main < Twiki B ‘
ﬁ A Home - ) Main Web - ) View = Edit « 4 Account -
collaborate with
Jump Search
Wl T™Wiki ST (T
Tags: create new tag, view all tags

Welcome to the Main web
Congratulations, you have finished installing TWiki.
This site is running TWiki version TWiki-5.0.1, Sun, 10 Oct 2010, build 19570, Plugin AP version 1.3

To learn more about TWiki, visit the TWiki web. Please ensure that the read/write permissions for each
web on your site match your access control policies (see TWiki SiteFPermissions and
ferences). Replace this text with a description of your new TWiki site

Main Web Utilities

- site map listing all TWiki webs

st - for first time visitors

ecome a TWiki user

- list of users of this TWiki site

- list of groups used for access control

2 Weiterfiihrende Links

TWiki Installation Guide

ApacheConfigGenerator

HowTolnstallCpanModules

CannotEditPages

SystemRequirements

3 Anhénge

Komplette Apache-Konfiguration:

Recent changes in Main web:
«Webh Statistics

= Weh Home

«TWiki A

«TWiki Preferences

Admin

= Web Top Menu
«User List Header

s MNobody Group

T dmin Group
« TWiki Reqist
s User Homep:
«TWiki Group

« Web Preferences

«Weh Left Bar

s Web Topic List

e UserList

s User List By Date Joined
*more...



http://localhost/twiki/bin/view/
http://twiki.org/cgi-bin/view/TWiki/TWikiInstallationGuide#Preparing_to_install_TWiki
http://twiki.org/cgi-bin/view/TWiki/ApacheConfigGenerator
http://twiki.org/cgi-bin/view/TWiki/HowToInstallCpanModules
http://twiki.org/cgi-bin/view/Support/CannotEditPages
http://twiki.org/cgi-bin/view/TWiki/TWikiSystemRequirements

# Autogenerated httpd.conf file for TWiki.
Generated at http://twiki.org/cgi-bin/view/TWiki/ApacheConfigGenerator

+*

We set an environment variable called blockAccess.

Setting a BrowserMatchNoCase to ~$ is important. It prevents TWiki from
including its own topics as URLs and also prevents other TWikis from
doing the same. This is important to prevent the most obvious

Denial of Service attacks.

You can expand this by adding more BrowserMatchNoCase statements to
block evil browser agents trying the impossible task of mirroring a twiki

Example:
BrowserMatchNoCase ~“SiteSucker blockAccess
BrowserMatchNoCase ~$ blockAccess

H o H H H H H HFHHHHH

“Accoona blockAccess
“ActiveAgent blockAccess
“Attache blockAccess
BecomeBot blockAccess

“bot blockAccess

Charlotte/ blockAccess
“ConveraCrawler blockAccess
“CrownPeak-HttpAgent blockAccess
“EmailCollector blockAccess
“EmailSiphon blockAccess
“e-SocietyRobot blockAccess
“Exabot blockAccess

“FAST blockAccess

“"FDM blockAccess
“GetRight/6.0a blockAccess
“GetWebPics blockAccess
“Gigabot blockAccess
“gonzol blockAccess
“Google\sSpider blockAccess
“ichiro blockAccess

BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase

BrowserMatchNoCase “ie_crawler blockAccess
BrowserMatchNoCase ~“iGetter blockAccess
BrowserMatchNoCase ~“IRLbot blockAccess

BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase

Jakarta blockAccess
~Java blockAccess

“KrakSpider blockAccess

“larbin blockAccess

“LeechGet blockAccess
“LinkWalker blockAccess
“Lsearch blockAccess

BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase

“Microsoft blockAccess
“"MJ12bot blockAccess
MSIECrawler blockAccess

10



BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase
BrowserMatchNoCase

<IfModule mod_perl.

"MSRBOT blockAccess
“noxtrumbot blockAccess
“NutchCVS blockAccess
“RealDownload blockAccess
“"Rome blockAccess
“"Roverbot blockAccess
“schibstedsokbot blockAccess
“Seekbot blockAccess
“SiteSnagger blockAccess
“SiteSucker blockAccess
“Snapbot blockAccess
“sogou blockAccess
“SpiderKU blockAccess
“SpiderMan blockAccess
“Squid blockAccess
“Teleport blockAccess
“User-Agent\: blockAccess
VoilaBot blockAccess
“voyager blockAccess

“"W3C blockAccess
“w3search blockAccess
“Web\sDownloader blockAccess
“WebCopier blockAccess
“WebDevil blockAccess
“WebSec blockAccess
“WebVac blockAccess
“Webwhacker blockAccess
“Webzip blockAccess
“Wells blockAccess
“WhoWhere blockAccess
www\.netforex\.org blockAccess
“WX_mail blockAccess
“yacybot blockAccess
“ZIBB blockAccess

~$ blockAccess

c>

# Mod_perl preloading

PerlSwitches -T

</IfModule>

# The ScriptAlias defines the bin directory as a directory where CGI

# scripts are allowed.

# The first parameter will be part of the URL to your installation e.g.
# http://example.com/twiki/bin/view/. ..

# The second parameter must point to the physical path on your disc.
ScriptAlias /twiki/bin "/var/www/twiki/bin"

# The Alias defines a url that points to the twiki pub directory, which
# is the root of file attachments.

11



Alias /twiki/pub "/var/www/twiki/pub"

# This specifies the options on the TWiki scripts directory. The ExecCGI
# and SetHandler tell apache that it contains scripts. "Allow from all"
# lets any IP address access this URL.
<Directory "/var/www/twiki/bin">

AllowOverride None

Order Allow,Deny

Allow from all

Deny from env=blockAccess

Options ExecCGI FollowSymLinks
SetHandler cgi-script

# Password file for TWiki users

AuthUserFile /var/www/twiki/data/.htpasswd

AuthName ’Enter your WikiName: (First name and last name, no space, no dots, capitaliz
AuthType Basic

# File to return on access control error (e.g. wrong password)
ErrorDocument 401 /twiki/bin/view/TWiki/TWikiRegistration

# Limit access to configure to specific IP addresses and or users.
# Make sure configure is not open to the general public.
# It exposes system details that can help attackers.
<FilesMatch "~ (configure)$">
SetHandler cgi-script
Order Deny,Allow
Allow from all
</FilesMatch>

</Directory>

This sets the options on the pub directory, which contains attachments and
other files like CSS stylesheets and icons. AllowOverride None stops a

user installing a .htaccess file that overrides these options.

Note that files in pub are *not* protected by TWiki Access Controls,

so if you want to control access to files attached to topics you need to

block access to the specific directories same way as the ApacheConfigGenerator

H OH H H H HFH

blocks access to the pub directory of the Trash web
<Directory "/var/www/twiki/pub">

Options None

AllowOverride None

Order Allow,Deny

Allow from all

Deny from env=blockAccess

# Disable execusion of PHP scripts

12



php_admin_flag engine off

# This line will redefine the mime type for the most common types of scripts
AddType text/plain .shtml .php .php3 .phtml .phtm .pl .py .cgi
#
#add an Expires header that is sufficiently in the future that the browser does not even a
# reducing the load on the server significantly
#IF you can, you should enable this - it _will_ improve your twiki experience, even if you
# you may need to enable expires_module in your main apache config
#LoadModule expires_module libexec/httpd/mod_expires.so
#AddModule mod_expires.c
#<ifmodule mod_expires.c>
# <filesmatch "\.(jpglgifl|pnglcss|js)$">

# ExpiresActive on

# ExpiresDefault "access plus 11 days"
# </filesmatch>

#</ifmodule>

#

</Directory>
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