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April 2015

In April 2014, Reregiine collaborated on aspedal edition of the durnd of Informaton Warfare
(JW), with evey aticle being written by a seving member of the Natonal Security Agency
(NSA) gaff. Our saff worked cbsely with thelnformation AssuanceDirectoratg(|AD)
personnelduring asix monthpetiod to bring togetheran exciting isse. Here 5 a qute from
Neal Ziring, the Technical Director for the National Security Agency’s Information Assurance
Directorate (AD) on tha effort - "The April 2014 issue of W was the fist ime thatNSA IAD
worked wih an aadenic joumd to create a speal issue. It was a geat baning exgerience for
sone d our internd expers, andalso heped raie awaenes of sane of air importantmisson
chalenges enong acadein rese&chers in ths field."

Once agai, Pergprine is collaborating with the NSA on a new spedi&dtion of theJW, with the
nine papes as $iown below. Enclosed is a list dhe articlesand asyou @n se, these papers
coverkey aeas of conam with regardsto information assurance andyber seairity:

e The Futue of Cyber Oprations andefense(N Ziring)

e Training CyberForces without Warfighting (T Walcott)

e Undersanding the CdeEvolution of Cyber Defenses and AttacksAchieve Enhanced
Cyberseurity (GN Wil lard)

e Changing be Futue of GyberSituational Awareness (N Newayel)

e The Needdr Digital Identity in Cybespace Operation®\R Friedman and LDWagmel)

e Moving Big-Data Analysis from a ‘Forensic Sport’ to a ‘Contact Sport’
Using Machine Leaming and Thought Divesity (AJ Ferguson and NM Evans Hig)

e On the Roleof MalwareAnalysis for Techncal Intdligence n Active Cyber Defense
(R Fanelli)

e | WantMy Smartphone | WantIt Now. And | Wantto Connecto Eveything from
Anywhere...Now! (MLG Althouse)

e Defendng Cybespacewith SoftwareDefined Networks (G1 Bishop SR Boyer, MJ
Buhler, AJ Gerthoffer, and BCLarish)

Pergrine hges ha you enjoy this sgcia edition. We cetainly did in deeloping it. Cheers

Dr Leigh Armistead, CISSP, CDFE
Chief Hitor, Jounal of Information Warfare
larmistead@ybptscom
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The Future of Cyber Operationsand Defense

N Ziring
Information Assurace Drectorate

National Securiy Agency, Fot Meade Maryland, United Staes
E-Mail: JIWfeedbak@nsa.gov

Abstract: Nationalandeconomicsecurity of mast nations havebecome dependeon cybespace.
Protedion of cybergpacewill dependin part, on sucesstill cyberopeaations. Cyberspacas the
domainin which theseoperatonstake place,andit is evolvingrapidly, throughincreased useof
virtualization andcloud senices, ubiquitous mobility, and the integration of cyber sysemsinto
the physicalworld. To be suc@ssfulin this future envronment, cybe operatons will needto be
suppored by moredefensible systens,to beinformed bya greater underdanding d systenstae
and theatactors, and ® be more adajpte.

Keywords. Cyber Operatons, Cyber Defense, Future of Cyber, Situational Awareness,
Defengble Sysems

Introduction
The naional searity and econonic stability of mos naions have becone deendenton

information sysems andnetworks; natonsrely on cybespaceor conductof commerce, defense,
intelligence transpatation, law enforcenent and many forms of socal interacion (U.S. DoD
2011).In ore seng, cyberspaces just anoher domain in which humaninteraction canoccur, bu
it iIs not a passve badkground. Same elenens of cybespae are deices, progesses, links
storage,and sewices. Safeguardig the information and interactions in cybeispa@ requires the
creaion of conponens and sysems which can be defendedas well as responsibé paties to
exealte these defenseoperations.How will the cyberenvironmentchangen the next few yeatrs,
and how willcyberoperations reed to evolveo keep up with the chang?

The U.S. Department of Defense has a succinct definition for cyber operations: “The employment
of cybercapailities wherethe primary purpo® is to achieveobjectivesin or throughcybesspace.
Suchopeimtionsinclude compute netvork operatons and activities to opemte and defendthe
Global Information Grid” (U.S. DoD 2010). This definition is very broad: it includes traditional
cyberoperaions, suchas maintaning a netvork's configurdion and defendingit from extemd
attack, but it also includes opeations tha crede effects outside cyberspace.Cyberspae has
becone an opemtional domain for many reasons but two main onesare the growth of cyber
threats,andtheincread risk they poseto highly dependensocketies.First, the scopeof threas,
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their variety and peisisencehaveincreaseddramaticaly just in the pastfew yeas (Symaniec
2014). Secondy, greater reliance leadsto greater risk, parly becaisea cybemttack can caug
ham beyord as®ts resident in cyberspace.Indeed,the negtive effects from a cybeittack or
conpromise can occuvery quickly. All of thesetrendsimply tha organizationsof al sizesmust
exerise corstant wachfulness ad must be prepared fommediate and nformed lespons.

This shot paperintroducesseveal of the topics coveredin this journal andtries to illustrate the
conext into which the fit. The future of cyberopertons will be much more complex than its
past The environment in which cyber opeaations will be conduced, as well as the systens,
netwvorks, and sewicesthat conprise the cyberdomain, will be increasinglyintegrated with ead
othe and with the physcal world. Virtudized substateswill becone the norm and software
defined,dynamc platforms and networks will undepin them (Knorr 2013). Searity for these
sysens, and for the devices that dependon them, will increasindy dependon identity.
Operatons within cyberspaceavill dependon undestanding the posure of the sysens involved
and on adgtation to theactbrs opposg them

The Past, Present, and Future Cyber Environment
Modem cyber opestions beganin the compute nework environmentof the late 190sandeaty

2000s,during a time when netvorks wererelatively statc and manage asindividual enclaves
Cyber opemtions were largely concemed with keepng externalthreataciors out of a netvork
(tha is, preventng initial penetratio). Networksof tha peliod had steble configurations were
mostly homogeneousand hadas®ts tha were manage by dediated administrators. Thes
assamptons are implicit in cyber opetions pracices as illustrated by the organization of the
military acaderres Cybea DefenseExerdse in its early yeas (Scheers & Janes 2003). Each
enterprise ran its own IT, and ‘mobility” commonly meant a laptop tethered backto the enerprise
netvork. Identities were typically issuedby anenterpriseand valid only within tha enterprise or
with paticular partners.

Todays environment presens sorre significant diff erences and imposesmany new challengesfor
cyberopeations. Thereare severa significant trends, edicdsruptive in its own rght

1. Widespead virtualizaton—most sewners in erterprise datacentersre now virtualized,
and many other forms of virtudization are beaming comnonplae (McLellan 2013).
This creates new chdlengesfor cyber opewtions becaise as®ts are more dynamc,
comnunication paths are more complexandharderto monitor, andrelationshps between
as®ts are more fluid. Also, the virtualizaton layer adds compleity and new attack
suiface to opeational networks.

2. Migrationto cloud sevices—sinceabout 2006, enterpriseand comnercial cloud services
havegained adopton at a steady pace in industy. Sincethe introdudion of the Federal
Risk and Authorization ManaggementProgiam (FedRAMP) in 2012, the U.S. federal
govenment hasalso been migrating sevicesto comnercial clouds (Taylor 2014. The
multi-tenant, resouce-shaiing nature of clouds adds many conplicaions to cyber

2
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opeamtions. Techncally, clouds add a new technology base additional points of
interactions, and extra layers of infradructure tha cyber-operatons personnel must
undestand. The presenceof multiple tenantscomplicates opetionsbecau® as®ts and
sewvices within the scapof an opetion are conmingled with those thiaare out of scope.

3. Riseof mohility—usersnow expet full acessto information and sewvicesregardless of
physcal location. The rapid growth of smartphone use, ard the as®dated growth in
mobile sewices,hasimposedseveal change on the cyberenvironmert that affectcyber
opeations. First, the bounday between enerprise sysgems and personal sysens has
blurred—sensitive information doesnot stay confined in the enemprisewherepoliciescan
be enforced but may becopiedto mobile devices andcloud sevices.More sultle, but no
less disruptive, is the inconsant nature of mobile connetivity. Mobile devicesuse
multiple networks and are frequertly inaccesible. From a cyberopeationsviewpoint,
mobile devicesconstitte a shifting swarmof accesesand interactions wheretradtional
tools andtechniques do ot goply.

4. Growthof conneced, cyberphydca sysens—in the last few years, devcesandsygems
tha affect the physcal world hawe becone increasingly acessiblefrom the Intemet
While industrial cortrol sysenms have beenn common usefor decales, for most of tha
time they were isolaed from most threatsby lack of comectvity. Furthemore, many
otha typesof physcal sewices are now mediated by cyber sysems: building cortrol,
transpotation, and vaious faces of critical infrastucture.

Thesetrends will coninue for the nearfuture, and sone will acelerate. Cloud computing will
becone ubiquitous, even for sedors where searity concens had previoudy discouraged
adopton (Kenyon2014) Mobility will become the narm, in the sensethat evely enterprise wil |
allow at least sone of its as®ts ard information to spandiverse mobile devices. Thesetrend,
togeher, will create intensepressue for globally valid identities and assogated auhentication
andautorization sevices. Networkswill becone more dynanic, driven by flexible technologies
suchas Software-Defined Networking (SDN) and Automatically Switched Optical Networking
(ASON). The growth of cyberphyscal sysems will also coninue; increasindy, devices ard
sewvicestha interact with andcontrd elenent of the physical world will be accessible from and
subject to attack from cyberspace. This trend, often called ‘the Internet of Things’, involves all
mannerof extensioninto the physial world of deviceswith computing, sensng, and actuatioan
capailities (Miorandi et al. 2012. The integation of cyberand physical domains will greatly
increasethe potatial sopefor cybemttacksandwill imposea corespording needfor defensve
opeamtions.

Operating in Cyber space

Operaing in the cyber environment of the future will require significant evolution of cumrent
prectice. Three related areas of changewill be espeially important First, systans must be
desgnedard built to sypport opaations, paticularly time-sen#ive opeations suchasincidert

3
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response Second, cyber operaions must becone extensively datadriven. Operabrs ard
aubmated sysens that suppot them must be enabéd with extensive dat anaysis, and the
anal/sesmust incorporde both local and global conext Third, sysens and opemtions must
becone more adptive.

Effective cyber opeations, espeially defensiveoperatons, dependon accurdée and timely
knowledgeof the opemrtiond conext (usudly atarget network or enterprise),andon the ability
of the opeitional envionmentto sypportactions (such asdefensiveresponse$. A nework that is
desgnedard built to facilitate operatonsin its own defensejncluding monitoring andrespons,
is said to bedefensilte.

Undersandingthe operatond pogure of a network, including its we&knes®s and the statusof
defendersand atteckers, must be basel on data and science. A presdent article from 2004
identifies key attributes of scientifically grounded cyber security, andthe principles in it apdy
directly to todays situaion over a decale later (Saydari 2004). Six core elemrent of cyber
defenseare descibed there; three of them are espeially important for the future of cyber
opeamtions:

1. Sensos armd dat@ cdlection—cyber opemtions must be suppoted with accurate
informaton about the patticular networks being defended,but also about the global
conext. Sersors enplacedin a defensibé netwak are es®rtial for thelocal view. For the
global context, it will be necessay to fuse multiple souces:commercial reputaion data,
threat irtelligence and @rtner searity posure.

2. Situational awareess—collected data must be analzed to prodiwce coherent and
actonable information to suppot operationaldecisions Today's sysemlogs,sensrs,and
intelligencesourcesprovidelargevolumesof data;a key aspecof analysisis to filter out
noiseandto presentthe most relevant resuts to opertors. Big dai@a aralytic techrology
can povide an efectve platform for situaiond awarenes (Roddy 2014).

3. Defensemechanisns—acairatesituatonal awarenesgforms acion, but cyberopeators
need effecive and reliable meansto exeawte acions. A defensibé network includes
spedfically desgnedand deployal mechanisms for contolling the assés that comprise
the netvork, as well asorchestraion for applyng multiple mechanisnms in oncert.

Protecting information is a critical aspet of defensefor most networks. Systen desgnersand
cyberoperators mustexplicitly considersakeguardingof information, sefarately from the systens
which host it. There are three main elenents to safeguading information: desgnating the
protection requiral for information objects, desgnaing entties ard thar rights to acces
information, and erforcing the access policies applicalde to thoseobjectsandentities. Thereare
many strategies for this, but one which hasproven highly effecive at NSA is Attribute-Based
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AccessContol (ABAC). In an ABAC model information objects bearsimple tags, and enities
are assignedatiributes basel on their rights and autorities. Policies expresswhich attributes
enities mug posses to gain accesgo information with certain tags(Sandhu, Ferriolo, & Kuhn
2000).

Finaly, opeations mug be adapive. Thred acirs adap to defenses,for example, using
obfuscaton to evade ani-virus software or adaping denial-of-sewice tactics to defensive
measure (Engéman 2(.2). Defensive ogatiors rmust besimilary flexible.

It is essentiatha defenders analze new tradecraft (including malware) and be readyto adjust
andconbine defensivemeasure to deectanddefeatit. Adaptaion mustbe supporté at se\eral
levels: from bast netwvork opeitions, up through big data anaitics and intelligenceanaysis.
Fortunately seveal key technobgies alreadyexist to help make defensble ndéworks andcyber
opeiationstradecaft more adaptableSoftware-Defined Networkswill allow deferders to adap
netvork topologiesto enforce new policy, to douseundesiable ddaflows, or evento randonly
changenetworks to defeatatteckers (Jafarian, Al-Shaer& Duan2012).Also, machine learning
will allow analytics to spot anonalies in time to enabé reponsebeforeattackes acheve ther
objectives. These and otha techrologies can suppat highly-adaptive opestions. Then, the
chalenge wil be trainingcyberoperations pesonnel to use tlesetechnolgies efiecively.

The Future of Cyber Operationsand Achieving Long-Term Security
DanGeer(2014), noted searity auhority, hasdefineda state of seairity asthe state wherethere

is “an absence of unmitigatable surprise”. The systems that comprise the cyber environment will
always be subject to attack and to compromise. This doesnot excusesysem desgners from
striving to create seare, defensibé systems, nor doesit reduce systemopeiators obligaionsto
maintan secureconfigurations.Thereare many excdlent publishedworks on how to acawmplish
these, suich as the Comnunity gold standard framework (NSA 2014). Secue desgn ard
configuration can and do defeat attackers and raise their coss;, plus they provide critical
capailities to enablecyber operatons. Neverthelss, operatons will still be necessar. Using
Geers definition, no sygem canbe madeabsoutely immuneto surprise, but effecive opemations
can nitigate the emaning suprises.

Achieving secuiity in practice,andon large scaleswill be exceptiondly chalenging. The future
cyberenvronmentwill be highly diverseanddynamic, andits integrationwith large swathesof
society andwith the physical world will expandandamplify potential impacs of attacks. There
will bethreees®ntialelement to cuity in tha environnment

1. secureand cfensibé systers;

2. timely andsusained undestanding of both the environmentbeing seaired, andhe threat
acbrs whomay atack it; and
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3. effectve ard adaptve cyberopeaations pesonrel and suppuding tools.

Fortunately,the commnunity possesssall the right building blocks for theseessentl element.
The papersin this issue of the Journal of Information Warfare presert detailed analysesand
experencewith many of them. With attentionto the continueddevebpment and appication of
these elements, both the public ard private sectors can reap the bendits of cybeispae while
maintaining soci® economic, and nabnal seculy.
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Training Cyber Forces without Warfighting
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Abstract: Collective and individual training for military cyberoperations poseschdlengesnot faced by

industry, academia,or other govemmentd areas. The warfighting mission comeswith unique issues
scarcey dedt with by the modern United Staks, such as foreign attackstaking place on United Staes’

infrastructure. As a reault, there are limited exiding procesgsto draw upon Effectivetraining is further

hamperedby lack of operational experieice.This pape disausesthe chdlengesof gaining experiecein

cyber operations, explaes sewral avenues for obtaining real-world operational experiece outside of

warfare, and corsiders tle aplicability of those @erational scenaios to training.

Keywords: Cyber Opeations Training, Cybker Forces Traning, Cyber Operaitons other thanWar

Introduction

Starding upthe United States Cyber Command requres identifying, recruiting, educatirg, andtraining
military persanel to operate in cybers@ace The challerges of idertifying, recruiting, and edwating
talentedindividuals arenct unique to the military andhave receved attentionfrom outside of the military
community. Considerabé effort throughaut both the public and private sector hasbeendirected towards
identifying andrecruiting individuals,andthere areavariety of educatinal resoucesavailable to improve
individual proficiency (For a more thorough discussionof the evdving educaonal requrements and
resouces readers may see for example, Kallberg &  Thuraisingham 2012)
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During the batle for Monterrey, Mexico, in 1846, the United State$ Army found itself in urbanwarfare
The U.S. officer corps was decimated over the course of one day of fighting in this novel environment.
Yet Texasvolunteersparticipating in tha very battle were familiar with fighting in this environment; the
tacticsthey recanmended, once incorporatedinto the collective functioning of the forces helpedturn the
tide (Dishman 2010. The cyber domain is no different. However learnirg from bitter experience,while
effedive, is rot optimal.

The Need for Training
Train like youfight and fight like youtrain. (Military adage

Building a @pabé military force h a new donain requires mth education and taining. Thereis a
critical distinction between the two: educationis learnng why to do sonething; training is

leaming how to do it. There are significant extemal reurces available for and devoteal to

educdion—the acalenic sysemand conferenes,for instance—with robustcybercurricula. The
high demand for computer security expertsand high visibility for security lapses are industy

incentivesto contnue gowing education resources.

Unfortunatly, thoseedwcaional environments do notimmediately translateto the training needs
of our forces. This hdds truein baoth individud training, desgnedto engageacalemicskills in an

opemtionalconext, andcollectivetraining. The military placesgreatemphasison both types of

training, butit is the cadlective training tha distinguishes a milit ary unit from anamed mob. An

anabgy in cyber operations might be cortrasting a Network Operdions Cente (NOC) and
Anonynmous

Briefly, anNOC hasthe responsibilityfor maintaining situaional awarenessof andrespondig to
netvork incidents. A group of individuak of varying skill levelswill dynamcally patition (and
re-partition) tasksbasedon urgency andcompleity in orderto maintan network hedth. Becaus
an NOC is genedly size consteined, eady team membea must be capdle of effective
contibution; a falure of one tammenbermay negaively impact he ertire team

Anonymousis an extrane exanple of decentrdization, sacrificing structure for raw numbers of
paticipants. Activities will be adwertised at the whim of any member, have no guaantee of
suppot from othe members,andhaveno particular oversight. Of note the Anonymousstructure
is muchmore forgiving of lesstrained patticipants. While individualscan boostthe achievenents
of the whole, anndividual failure has very limited mpacton theoveralleffort.

TheU.S. military is desgnedto opaatein a structuredfashim. Military operationsare pralicated
on a chain of command, rules of engagenent, areasof responsibility,and a clear division of

7
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effort. This structure helps ensue coherentexeation of misson, conpliance with legal
obligations,andacmurtability. Thus appling military structureto cadlectivetraining within the
cyber domain is of paranount importance for sucess$ul employment of cyber forces This
applcation of structure to colledive training efforts also meansthat failures anywhee within the
teammay danage oveall tean performance

An interestng possbility is a hybrid appoach,with a small cadre of expertstrained in this

patticular discipline who presert specific capabilitiesnot represated by othea team members.

Thereis existing pececent for this possbility with most sophsticatedmodein munitions the

individuals responsibldor deployinga missle or bomb are geneslly na quaified to build them.

The cyber domain doespresentsone uniquerisks to this division of expetise. Cambilities in

cybespaceare extremnely pelishable; there are few, if any, kinetic envronment wherefiring one
misdle canresultin invalidaing all future misdles of a given desgn. Managing thatrisk requires
a broal suite of speqalized skills throughout desgn, plannng, and executon of cybespace
missons. While ahybrid appoachmight leveragesucessin individual training, it would require

signfficart rethinking of how to conpose ard enploy the military cyberforces from the
stendpointof precticalimplementaton. Therdore, sucha castiuct is unlikely to be viable in the

nearterm.

As previously menioned, legd concemsare acritical componen of both educaion andtraining.
While a detaikd discussion is beyond the scqe of this paper legal analsis of cybespae
opeiationsare ongoinganda rich area of both discusson andpublication.Interestedeadersmay
wish 1o review Lin (2010) aad Saimitt (2013)

The Challengeswith Training

The cybesspace domain is unlike any othe. For instance the effecive lifetime of most cyber
capailitiesis much shoter than efective lifetimes of taditional capailities. Itis had to imagine
a traditiond munition which the firing of runs the risk of generatg global immunity to that
munition. Certainly, thetradtional milit ary acauisition processwould not be entirely comfortable
with a model thatrequired exerising after evely opetion; the acquisiton prograns for curment
platforms, suchasnavd ves®ls or aircraft, are not knownfor being nmble andmay take yeasto
estalish. Yet in cybespace new tools andtechniques are regularly mitigatedin hoursor days.
While this state of affairs hasimplications that resonatethroughout many military processs, it
celtainly also requires specilizedtraining for thoseforcesresponsibldor defendirg agang and
employing cybercapailities.

According to one clauseof the U.S. Cyber Command misson statenent USCYBERCOM
“conduct[s] full spectrum military cyberspace operations in order to enable actions in all
domains”. Such a task represents a unique national responsibility that covers a broad range of
misgons. The compleity of this task is conpoundedby the fact that “most aspects of joint

operations rely in part on cyberspace” (U.S. DoD 2013). Just as a commercial jet pilot is not
8
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trained to fire or evademissles,so commnercial seairity practcesare not necessarly translatéle
acmossthe entire environmentwhereUSCYBERCOM will opeiate.As aresut, thoseresponsilte
for devebping training regimeshavea lessthan-complde undestanding of thefull suite of skills
required to @erate in he cyberenvironment

Another challengewith training is that the value of any training dropswhenit does notreflect
real-world conditons. It is difficult evento evaluatea propcsedtraining regimen or environment
in the absenceof relevant realworld experence While this reality is a conplication for
individual training, its effecs on cdlective training are canpounded.Each variance betwveen
theory and practice at the individual level leads to acaimulated differencs between team
elermens.

Oneoption is to train forceswith the bestknowledge avalable to date, and hopehat they are
caled uponto fulfill a similar realworld misson in the cotext of warfighting. This option is
unlikely to result in an ideal outacome. The decision to employ cyber forcesin warime will
represent a significant policy decision tha, on the balance will only becone aceptabé under
exigent circumstances It is unlikely that exigencieswill be neatly aligned with past training
scaenarios, and high-stakes circumstances are genesdlly not the optimal time for the first
opemtional estof military capabiliy.

Same of this risk coud be mitigated by training for exigent circunstances This approah to
training, havever, results in a force with a focus tha (by definition) is only appiopriate in
extemis Such scenariosare the breadand butter of major training exerci®s,andrightly so as
they stresstest the seams of collective training. Yet the bulk of any warfighter’s time is not spent
firing at anadversary; mostof the time is spentoptimizing the chance®f suce@ss In thatsensea
training scenarm focusng on exigent circumstancesdoesnot prepare the warfighterwell for his
or he nomal day-to-day rouine.

Another training option is to learn from cyberwarfighting experence.Although this type of
training is critical for refining training and improving forces, it is an undesirablevay to stat
leaming. There are issues with committing a force to batle that is (by definition) untrained. It
would also meanrequesing a significant policy decsion that would perforce be executed by a
poorly-trained force;the political calculus showwery clearrisks and vey abstact beefits.

The U.S. Army’s first encounter with urban warfare was the Battle of Monterrey on 21

Septerber 1846 aganst Mexico. Major Luther Giddings recourted his experience in the 14
November 1846 isue of theNiles Register:
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We moved rapidly througha labyrinth of lanesandgardens,without knowing or seeinguponwhat
point of the enemy’s line we were about to strike. At every step, discharges from the batteriesin
front becane more deady.

Losses were subsantial until recommendationsfrom experenced Texas voluntees were
implemented on 23 September. These included one team’s breaking through building walls while
anoher deterred respone through suppressie fire; the entry teamwould then saze the building
roof. This strategy pemitted relatively safevartageto surround andto targeta garrison, anaction
that “would have made bloody work of [the Americans] had [they] used the tactics of the 21°*
(Dishman 2010, p180). Same of thetacticslearnedin the Battle of Monterrey are still enployed
today in urban warfighing.

Cyberwarfareis anabgous to 19"-cenury urban warfare; eat presers a new domain where
opeiational military experience is limited. Y et the cosst of failure canbe consderably higherin
cyber warfare, given the “critical dependence on cyberspace, for the US in general and the joint
force in particular” (U.S. DoD 2013).

The situation appeas to be a cath-22 whereforcescannotoptimally train without warfighting
experenceand cannotgain warfightingexperierce abset training. This paperseeksto breakthis
impase by identifying opporunities to gain and refine experence in compartvely low-risk
environments. While suchexperiere would nat perfectly mirror warfighting, it is a significant
improvemen ove afirst engagenentwithoutanyexperence aall.

Building Experience outside of Warfare

The United Statesemploys its milit ary capabilties at home andalbroad in support of its natianal
searity goak in avariety of operationsthat vary in size purpose, andconbat intensiy. The use
of joint capabilties in military engagement, security cooperation, and deterrence activities
helps shape the operatioral envronment and keepsthe day-to-day tensios between nations or
groups below the threshold of armed conflict while maintaining US global influence. [...] The
as®ciaked gereral strategt and operatioral objectives are to protect US interestsand prevent
surgise attackor furthercorflict. (U.S.DoD 2010

As is highlighted in the excerpt above, the United States’ military conducts a variety of activities
intendedto preventarmedconflict—that is, by definition, there areactvitiesthatarenot warfare,
but fall within the domain of military opertions.This shoutl be no great suprise;the ampunt of
time that military members spendliterally fighting an advesay is trivial. Most of the time is
spentin preparationbe tha acquistion, maintenane, logistics, training, intelligence, seairity
measurs, orany nunier of other &tivities undetaken by niitary personrel.

10
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Thereare a setof nonwarfare activities thatare opemtionalin nature. Theseare outined in U.S.
DoD Joint Publication 3-07, Jaint doctrine for military operaions othe than war. This
publicationhighlights several oppotunitiesfor opertionsthat might chip awayat the uncetainty
and might help resdve the experiermetraining deadbck in the cyber domain. Exploring such
avenus may not peffectly cagure the warfighting enviroonment but can provide real-world
opeiational and traimg scenarios hatimproveforce eadiness ad capaity and alsdeter nodel
thetasks orwhich forces wl spend the bulk of therr time.

To that end,below are a few sekectal exanples of military opeationsother than war. For ead,
there is a represatative excerptof the definition, sone disausson asto how thoseoperatons
might translateinto the cyber domain, and an assessent of whethersuch opewtions might be
suitalde for cyberforces.Thediscusionis confinedto operationd relevanceandimplementation
and pesunes gpropriate adtorities.

Humanitarian assistance

Humanitarian Assistance (HA). HA operations relieve or reduce the results of natural or
manmade disasters or other endemic conditions such as human pain, diseag, hunger or
privation is countries or regions outside the United States. [...] DOD provides assistance when
the relief needis gravely urgent and when the humanitarian emergency dwarfs the ability of
normal relief agencis to respond.Y.S. DoD19%)

Joint Pubication 307 (U.S. DoD 1995) also notes that “US forces can provide logistics;
command, control, communications, and computers”. Given the increasingly significant role of
the Internet as a core communicatons infrastructure finite bandwidth limitatons, and the
taxation of tha finite bandwidthin disasters,there may betimesduring which USCYBERCOM
forces could manage bandwidh and netvork searity to ensure humanitarian efforts can
comrmunicate when esources are Scz.

Disruptions in the cyber domain contibute to humanitarian crises.Modenn logistics are highly
dependentiponreliable neaworks whetherthey are electrical, or are routedthrough thetelephone
or the Internet.Providing rapid resumption of savices—which could includesecurity assirances
for networksor addtional optionsfor routing data—cancontibutesignificanly to easng acrisis.
For the USCYBERCOM forces, opemating in a degradedenvironment provides expelience in
resilience and adapahlity often valable n tradtional armed conflict.

Thereare simil aiities béween he technical supprt requesed in hunanitarianrelief efforts and in
netvork incident respomse. In both cases, military responars must simultaneouly work with
existing sygdem administrators and others who are familiar with local network usageand critical
requirenrent, andopeiate underfield condtions. Thatlocal knowledgecritically suppgements the
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specalized expetise neededto mitigate néwork threats.While the threats in each scenario are
quite dff erent, thetime pressires ad opeationd flexibility necessary are siihar.

Finaly, the presence of dediated information searity personné will—from a technical
perspective—imposeno addtional risk. This type of suppot coud, at the very least, provide
sonme measureof risk managerant For these reasonssuppot to hunmanitarian assstance may
provide vduable opeational expeaience ad infarm future taining for cyber érces.

Shows of force

Show of Force Operations [...] operations, designed to demonstrate US resolve, involve increased
visibility of US defoyed forcesin an attempt to defuse a specfic situation that if allowed to
cortinue may be detrmental to US interestsor natioral abjectives. (U.SDoD 1995)

There is no doctinal definition for a show of force in cyberspace Still, a show-of-force
cybespaceopemtion could be defined nearlyidenically to the definition of tradtional show-of-
force operations, with the substitution of “cyberspace forces” instead of (or in addition to)
“deployed forces”. One challenge that is unique to the cyber domain is ensuring unambiguous
atribution; this isgereraly nat a prablem with aircraft carriers, butis anissuewith aimostevely
nework activity. More formally, one chalceristic of show-of-force opeitiors shoutl be
attribution and norrepudiation.

Thereare avairety of risksincluded in anaggessive showof force, suchasmispeceptonsof an
exerise asgenuineactvity. In the cyberdomain, these challengesnay be exaerated by still-
nasent internationalnams and proceses.Thereis no well-seaonedset of bestpractices, and
thedecsion cycle for online activity is shot. Briefly, if othe enities are in a nasentopemational
and tainingstate, a she of force coutl provide pressure that catalgs undesrable action.

A showof forceis nat necessarly aggessive.PostSeptembedl, 2001 there wasan enhaned
searity podure at airpats. Thatactvity certainy might hawe hada deterenteffect on would-be
terrorists, but it also may have contibuted to defusinga tension felt by the genedl pubiic.
Wheter or not thatwasan explicit objective, that showof force seaved a defensivepurpog ard
acked as a wg visible deerrent.

If, for exanple, public anonynizers usedto connet to Departnent of Defenseweb sites
delivered both the web page and a bannerindicating that the use of anonymous browsing
techniques was geneally subgct to increasedlogging actwity, it is unlikely that the statenent
would be perceived aswarfighting per se Sucha pageandbanney however,would conveythat
the Depatment of Deénsecould idantify the relevant bdawvior.

12
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Showsof force havethe advanageof taking placeoutsideof a classoomenvironment Cartying
out a low-risk opetion in public view amdst civilian actiity is a capability bath difficult to
model and valuableto cultivate. There is somelevel of politica risk that accrues to publicly
visible activity, yet the risk is significantly less than that posedby equvalent opertionsin
wartime.

Enforcement of sanctions

Enforcement of Sanctions [...] operations [...] employ coercive measures to interdict the
movement of certan typesof desighateditemsinto or out of a nationor specifiedarea (U.S.DoD
1995)

The first chalenge in this disassion is interpretaton of the definition in the conéxt of
cybespace.The language of sandions enforcemenis specffically limited to a bordercrossing
(“into or out of” an area), which creates certain inherent limitations.Could types of information
be degyjnaed itens?

Thelegd questonsundelying this issuehavebesn outlinedin Benatarand Gombeer(2017), but
remembering the limitations of technical possbilities informs the legd disaussbn with a
reminder of constaints in implementaton. Fromatechnical standpoint,a perfect sdution cannot
be devebpel for borde interdiction. Interdicting dat in cyberspaceis extremely difficult while
the dat is in transit identifying dat as sandioned might take significantly longer than the
transferof the dat to its destnation. Puting datain qualntinefor the duraion of examnation
may help, but will not be aperfect soluion. Imagefiles with embeddedsteganograpi provide a
simple example. Running sone set of detection algorithms aganst al image files is
conmputdionaly prohibitive. The outcorawould likely be unaceptably long quarante perods.

A sandioning bodymay, of course,deemine tha the heightened costimposedby sophsticatel
concalmert of sandioned information is an adequé penaty. After al, no real world
interdiction processis perfect. The object is to imposean unaceptable(or unsustainablegostto
an adivity. Given hatend, cybespace sanimnscould conplementtraditionalinterdictions.

Sanctons enforcement would therefore be a useful opeiational activity, given the lack of viable
alternativesin cyberspae and the acknowl@gement tha no sanctionsregime canbe pefectly
enforced.Suchan operatond activity requiresa clearundeastanding of the technicallimitatons
to the appoach and the tradeoft tha must be madein implenentation. This would provide a
useful exanple for policymakess of how capailities in cybelspace may suppkement more
tradtional, well-undestood capdilities. Lessams learned in sandions enforcenent could also
have mplicaions for deénsie cyber operabins.
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Enforcing exclusion zones

An exclusionzore is established by a sanctioning bodyto prohibit specifiedactivitiesin a spesific
gearaphc area Exclusion zorescan be estdlishedin the [air, seg, or on land]. The purposemay
be to perswdenations or groups to modify their behavio to meet the desires of the sanctiming
body o face cotinuedimpasition of sanctims, or use ... [of] threat d force. (U.S.DoD 1995)

The abovedefinition of exclusionzonesdoesnat include cyberspaceput it coudd be extendedto
do so—at leastin a legislative sense. Such an extensionwould highlight a major techncal
chalenge.

One commonly usedexclusion zore is an air exclusionarea. The U.S. military enforcedan air
exclusionareafor Irag forceswhen SaddamHussen wasin power,for exanple. Such a wide-
ranging activity would not be sugainabk in the cyber domain. Thereare too many options for
accessng cyberspace.Wired connetions can be disrupted with relative ease,but wireless
connetionsandsatllit e connetionsare substantilly more chalenging. For more granular tasks,
significant care mustbetakento avad runningafoul of theissuesseenin sandionsenforcenent
By way of example, reliably identifying a single user’s network traffic can be quite difficult;
doing ® in real tine is impratical & scale.

There are some more encounaging exanples tha make exclusion zores worth exanining. The
Stuxnetvirus providesan example of how an errichmentactivity might be prohibited, and also
sone worthwhile cautions. The Stuxnetviruswas engneeed to sedk ou andto alter the behavor
of Siemens S7-300 SCADA sysens with variade-frequency drives from vendos Vacon or
Farao Payawhenthosedriveswere opemtingin a spedfic frequencyrange(Chien2010). That
level of precision in targeting denonstrates a tedhnical capacity to be extrenely disaiminating in
behaviorard actvity—except, of curse that Suxnethad o cognzance oigeogaphy.

There are severd challengesto conducthg such an opeation—not the least of which is
identifying where excluded materials reside in both a network and a geogaphic seng, or
identifying uniquecharacteistics of the excluded materals that permit aubmated identification
and response.Stuxnetonce agan proves illustrative, asit spreadbeymd the presumed initid
infection pont in Iran.

Conductng a similar activity as an enforcenent of exclusion zones would encougege a robug
public discussibn—and would increase the cost of the sanctioned entity’s operation, as it would
be compeled to adopta heightened searity posure for a presumably highly valued initiative.
While this might not fully interdict the excluded acivity or material, theimpostion of addtiond
costk for acauisition and storagemight be desrable in and of itself (as was the cag with
enforcenentof sanctons.
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From a force-devdopment standpant, the enforcenent of exclusion zonesis a comparmtvely
complex opem@tion. It requires disaiminating procees®s and procedues. Thesefactors make
exclusion zones a poa choice for an initial opemtiond exanple—but a fine study for
sophsticatel opeations

Conclusion

Effective individual and collective training is foundatond for a skilled military. Absent
opemtional experiencgs®ssing the realisrand efécivenessof currant training forcyberforces
is difficult.

Looking at four exanples of military opeitions tha are other than war effecively highlights
opporunities for cyberopeiationsoutside of the warfighting domain. Applying theseopetional
concepts to the cyber domain will require carefulthought becaiseof the death of experence.
Gaining experience, however, is a crucial step to ensuringtha training reflects real-world
opemtions and to maximizing the chan@s of suce@ss in any cyberspacebaseal military
engagenent
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Under standing the Co-Evolution of Cyber Defenses and Attacksto Achieve
Enhanced Cyber security
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Abstract: This article examins the notion of cybeattackanddefend co-evdution as a
mechansmto beter undergand the influences that the opposing forceshaveon each othea. The
concet of co-evoltion hasbeenmast commonlyapplied to a biological conextinvolvingliving
organismsand nature-basedadaptationsput it canbe applied to technologicaldomainsas wdl.
Cyberseurity strategies basedsdely on technobgical features of attack-and-defendadaptatiors
do not immediagly reveala co-evdutionary relationship and are typically seen more as cyber
arms race. In orderto leverage clger co-evdution in suppott of cybersecuity, the humandriven
behavors of cybeattack-and-defend adaptatons haveto be incorporated.In other words, the
missbn mustsere to drive humanmotives and goals andin manycases, mustlimit the scopeof
an atacker’s adaptations.

Keywords. Cyberseurity, Co-Evolution, Moving Targe, Ganme Theory, Cyber Decepion,
Information Operations

Introduction

A cybenatteck is definad asany malicious acttargetinga network’s confidentiality, integrity, or
avalability. Various groupswithin the cybersecuity comnunity make adistinction betwveen
Compute Network Exploitation (CNE), most commonly associted with informaton theft, and
Computer Network Attacks (CNA), typically associted with disruption or destruction of
information sysems, however for the purpogs of this article, these distincions are not essential
For convenience theefore these two forms of malicious activities will be abstractly and
collectively groupeal as cybemttacks In the eaty days of the Internet, most of the initial
conpute-basel atackswerein the form of computerworms and virusesprimaiily intendedto
gain notariety for the malicious codeauthor and to exposevulnerbilitiesof popula software and
hardwaremakersin orderto embarassthem. While theseattackscould resultin lost dat, sevice
interruptions, andlost productivity, they were mostly see as simple actsof vandaism andgreat
annoyane. Thesekinds of problemsmadethe job of sysem searity more of a technologich
problem that focusedon vulnerahlities ratherthan on threats,which evenually led to the now
endesscycle of softwareandfirmware upddes andpatches.Now tha there aremore purpo®ful
attacksby criminal, terrorist and statesporsored threatactass, the human motives and goak of
malicious g/berbehaviomust becorsideaed in formulating cybersearity strategies.
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Mounting anecdo#él evidenceindicates that malicious cyber acbors learn, adapt or, in othe
words,reactto the defersive measurs putinto place by the cybersearity community asmuchas
netvork defendergead to atacks.When coupked with the human behaviorfactar, the constam
cyclic attack-defendattack behavor reveds a demonstrabé co-evolutionary reldionship betveen
cyberatack and defeng-devdopmentactivities. This article proposedo take advantageof the
atack-deferd co-evdution phenomenonby focusing on an undestanding of the attackers
response to defensive measures in the context of the attacker’s mission goals and objectives.
Develophg anundestanding of thesemissonsandgoak will genesgte greaer predictive analysis
capailitiesand moreimportanty, beter means to influence the attacker’s evolution in amanner
tha plays into cyberdefensivestrengths.

Rules (or Laws) of Cybersecurity

In orde to have athoughtfil disausson aboutcyber co-evdution, it is importart to explicitly lay
out sone innae rules of cybersecurity, which will have relevance throughout this atticle.
Recogniton of these axioms shoutl help to remove sone of the sdf-imposedconstaints that
have pehnas limited tethinking ard theprogress of thecybersearity community.

Rule#1: They aregoingto get in.

The focus of cybersearrity haslong beenon keepng malicious codeand hackes from gaining
acessto systems. This focus hasled to a strategy of developingdefersive (mostly detection
capailities at the perimeter of networks, patticularly gaeway connetionsto extemal networks.
Often there is a néwork ‘de-militarizedzone (DMZ) betweenan internal bushessnetvork ard
the (public) Inteme. Thesenetwork defensestrateges hawe further evolved in sone cags by
creatingclosed,specialpurpo® neéwork environment (almost) inside the corporatenetvork to
provide additionallayersbetween an organization’s most precious assets and the public network.
Still, malicious stff continuesto get inb networks.

The threats to neworks havebecone more organized, more sophsticatel, and bette resourced.
In fact, these threatshave beergiven a nane: AdvancedPersstert Threds (APT9. APTs are
cybemttacks mountedby organizational teans tha have deepresoures, advaned penetation
skills, specfic target profiles, and remarkably persistent efforts. These threats tend to use
sophsticatel cusbm maware that can circumvent most defense and stealhy tactics, aswell as
demonstrate good situational awareness by evaluating defenders’ responses and escalating attack
techniques accodingy (HackingTheJniverse) The problem with APTs is that they are—well,
pessistent.If the badguyswantsamething insidea given network badly enough theywill find a
way to getin eventdly.

Rule #2: Network defenders cannot change rule #1.

Despie the undenable truth of Rule #1, network defendershave a had time letting go of
peimeter-defense strategiesbhecaie they (the defenders do nd think aboutadwersay gods
beyondsimply gaining netvork accessin redlity, the bad guys wantto do much morethan just
get into nework sysems; they want sonething, usualy dat that ranges from intellectua
propety for esponagepurpoesto personaldata (credertials or personalidentifiable information
[PI1]) for criminal finandal gain. Better network defensivestrateyieswould focuson how to keep
advesaies from acheving their misson gods rather than just on how to keepthem out. Such
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strategies could, for exanple, include hiding, disgusing, or enciypting dat so tha attackes

camot find sengtive information. In addition,defendersshauld considerthe possble benefis of

mitigating the badguysfrom inside a nework instead of at the petimeter. In a peiimetea defense,
solittle is learnedabou the adversay from the encoungr. If anadversay is detectedacessinga
netvork, defendersneal not let the atackers know they have beerdetected.By not signding

awaraessof attackers,defendersstanda bette chane of being alde to seethem the nexttime

they attack(Rule #4 applies.

Rule#3: They arealready in.

While it is possble that the attackershave not gained network accessjt makesgood seng to
assime that bad guys andthar malware are alreadyinside. Desgning sysenmsearity corrols
andpolicies with theideaof limiting the damagean insider threat could acheve goes along way
toward mitigating the damageall threas can do, including thoseaces®d remotdy. A common
appoachto defendingnetworksthis way is the notion of ‘leastprivilege’. Essentially, a user,
program, or processis only allowedacaessto the minimum systam resourcesrequiredto perform
legitimate functions Also, desgning for defeng is not just aboutconfiguring network searity-

sysemdevicesand policis to bokfor intemd threds. System uses who assime ther nework is
alreadycompronised are suspcious of everything tha looks outof place. The key elementin all

sucesdul hacke tradecaft is the exploitation of trust, so the most effecive ndéwork defendes
do nd trustanyhing thd seens eve a lttle bit pecular.

Rule#4: Attackswill continue.

Defendes mustavoid complacency. Just because today’s attack was deectedand turned away
does nat meanit is time to relax. Also, network defendersshould not as®date security
conplianceor goodnetvork hygienewith acheving goodnetvork searrity. To be sure, keepng
up with all the latestvirusdefinition updages,installingal the latestsearity pathes,andreading
all the security bulletins are prudent but these measurs will neither eliminate threatsnor keep
persistentattackersout. Constantvigilanceis necesary, no matte how well protecteda network
might seen. (Rule #3still appies)

Rule#5: It isgoing to get wor se.

It is safeto saythat astechnologyis innovatedand efficiency is increaedthrough aubmaton

andattificial intelligencemethods,so, too, will advesaies usethe sameinnovaions to increase
the efficiency of their attacks. Today’s attackers are often highly motivated and resourced; and as

long asit continuesto be profitable, attackerswill go to great lengths to devebp cutting-edge
technobgy to break into networks.

Rule #6: Network defenderswill contribute to wor sening conditions.

In many cases, new cybesearity capdilities acually acelerate the atack evolution ard
innovaion. It is this rule tha makesthe bestcase for the neal to undestandco-evolution.In the
bio-medicine domain, the medical commnunity is revising its treatnent strategies for viruses by
usinglessaggressive measurs for youngerpatienss in orderto avad the evential drug-resigant
virus mutations. Cyberdefensestrategist may wantto corside whether thereare anabgsin the
cybersecurity domain. (The Consquenes of Cyberspae sedion lelow is relevant to such
constderatons)
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Rule #7: The only security achieved in the cybersecurity community is job
security.

Onemight call this the ‘inconvenien truth’ abou this domain, but it does nat meanthere hasnat
beensucessin cybersecurity. Thereis also no clear definition of what makesa cybersearity
professonal; there is no onesize-fits-al skill sé. Despit the abs@ceof a clearde<ription of a
cybersecurnity professonal, there is gressing reedfor more of them

So What Is This Co-evolution Thing?

The term ‘co-evolution’ is most often as®dated with the biological domain andtypicaly refers
to the naural adapétions specges make, often influencel by natural sele¢ion, in order to suwvive
in a given ecosysem. A prevalent type of co-evolution is that which is see in predatofprey
evolution whereboth sides evolve in terms of speed stedth, canouflage, seng of snell, sight
andhearingasnecessar to suvive (for exanple, the pdar bearis white to avoid beng noticed
when huntng, while thebaby sal is also white to avoid beg noticed by he pola bea).

So while co-evolution is primarily a biological concept, this phenonenon hasbeenappied to
othe domains, including technobgical ones,by anabgy. For exanple, compute softwareand
hadware can be constered astwo sepaate componentsbut they are tied intrinsicaly by co-
evolution (D’Hondt etal. 2002) Thisideais closel relatedto the concepiof ‘joint optimizaton’
in soco-technical systens analsisanddesgn. This kind of co-evolution can becharacterizedés
mutualstic evolution; certainly, cyberspaceactivities have benefited from this process This
article, however, exploresthe cybersecuty technologcal co-evolution that takes placebetwveen
cyber attackerand defender,a proces which clearly follows the predaibr-prey model more
closely. Undersandng this form of co-evolution enabls defendersto postion themseles
strategically to getaheadof cyber hreas.

A non-cyber example of co-evolution

Before exploring the cybersearity domain, it might be helpful to showv the attadk-defendco-

evolution phenonenonas se& from anabgousexamples in the transpotation securitydomain. In

just a few monthsfollowing the eventsof 9-11, there wasa failed attenpt by a would-beterrorig

to ignite explosive material concealedin his shoe—the infamous ‘shoe bomber. The
Trangortaton Secuity Administration (TSA) beganrequiring pasengers shoesto be removed
at airport security chedpoints so they could be X-rayed. In 2006, in an appaert responseto

chedpoint searity measurs, a terrorist plot to deonateliquid explosiveswasreveakd which

resultedin anothernewseairity policy tha banredliquidsfrom cary-onbaggageThis defensive
measure was followed by another terrorist’s failed attempt to detonate explosives on a plane by

hiding the explosve material in his undegament (the ‘underwearbomber’) in 2009.Aroundthe
sane time, the TSA hadbegundeployingfull -body scannea devices at mostmajor airportsin the

U.S. Perhapsin reactionto this security measire, terrorists attenpted to hide explosve devicesin

printer catridges beng transported through expressghing sewices in2010.

In hindgght, these examples illustrate thetendemry of attackers to adaptin responsdo defensive
measurs and to maintan a consistet focus on thar misson—in these examples, to get
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explosiveson a plane wherethey could be debnated during flight. Undesstanding the attacker’s
misson in a larger context is important beauseit may sugges constaints on an othawise
perceived infinite se of future attack adaptations.The notion of misson constaints will be
explored in more déail lateronin this article.

Evidence of Cyber Co-Evolution?

Likewise in the cyber domain, there are sone illustrative exanples of the attadk-defendco-
evolution phenonenon. For instance,in 2004, Microsoft released Servce Pack 2 of its XP
opemting systan tha tumed on its bundlel firewall by default and included a new Data
Executon Preveation (DEP) searity feature (Microsoft 2004) The DEP featue provided
protection against buffer overflow attacks (a popular infection vedor for hackes), and sone
believe tha the presenceof this featue led hackers to move more toward file-format exploits
agang common deskbp producs, such as AdobePDF and Microsot Office docunens.
Similary, after the Department of Defense(DoD) implementedConmmon AccessCard (CAC)
PKI autentication,corsidaed a cybersearity ‘game-change’, many obseved that malicious
acors simultaneously increagd their use of socally-engneered infecton vedors. Anothe
exanmple of cyber co-ewlution ocaurred when peerto-peer (P2P}basd command and control
(C2) botnets such as ‘Storm Worm’, emergedshotly after the high-profile prosecution of same
bot heders (FBI 2007 who usedmore centrali2d and atributeble Internet-Rday-Chat basel
(IRC) C2 mechanism (TedhShoutinternetNews2007) Perhgs anevenmore directcorrelaion
betveencyberattackdefendoccuredwhenthe authorsof the Conficker worm quickly adapedto
a Microsoftled caba that attempted to pre-register andto lock out all of theworm's 250 pseude
randomy-geneated domains by rewriting the Conficker code to then geneate fifty thousand
domains for is updae funcion (Keizer 2009)

Cyber security Community: Slow Evolution up to Now

For yeass, the nework searity community hasbeenin a coninuous struggle with malicious
netvork attackers, consanty plugging holesin avery porouspeiimeter wheredefendergcanonly
sean to seethe holesafter sonething hassne&ed throughor hasleakel out. The devebpers of
userapgications have not beenmuch help either, asthey historically have put a priority on the
uses’ experence on the Internetratherthan on their searity. Although seairity featues are
beconing a priority to software vendos (of course, as secuity bemmes more important to
cusbmers), new netvork seairity improvement still seen to lag far behinddevebpment of new
attack methodologes(Jackson 2011

Despik the bestefforts of nework defenders no matte how much prepaation went into the
defenseof the network, the conventionaldeferder still waited, as if in a fortress, for the next
breachof the virtual walls, not really knowing where an attack might come from and only being
able to respnd after the attackoccured The advantigealwaysseened to be with the atacke,
and the defender’s best case scenario was that the attack might be discovered beforesignificant
damageoccured. The point was (ard still is) that the attacker or intrude always achieved sone
measureof success n every engagerant

Evennow, agreatded of the enphasisin cyberscuity cortinuesto be onthreatdetection where
defenderseek to patch vulnemhlities andupdatesensorsasquickly aspossble aftera potential
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threat has beendisamovered somewhere. While new advancesn cloud technobgies, heurstics,
virtual sandboxing, and dynamc eventprocesing havehdped to decreasethe shelflife of new
attack vecbors (for example,0-day exploits), the net defendersare still opeitingvery muchin a
react modeto an everincreasingnumnber of cyber threats. While geting beter at knowing wha
canbe known aboutthreats, network defendersare still woefully ill -preparedfor the threas that
havena beendiscovereal yet Unfortunaely, most dismoveries take place long after the attackers
haveinfiltrated victim networksand haveachevedthar misson gods. The bestthata nawork
defendercanpossbly achievein this environmentis to be protectedagainsteveryform of attack
shot of thos thatenploy 0-day explois.

In recentyears, with the adventof such organizationsasthe NSACSS Threat OperationsCenger
(NTOC), U.S. Cyber Command (USCYBERCOM), FBI’s National Cyber Investigative Joint
TaskForce(NCIJTF),andDHS Natond Cybesearity and Communicatons Integration Cenger
(NCCIC), and with the suppot of the intelligence community and commercial cybersecurity
providers(suchasMcAfee, Mandiant, Symanec, Kaspesky, andothers), nework defendersiow
havemuch greatervisibility into the human dimensionof the cyberthreat environnent Cyber
threat analsts are beginningto delve deepe into the human behavors behindthe cyberthreet
personas even appling human science discdplines to the anaysis of cettain cyberthreat
actvities. As a esult, he cybersecurity community is in a beter position b antcipatesone treat
actvities and to implement proactve defensivecapailities tha go beyond the tradtional, and
mostly eactonary, perineter-defense radel

Consequences of Cybersecurity (or Murphy’s Law of Cybersecurity)

In the cybersecuty community, when defendes think abaut consejuences they usualy think in
terms of the consequences resulting from the attacker’s actions and not the actions that they, the
defenderstake. The defendes also tend to think of conseuencs in the shot term and devee
little erergy to thinking aboutthe longertermeffects of acionstaken.One ofthelong-held goals
of cybersecuriy is to avoid strategicsuiprise, which typically comes from emroneous threa
asseswients andwhich results in the inability to anticipate a serious threat to an organization’s
vital interess. Onesoure of stratgic sumpriseactually conesfrom the unintendedconsequaces
tha follow theimplementationor adoption of certaincyberdefensaneasuresaong with the false
seng of secuity perceivedirom thosesame measurse. Jus asthere are rulesfor cybersearity
(descibed above) so there also seemto be innate rules (or laws) that reflect the cybersearity
comnunity’s currentthinking abou the conseguence of cybersearity actions.Below are sewven
rules about cybersecurity consequencethat are intenced to motivate defendersto think more
strategically about gber defensein a ceevolutionary context

Rule#1: Every cybersecurity action has consequences; so doesinaction.

As is true for otherapplicaions, shorttermconsguencs are geneslly easy to see, but long-term
consguencesare much harderto predict The rule seens to imply tha failure to takean action
(inadion) canresut in bad cons@uences butthat is not necessaly truein all casesAt anyrate
cybesecurity is nevera longterm conseguenceof the acton(s).
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Rule #2: For each cybersecurity action considered, there are good

consequences and bad consequences.

In the cybersecuity world, thereare almost alwaystradeoft, andaslong as cybersecuritycost
benefitremainsdifficult to quantify, acarate consequace anaysis (or risk asgssneni will be
very elusve. Most tradeoffs are seen in the context of searity measiresthat canbeimplemented
without creating a badconsequacefor bushess/nsson opetionsor userefficiendes. Another
patt of the problem is that most nework deferders bdiewe tha all secuity measure result in
good consequences.

Rule #3: Defender s usually only think about the good consequences.

In cybersecuity, many actons taken to proted¢ or to defend a nework are in reponseto an
immediate problem andare initiated in order to geneete a goodconsejuence (thatis, to renove
theimmediate problem). The fallacy with this kind of thinking is anabgousto trying to dousean
electrical fre with water thereaction may be ndinctive, bu it is alsoineffective, atbest

Rule#4. If thejustification for supporting a decision to implement a particular
cybersecurity action begins with the words, ‘The worst that could happen is
..., the network defenders probably have not really imagined the worst that

could happen.

This line of thinking often occuis whendefendes are uncertain aboutthe resulting eff eciveness
of any given defensiveaction(s). When unsue whethersamething will work or not, defendes
will often try to calculate word-casescenarios; however,they may also forget that uncertanty
works boh ways in emating best and worsbutcomes

Rule #5: When fighting a losing battle, the potential bad consequences of

cyber security actions are usually forgotten.

Despeationwill usuallyincrea® defenders risk appetie (rules 3 and 4 apply), especiallyif the
defendes believe their own searity (job searity) might be atrisk. If everything aroundthem is
on fire andwateris al they have, hey will us it, no matte the rsks.

Rule #6: Thereisno credit for having healthy organsin a cadaver.

Thisrule may beviewedasatwist onthecliché ‘you’re only as strong as your weakest link’, but

it is more likely relaed to the ideathat one ‘Ah, sh*t!” wipes outa dozencases of ‘Well done!’

The weakestlink is nat alwayswithin the contiol of the netdefender but this does nat meanit

canbeignoreal. Defendes mustbe wary of the level of trug afforded to netwvork affiliateswhose
cybesecurnity posure might be inferior to their own. Also, overreliance on high-end technobgy
soluions canoften give defendersa falseseng of searity that may lead to evengreaer damage
from compromise.

Rule #7: Defenders do not understand that the important thing is not being
able to predict the consequence of actions, the most important thing is

knowing all the potential consequences.

Meteomlogists often have difficulty predicting the pah of a storm too many daysout, so they

will uswally presert a set of potential paths based on different modek and then monitor for
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weathe conditions or indicators tha favor a particular modeled pah. By giving advancedotice
of possble pats, civil emergencymanagenent personné have more time to take appopriate
precauions in advane of the storm. Likewise in cyber defense,undestanding the potential
consguencesanddekermining a meansto monitor thosecorsequaceswil | al ow defendergo be
more proactive andto be beter alde to dealwith conseguercesby devdoping appopriate, more
resilientdefenses.

L everaging Attack-Defend Co-Evolution

The chalenge is two-fold. First, defendersnustleam to take advanageof this attack-defendco-
evolution phenonenonin orde to be more predictive abouthow attackerswill respand to cyber
defensesSecond andmoreimportantly, neéwork defendergnustdevise methodsto influencethe
atackers evolution in a direction tha plays into a postion of strengthfor cybersecurty
capailities In es®nce, there mug be a shift away from a Tic-TacToe netwvork defense
mentlity, wherethe objecive is more abouttrying not to lose,to a Chessggane modd wherethe
bestplayers are the ones who think seveal movesahea. But how cansucha shift be effeced?
Perhasthe first stepis to deemmine whatall the anabgouschesspiecesof a cybemattackdefend
engageent are. Instead of looking at cybewrttacks ac@rding to their individual techrical
conponens, defendersnustview the atacksmoreholistcaly as(attack) sysens tha containan
arsenal of tools and techniques used to support different facets of an adversary’s mission.

By anabgy, whenviewed asa wegon sysem a military tank is sea asmore thansimply a big

attillery gunthatmoves it is also regardedasa sysemwith amor for protection,small ams for

sef-defenseGPS andsteerng componens for navigation,fueled engne andcateryll ar tracks for

mobility propulgon, canouflaging for stealth, commnunicatons for command and contol, and
radar and turret for targeting. Viewing cybemttacks as atadk sysens allows defenderdo see
conmponens usedto suppot similar needs suchas sef-defense, propajation, stealth, command
and contol, and even stiiking a target Too often, malware that performs multiple atack
functionsis abstacty characterized by defenders as one component of an attacker’s arsenal. It is

important to undestand tha not all attack funcions need to evolve as a resut of a given
defensiveadion;in fact, the only onesthatmustevolve are the onesnecessar to overcome or to

circumvent the defense measurehat isinhibiting the attakers from completing theirmisson.

Slow the Attacker’s Evolution with a Moving-Tar get Defense

The majority of conventonal network defensemodelsinvolve the useof mostly statictools and
configuraions. The problem with these defensivemodek andthar static naure is that they are
easly learnedby malicious acbors and thusallow attackersto rapidly adapttheir attack methods
andtools. Evenso-calleddefensein-depthanddynanic-defensecapailities canbe leamedby an
attackerif usedin a casigent mannerover time. New cyberdefensestrategies are calling for
defenderdo ‘outmaneuve’ attackers,which implies tha defensesneedto be able to maneuve
or move. In this conex, the concept of Moving-TargetDefeng (MTD) potentially conesinto
play. The Fedeal Networking and Informaton Technology R&D (NITRD) working group
definesMoving-Targetresearchas technobgies that will enable defendergo “create, analze,
evauae, and deploy mechanisra and strategies tha are diverse and that cortinudly shift ard
change over time to increase complexity and cost for attackes, limit the exposue of
vulnerahlities and oppdunities for atack and inoeasesystem resiliency”’ (NITRD 2010).
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In almostany form of conflict or batle, a moving target is usualy harder to hit, andif that target
canmove in an unprealictade manner the attackeranight exposethemseles. The early nations
of MTD were to be able to randonly move network nodes(timing andconfiguraion) in orderto
impair an attacker’s reconnaissance of a target network and associated attack preparations
(Okhravi et al. 2013) This initial approach actudly posednew chalenges for efficient (and cost
effecive) managerantof network resourcesndpotentially introducel new vulnerhlities.
Recenly, the notion of MTD hasbeengreatly expandd to include moving actual defensive
devices,shfting defensivestrategies,virtualizing, andcreatng varnous forms of decgption. Now
anykind of acions taken tha can make the defender’s network less predictable would qualify as
movingtarget defense.

When paired with attack-defend co-evolution analysis it might be possble to create an

environmentin which attackes aremore predictable tha the netvork defensesMaking nework
defensedess predictade makesit moredifficult for attackergo leam andto adaptther attacks,
thereby slowing the attack evolution. In this environment the padential for the defenderto

influence an attacker’s movements in an advantageous direction should improve. Theoretically,

MTD could be combined with aggessivecybercounemeasurs, which, in the courseof side

stgoping an attack, putsthe attackerin a vulnerale and exposedpostion tha costs the attacker
valuableresources. In other words, this model could increae the cost of bushessfor a cyber
advesay.

The following Span behaviormodel provides an instructive exanple (Colbaugh & Glass2011).
Figure 1, below, is a graph of one of the key featues of both spamand legitimate emal. The
graph showsan obviousand steadyconveging patern of spamto legitimate emal over a two-
anda-half-year period. Span filters are trained to distinguishspamfrom legitimate emal, and
this convepgenceillustrates tha a defensivestrategy tha does na changeover time allows an
advesay to leam and to adapt attack methods until the defensive measurs becone only
margindly effecive. An MTD strategy might have disruptedthis learning process and slowed
down the adatation cyde.

25

Journal of Information Warfare



Undestarding the CeEvolution o Cyber Deferses and Attacksto Achieve Enhance Cybersearity

-‘.1[‘::!-- e

feature valve - F1

0.007 L I L 1 1 1 L L el
Q1 Q2 Q3 Q4 Qs Q6 Q7 Qs Q9 Q10

time in quarters

Figure 1: Spam vs. Non-Spam Featues

It isimportantto notethat the spanmers’ adaptiors are constrainedy their misson; tha is, ther
spammust be undestandable and must provokea postive responsefrom the spamrecipient The
bottom lineis tha MTD probaly offersthe mog opporunities to reducethe attackes’ inherent
advangges in cyberconflict and idealy, evenincreaseghe chanesthatthe defenderscan get
ahea of theatiackers’ opermations cycles.

Risk Assessment: Knowing What AttackersWant IsKey

Historically, netvork defensehasbeenthe job of sysem administratas schookd in the use of
conmpute andnetvork-secuity technologies. One of the big problens with this approach is that
these people have limited undestanding of the true vital as®ts of ther organizationand
esentially work to defend the enire enierprise’s IT sysemequaly, which makesfor avery large
attack surface. It is a natural behavor for techical stéf to think in terms of protecting the IT
as®fts; but, in reality, the true god is to protect the vital busness proceses,functions,sewices,
and daatha opemte/reside in thosd lassés—not necesarily thelT assets thenselves.

To perform effecive risk assesment an organization needsto undestand the threats of,
vulnerahlitiesto, andconseuences of compromise aghey relateto the organization’s paticular
business or mission. The risk analysis should begin with identifying an organization’s vital assets,
including siwch thingsasintell ectuad propety, goodsandsevices,custoner/client daa, andbrard
reputation.Oncethese as®ts are idenified and quantfied, then both vulnerabilities and threats
canbemoreeadly prioritizedin the conext of the consguercesas®ciaedwith the conpromise
of thoseasts.

Risk asgssnentin hard, defendershoutl acually now assme conpromise (seeCyberseairity
Rulesl, 2,and 3, aboveg andse& waysto mitigate damagefrom within the nework. Knowing
what a potential attacker is after, in other words, understanding the adversary’s mission helps the
defendemndestand the constaintsthe attacker might be under. This kind of knowledgeshould
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also hdp guide sersor placenent and inform an MTD strategy that keepsan attacker from
accessing the organization’s most important resources and assets. Ideally, the defendepushedhe
atackersaway from senstive areas of the organization’s nework to areas of less concen,
thereby increasingthe attackerscaosts and lowering theereturn on nvestent

L ooking into the Past to Under stand the Future

In orde for the cybersecurity community to achieve a more holistic, misson-functiond (chess
pieces) sygdem view of cybekttacks, it shoud look back at pasteventsto seehow defensive
measure haveinfluencedthe evolution of attacks. Geting a seng of pastadvesay responseto

cyberdefengscould provide clues to the sengtivity of attack evolution to defensiveacions, ard

could provide insightsinto how adversariesmight respondto future cyberdefensesBorrowing

from a similar study of how terrorists haverespondedto defensivetechnologies (Jackson2007)

cyberatackers coutl similarly respoml to déensive neasurs in te following ways:

Altering operational practices

By changng the waysit caries out its activities ordesignsits operations,a cyber threat may
blunt or eliminate the value of a defensivetechrology. Suchchangs frequently include efforts to
hide from or othawiseto undemine the effect of the technalgies

M aking technological changes or substitutions

By modifying its own technobgies (that is, exploits, encrypton, malware, infrastructure) by
acquring new ones,or by subsituting newtechrologiesfor thosecurrentlyin use,a cyberthrea
acor may gan thecapaciy to limit theimpactof a technadgy on is acivities.

Avoiding the defensive technology

Ratherthan modifying how cyberthreat actorsblunt the value of a defensivetecmology, they
might simply move thar opemtions to an entirely different area to avoid the defensive
technobgy. Suchdisplacerment changs the distribution of cyberattacks and, although this may
consttute successful protection in the area where the defensivetechhology is deployel, the
ability to shft opestions elsewherelimits the influencethe technobgy can haveon the overall
threat level.

Attacking the defensive technol ogy

If appiopriate avenuesare available,an attackermay se& to destoy or to danage adefensive
technobgyto remove t asa threator to turn thedefensivetechnology mto a geater winerability.

For exanple, the implementaton of Privae Key Infragructure (PKI) and digitd

cettificatesdigital signing werepreviousy heraldedasexanples of garme-changng technobgies.
Looking back at the adversaties’ evolution sincethe introduction of thesetechnobgies reveds

tha their reponsesavefit into all four of the aforemenioned categories althoughnot all atthe
sane time or in the sane order. Adversariesare now at the point of attackng PKI anddigita

signing (attacking the defensive technobgy), and network defenders’ reliance on these
technobges now potatialy pu them at greater risk than before these techndogies were

implemented. The moral of this story is that before defendersimplement a ‘ganme-changng’

defensivatechnologythey mustthink abouthow the gane is goingto change(beyondthe short

term effects)
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Operational Targeting Cycle

Besides looking at attadk-defendco-evolution from an attack-methodology perspective anoher

way to potentially obsave co-evolution is by studying the attacker’s targeting patterns. The

defenseacions and policies at a large enterprise or evenat thesedor level could influencethe

targeting pdterns of cettain classesof attackers. For instance,proactive cybesearity policies

andadvanes in fraud detectionwithin the financial sedor have likely affecedtargetng choices

In orde to idenify andto undestard targeting paterns,defendersieedto take a historical look

at events,idealy thoseevent where attackergroupscan bedistinguished.The defendershould
belooking for tempord patternsof acivity in the conext of soco-pditical and-econonic evens

andin relationshp to the bushess misson, or function of thetargetednetwvork. Corrdations may

emerge beweenattackers, a categoy of evens, andtargets(victims) tha might allow defenders
to articipate malicious activity assimilar types of evens occur. This modelwould opematemuch

asthe Cente for CommunicableDiseae (CDC) quickly identfies likely diseasestrains during

outbreaksbased onmculkaton patteris obseved in thepast.

Throughemgrical evidence,netvork defenderscan beginto anicipate when attacks are more
likely to ocaur andwill then havesame insight into how attackers have previoudy respondedo
mitigation measurs. This knowledge should allow network-searity plannersto gain the
defensivehigh ground andto implement mitigationacions moreproactively, thusmaking thar
neworks more rslient to atack.

By way of exanple, within the Depatment of Defense there are componentcommandswith
spedfic regional andor functional misson responsbilities that are potentially of high interest to
foreign adwersaries These sane canmands perform regular, recuring training activities and
exerises aswell as respndto spedfic eventsor crisesin their respectiveAreasof Respnsbility
(AORs), which are of interest to the nation’s adversaries It shoul also be no surprise that the
networksof these units would be targets of foreign cybesttacks.If DoD network defendersan
connet pattens of certain malicious activity with specfic U.S. command opemtions and
exerises, then advesarycyberadivities becons more prelictable.

Using Models of Cyber attack-Defend Co-evolution for Cybersecurity Planning

Moving cyber-defensestrategy planners from point-defensesolutionsto a ddensve canpaign
mentlity requires cyberattack sydem modek tha can provide the stratgyy pannes with

predictive analysis tools for more conmprehersive cyber threat mitigation couses of acton.

Fortunately there hasbeensomne recentfoundational reseach modeing efforts tha could support
this cybersecurity planning appoach. One such effort was a DoD-sponsoed proect ertitled

‘Cyber Adversaly Dynamics’, which had the specfic god of devebping and demonstrating
capdilities for modeing and exploiting co-evdution cyber behavor (Cybenko2013) Among
the key findings of the project were appoaches to articipating adversarid covert channel
manipulaions and avariety of appr@aches to deining thecyber ‘high graind.

Anotherpromising DoD-sponsoedresearctstudyfrom MIT Lincoln Labs devebpeda model of
adapive attacke strategyevolution andusedit to investgate the stratajies an attackerdevdops
to overcome Moving-Target Defensestrategies (Winterose et al. 2014. Both this study andthe
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previoudy menioned DoD projectusedgame-theoretic and advesarid reasoningappoachedor
modeldevelopnent Finaly, andher relatedresearch effort from Mitre Corpordion exploredthe
notion of cyberspacedecgtion and couner-decegtion as an emerging disdpline (Stech et al.
2011) This work suggess that there is a need for more research on couner-decetion in
cybespaced enhane security of coquteas andnetvorks.

Managing the threat actor’s experience

If effectve predictive attack-deferd co-evdution modek can be produe@d, then it might be

possble to use the insights gained from these modek to conceve strategiesfor directing the

attack evolution down paths that favor the cyber defendersa proasssone cal ‘heding’. As

previously descibed in the bio-medical exanple, the medical community is revisng its treatment

strategiesfor virusesby usinglessaggressive measure for youngerpatienss in order to avoid the

evenud virus mutdaions that are more resistantto prescriptiondrugs So, too, cyber defenders
may notwant to enploy advancel, hghly optmized seurity capailitiesagang all threatsand n

defense of alhewvork ases. Instead defenders 1ay resenve thesetods for the potection oftheir

mosthighly valuedas®ts. This apgoachmay seemcounerintuitive, since it requires defenders
to acep sane level of exposue of ther neworks to conpromise. Perhgs a more effecive

strategy would be to employ a Moving-Targe Defensestrategy, as previously mentionel, that

usesa mixed setof defensivemeasurs to makeit harder for atackersto leam the defenseandto

adapttheir atacks.

Closing Thoughts

This article encouagesthe cybersecurity commnunity to take avery stratgic view of the cyber
threatenvronment andto look beyond immediate threat-responseactivities. Netwak defenders
needto corside seond andthird-orde effect of therr actionsand proactvely preparefor the
next evolution of attack. To support this long view of the cyber threat, the cybersearity
comnunity mustdevebp modek, tools, andtechnologes to help defenseplanners gain insight
into evolutionary attack pattens ard to avoid unintendedconsguencesin orderto truly take
advanage of these insights,the ddendersmug have sone elenment of maneuveabiity within
cyberspacgtherefore, incomporatingsomne form of a Moving-TargetDefensestrategy is strondy
encouaged. Defendes shout also consde some forms of decetion or other techniquesto
createuncertanty for attackes. In essace, the cybersecurity community must find or devebp
waysto slow the attacker’s evolution down since speeding up the defenders’ evolution by very
much B unikely.

This article also makessome key assimptionsabout cyberattackers first, they adaptto defenses;
seond, they are constainedby their misson goak; and third, this is not a zero-sum game. If
these assumptbns are valid, then cyber defenars shodd be able to take advantag of the co-
evolutionary natre of cybewrttacks and deferd them to get ahea of atteckers. Gaining this
advanage will require the cybersecuity comnunity to enlarge the deph of its knowledgeof
attackers their misson goak, andthe constrains assocated with tha misson. Fully leveraging
this knowledgemay require afundanental shift in theway anaystsview, descibe,and documert
cybemrttacks, aswell as how they discem adwersay capability andintent. It may also require
fundamental shiftsin the way nework defensesre configured.Ultimately, in orde to getahea
andto stay aheadof cyberthreas, defenderseal to deceasethe predictability of their neworks,
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increasethe predictability of the atackes, influence the atackes’ acivities in a manner
advanageoudo the defenders, andavoid defensivestrataies tha produceunintendd (negative)
consejuences.

Finaly, beforecyberand cybersearity becane patt of thelexicon, ‘Information Operations was
the conceptmost often associted with this problem spae. This terminology was usedalmost
exclugvely in the military to descrike the integratedenploymentof electonic warfare, compute
netvork opeaations, psyclological operations,deepion, andopemtionssecuity (DoA 2014) As
public, private,govenment andmilit ary global network infrastructurs becane interconneded in
orde to become this thing now called cybespacetheterm cybersecuiity wascoined, in patt, asa
more publicly palatable, nonrmilitary-centrc concet. The downside of this universdly
recognized term is tha it has pethaps unintertiondly over-emphasked the technical,
infragructure sideof the problem In this context anoterimplicit assetion of this atticle is that
it is esential for the community to return to thinking about cybersecurity more in terms of
information as®ts andassocdatedsavicessince this is ultimately the commodity thatmostneeds
protecting.
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Changing the Future of Cyber-Situational Awar eness
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Abstract: The proliferation of Internet of Things (IoT) deviceswill changethe face of cyber
situational awarenessrom one focusedon certralizing and homogenizig data feedsto one
struggling to identify triggersfrom inordinate amountsof data. IoT devces,anticipated to grow
to 20-40 billion by 2020, will both increase the potential visibility and granularity of cybe
situational awarenessand will significantly complcate the effort The shee increase in
communicatns will raise the nase floor and will force more advarced analytics and dda
parsing to idenify appropriatetriggers In addtion to theinflux of data andtraffic, 0T devices
also havethe poential © introduce sener secuity concerngo anynetvork.

Keywords: Internetof Things Cyber Siuatonal Awareness,Sensor

Introduction

Call it whatyou will : Internetof Things,Cyba Physi@ Systams, Pervaive Sysens. They are
all labds for the cortinued movement toward addng communicaton capdility to items tha
historically would havehadnone.Thereis currently no indication that this trendwill stopin the
foreseehle future; it providesaddtional revente potential for many commercial industies, and
the public is perceived as beng enanored by the capaility to control everything through
smartphones or tablets. Many of thesedevices, however have little to no directinterfacewith the
consuner, theseintermediary sensrs are designedto transnit information to contiol or network
staus sydenms. Data from both the consuner devicesard the intermediary sersors will force
significant changesn curentnetwork monitoring and siuationalawaenesscapailities.

Cybersituationalawareness has ée desribed in a numberof differentways;one ofthecleanes
explanations(Barford et al. 2010) sepagtes it into three phases: situation recognition, situaion
conprehenson, and situaton projecion. In this model situaion recognition enconpases
awareness of the current situation, awareness “of the quality of the collected ... information
items,” and “plausible futures of the current situation” (Barford et al. 2010). Situation
conprehenson focuseson awaraes of the impact awarenessof acior behavor, andawaraess
of the caugs of the situation; situation projection is ertirely centred on the evdution of the
situation (Barford et al. 2010) Leveraging this framework will enablea thorough disausson of
the impact of increasirg Internet of Things (IoT) devices on the future of cybersituaiond
awaraesscagbillities.
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Current |oT Capabilities

The 10T is a concet that hasbeen around for yeass, but it is being re-scopedto addessthe
changhng commercial market While the concept hasexisted since 1991,the termhasbeenin use
since 1999 (Matten & Floerkaneier 2010) the original conceptfocusedon how Internet
conneted deviceswould changedaily life through eliminating time-consuning functionditi es,
such as inventoy control (Assciati 2011) The cument undestanding focuses around
interconnedivity of embedded devices that goes beyond Machine-to-Machine (M2M)
comnunicatons (Holler et al. 2014) and is anicipated to drive autanaton in all as®dated
fields, as well asto create new commercial opportunities. The variety of capdilities that fall
within the curent 10T spedrum rangesfrom smart meters to tire pressuresensos to heart
monitors to vending rachines(Wigmore & Rouse 2014)

BeechanResarchhasdesgneda secor map (Figure 1) dividing the world of 10T into whatit
descibes assewice sectorsand providing examplesof 10T devicesthat fall into eachcaiegoy.
The diagram below il lustrates peifecly the breadh of 10T andthe potential consurrer impacts;
ead of the caiegaies of deviceslisted around the outside of the diagram representsan enire
comnercial market sedor: sumjical equpment, environmentl monitors, HVAC, vehicles. Each
of those market sectos has its own commnunications requirenents, sealrity concens, ard
functiond needs To date,the individual indudriesresponsilte for eat sed¢or havehad primacy
in ddining the requirements foh&r componens.
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M2M World of Connected Services

The Internet of Things
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Figure 2: BeechamReseech IoT Diagam(BeechanResarch D11)

As the loT market hascontinuel to grow, organizationshave recognzed the neaed for comnon
standads ard for a comnon framework to ensurebath interoperabilityanddaa security. In Juy
2014,IEEE kicked off an effort to define these standadswith indudry collabaation andcreatea
standad ardhitectureto bring unformity to the curently disjointed market (Lawson2014) The
23 vendos patticipatingin the groupdo not intendto replaceany of the existing 0T groups but
they do intendto provide orde andcoopeéation betveenthe many standads bodiesinvolvedin
these disaussions As of today, however, there is no unifying structure or searity standad
govening this wide range of capailities; devicesare not ne@ssarily interopeale; personaldata
is protected differenty and, potentially, in a mamerthatis not publicized. This situaion may not
be concening to the public from the perspedtive of anInternetconrecied washingmachne,but a
point-of-sde smartphonecredt-card readerthat hasaccesdo persoral information is a diff erent
story. Potentiallyevenmore concening to the public would be any searity issues as®ciated
with an Interne-connecéd smoke alarm or catbon monoxide monitor, along with any privacy
concensassociated with healinformaton traversing thesebroad netvorks.

Predicted 10T Proliferation

Secuity concens put asde for the time being, with the curent scopeof capailities that are
consderedto fall within the IoT spectum, one of the nex logical questons involves how the
comnercial market is predictedto grow. Current market reports indicate there are 1.9billion 10T
devicesin the handsof consuners today, andthatnumberis predictedto grow to over 9 billion in
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four yeass (Adler 2014) Ciscoresearch indicatesloT traffic will havean annualgrowth rate of
84%through2018(Cisco02014) Intemationd Data Corporaton (IDC) expandghat prediction to
2020, stating that there will be 30.1 billion “connected autonomous things” (BusinessWire 2013)
Even if these predictions seveely overestimate the prdiferaton of 10T devices the actud
increasel numbers wil change theurentinternetenvironnent.

loT Security

In pat due to the incredibly high pdictions of market growth, ®ncernsaboutthe security of 0T
devicesarebeconing morewidespead.Beechan Researh haspublishedstatenents on existing
loT vulnerailities andsecuiity flaws, to includethe Stuxne atack on IndustrialloT, andattacks
on consuner-conneted lighting products (BeechamResearh 2014) Forbes hasfocusedon the
more senstionalistic approach to expandng consuner awareness by sumnarzing potential
attack surfaces within consuner 10T devices tha could be vulneraltle to hackers(Steinbeg
2014) Awarenessof searity issues actoss consuner, busness, and govenment userbase is
vital to the sucessof 10T devices;the publicized logical connetion betweenthe possbility of
cybemttacks and 10T will enablefuture disaussions about embeddedsearity mechansns to
proeed.Many acalemric andbushnessinstitutions are caling for searity mechanisms to be built
into these devicesfrom the groundup andnot addedasafterthoughs (Cleaffield 20133); this vital
posure shft will prepare the 0T arket for the anticipated growth and future spead d devices

U.S. govemmentorganizations haveconsderedthe proliferationof 10T devicesa seioussearity
concen since 2008 (Nationd Intelligence Council 2008, but have nat yet adusted policy to
acount for the integation of these devicesin U.S. defeng netwvorks (Committee on National
Secuity Systens 2014) The FTC hastried to levy sanctionson spedfic 10T vencdrsto ensue
advetised secuity parameters are met, but the FTC doesnot regulate privacy or searity and
cannotextend its reachinto thoseareas(Clearfield 2013).

loT Impact on Cyber-Situational Awar eness

Current cyber-situational awar enesslimitations

Current cyber-situaiond awarenesscapdilities are limited in the visibility they provide into
network traffic and incidents. Today’s techniques include a combination of vulnerability analysis,
intrusion detection, and forensts, anong othas, to provide low-level situdiond-awarees
information (Barford et al. 2010) Anything €else is currently compldgely dependenbn a human
performing manualanaysis, indeed, “[t]here is still a big gap betwveenhuman analsts’ mental
model and the capabiiof exising cybersitudion-awareness tools” (Barford et al. 2010).

Ontop of tha limitation, there are alreadycomplex analtical requirement basel onthe amount

of daf tha exists today. Sonme sysens have real-time dat-processng requirements, which

heavly influencethe analytic frameworksdevdoped; basal on multiple sen®rs’ reportng dat,

there is regularly significant redundancy tha existing analytics are not always equipped to

handle This redundancyintroducesthe potential for synchonizationisswes aswell as questions
aboutthe veracity of theanaysis (Barford etal. 2010).

The Beechan Researh 10T sedors (Figure 1, above canbe viewed asthosecontaning devices
tha interactdirectly with consuners and those containing devices that interact primarily with
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othe devices. The Machineto-Machine (M2M) sensorswill have the mostimpact on cyber
situdiond awarenas. Thesecommunicéions have beerdividedinto four primary componens
(Chen2012) data colledion, informationrelay, daa anal/sis,andsewicestaking acion basel on
analsis results.

Assuming a consevative asseswent of the future spreadof 0T devices if, by 2020 there are25
billion devicesconnectd to the Internet, every one of the four comporent listed above will be
impacted. If IoT devices are increasing at anywhere close to 84% per year, today’s data-
collection methodologes will needto dramatically change Enterprise storagecapacitywill have
to increase to acount for the increaseddata, aswell as throughpt in evely enerprise
infragructure nodetha handles [oT traffic. Information relay will also be affeced: not only will

the nework capaity of infrastucture nodeshaveto be significanty increasel, but the processng
capaility will alsohaveto be alle to pefform the sane analtic functionality at the sane speel
on exponentiallymore data. While deconflidcion and redundancyare issuestoday, they will be
evengreatr isues asloT traffic increags.Analytics will needto perform at the sane speel on
repededly increasingdaa ses while ensumg the data is trustworthy. All of this processang will

needto ocaur beforearny sewice designel to take actioncanperform. To handlethesechangs,
most enempriseswill likely be forced to upgradether ertire netvork-monitoring and event
storage infastucture.

While much of this may sound negaive, increasedproliferaion of 10T devices will bring

unprecedented granularity and breadth of undestanding to cybersituaional awarenessit will

just require aninitial investment from individual enerprisesto suppot the increagd data flow

and analtic capailities first. Incident-responsesuppot today relies on collection d dat from
hostba®d sensos and nework-basd sensers; tha data often hasto be corelaed manualy by
analsts to deemine the progressionof a situation or speculate on situational futures Thes
predictionsare limited basel ontheinformation the amalyst hasaccesgo: if the hod-basel agent
or nework-basel agentdoesnot have complde acessto the daa relating to the potential

conmpromise, theandyst is woiking in the dak.

Situation recognition

Of the two primary componentf situation recognition,the first is awarenas of the situaion,
including the ability to assesghe quality of information and trusworthiness of the data that is
being providedby the netvork. Gapsin dat providedto the analtic platform will immediately
resultin aninacairateassessentof the situationitsdf. 1n the mostegregiousof thosescenaios
if an eventwere to preventdata from reaching the collection point, it is possble the enerprise
would not be able to recognizethe situationat all. However, if the nework were enunerated with
countessloT devices evenassimple asZigBeenodeswithin theinfragructure,it would makeit
virtually impossble to preventall indicationsof an eventfrom reaching the monitoring sydem.
While analtics hawe to be devebped to handlethe addtiond data feedsfrom 10T deviceswithin
an enerprise nework andthe dat correlated with the existing hostbasd and netwvork device-
basel sensrs, tha addtional data addsboth depthto the situaion-recognition cgpability and
confidence thatalse ngatives areata ninimum.

For an enterprise to truly have that addtional confidence,its amalytics would needto be
strenghened to accountfor not only addtiond dat from loT devices but aso for an acbor
36

Journal of Information Warfare



Chamging te Future of Cyber-Situational Awareness

attempting to hide behavior in the now increa®d nase. The deentralized naure of 10T
comnunications would require that anaitic capabilities be adjustedto ac@unt for boththe loT
comnunicaton types and the potenial attemptsof an acor to leveragethe 10T deviaes
themseles.Thesesignatres would differ betveenconsumer loT devicesandM2M loT devices,
requiring both to be accounted for in an enterprise’s situational-awarenes andytics.

The seond primary componenbf situdion recognition is asessingthe plaugble futures of the

cumrent situation. With incomplete or contradictory information, as®ssingfuture direction of a
situion with any confidenceis highly unlikely. Predctions can bemade,and are made with

regularity, at a high or broad level base onthe information avaiable today during an incident

response Additional sensordata resulting from numerousloT devices being defdoyedthroughou

enkerprise networkswould provide increasectlarification onsituationspecfics andwould leadto

increasedconfidencein futurespredictions. In the eventthat an enterprise had not advaned its

analtic camcity to ingest data from IoT deviges within its network and to include that
information in the situaion assessmenthe erterprise would not only be blind to an actor that
leveragedthoseloT devices bu their amalytics would also not be mature enoughto acarately

predict futures of any situation Once an acor advancel to the point of leveragingloT devices

anywherein the cambility sute, an enerprise would needto acount for tha tactical change
within its nework ddenses.

Situation comprehension

Unlike situaion recognition, which focuseson the initial identification of a situaion and its
plausible futures, situaional conprehenson is focusedon awarenas of impact actor behavor,
and the cawsesof the situaion. This broader scoperequires focus on multiple facetsof the
avalable data. Awarenesf impactrequires thatthe analtic can déermine the currentscopeof
the situation andcanacaraely assess whatfunctiondly hastranspired Actor behavor would be
assessedlightly differently, by andyzing anyindicatorscadlectedwhile anacta is active on the
enerprise network aswell as considemg the focus and propagaion of any initial compromise
detected.To enunerate cau®s of the situation, the analystmust be able to deternine how the
acor initially gainedaaes to the netvork aswell asto idenify any potential reasonsfor that
behavioror for targets within the enterprise network. Any one of thesetaskswould beincredibly
difficult in an optimal situation; with today’s data, however,the analst would be in a far-from-
optimal situation. Most networksarenot fully enunerated Consequentlyananalyst would have
aceessto daa from a minimal setof nodes;tha dat might not be archived anywhereor remote
nodesmight not havethe sane level of monitoring. Addressirg thoseissueswith minimal data on
acor behavor would dmost never resut in a confident assessrant

With the addtion of 10T deviceswithin the enterpise, and enhaned situatonal awareessand
anaytic cambiity to support the dai from the IoT devices,an analystwould have greate
visibility into any nework peneration andinto any actor movenents on the network. Withoutthe
integation of the 10T devicesinto the enterpise situationd awareness and anaitic capaility,

efforts to idenify cau®s of a situation would alwayshavea large blind spot In the nearfuture, it

will be more and more difficult to prevert 10T devices from being integratedwith enterprise
networks.
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Situation progression

Similar to the othercatkgoies, detemining the evolution of the situaton without a thorough set
of data would only leadto a weakresult. The more data the anayst hasacessto regarding the
staus of thecomputes and tle nework during the aleged event, he nore acarate assessmenf
the situationprogressiontha canbe made.If theinvestigabr doesnot havwe anacairatepicture of
the full enteprise nework, including any integrated 10T devices, he or shecannotacairatdy
predict how an actor’s tactics are going to evolve or shift throughout a situation. Similarly, if an
acor historically preferred presenceon onetype of machine, why would an amalyst not review
data for thattype of machine?

This areais fraughtwith the same concens asthe othes: higherthroughputsensrs, addtiond

analtics, higherlikelinood tha the adversary could hidein the increagd noisefloor. But without
looking forwardto addresgshoseconcemns, cyber-situdiond awareesswill be in anevenweaker
stae.

Visualization

Proliferation ofdatarelating to incidentresponse aiins andinvestigations of acor behaviomwvill
drive requirements for advaned visualzation capdilities. Current cybersituaional awarees-
visudization capdilities ae tiedto customzeddisplay algorithms devebpedfor anenterprise or
instarce-driven sciipting performed at the time of need.Capabilities will haveto be upgraledto
acountfor the significant number of increasel dat feedsfrom loT deviaes aswell asto desgn
a way to esurethedisplay s uséle andnot mvered in additonal data.

loT and Cloud

The significantincreasein datavolume tha comeswith 10T deviceswill leadto a disausson of
big dataor cloud storageif nothng else were needée. Many engerprises are aread/ upgraling
thar storaganfragructure to a cloud configurdion to supportbig data amalytics. Thes structures
are significantly benefcial to an loT-integated enerprise and they significantly lessen the
upgrales neesaly for an enermriseto sugport The lage anounts of strage povided by a toud
architedure increasegshe likelihoodtha daa from hostbasedandnetwork-basel sersors will be
archived and avalable for later large data setanalysisto be pefformed. This storage would also
suppot demnfliction from differentinformaton sources it would provide anopporunity for
validating consstency of dai set and feeds,and would eliminate processng of duplicatedaa.
Large dat set analsis would also be possble, potentialy seaching for lesserocaurrencesthat
might notinitially trigger concernEach eterprisewould have to asgsswhetherit had any real -
time analtic requirements, andhow to shift any current proces®s to opemteon loT dat stored
in cloud gorage.

If it were not feasibleto updat the architecture in a way that would enablethe increasedoT
traffic to flow backto the stormagemechanism, an enerprise could asgss mechanisnms of adding
proaessingand deconflictionto the remote sersor nodes—patentially minimizing the anount of
dat to transnit backto the storagemechanism, but requiring more processng capabilityon the
remote nodes.
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L ooking Forward

Datafrom |oT devices embeddedin entermprise networkswill fill a vital role in improvingand
maturing cybersituaional awarenessapailiti es aciossindustries. Onekey charactristic of that
roleis that the analstsandthe enerprisescantrustthe daa beng returnedfrom the 0T devices.
Currently, that trug can vary depexding on the spedfic secuity medanisns included in the
individual 10T devices by the marufacurer. There is no industy-wide stendad set of seairity
capailitiesor trust mechanisns required for loTdevices

Not only will the expandindoT marketimpactcommercial enterprises, but it will also impactall
organizations with informaton technobgy infragructure: from restaurant purchasng point-of-
sak terminals to a governmentorganization buying newsewers. As the proliferation coninues,it
will become more difficult to prevent IoT devices from becoming integrated with an enterprise’s
netvorks; as the interconnecivity is an eventality, the community need to act now to ensue
appopriatesearity andtrust mechanisrs ae included n the devces.

Without standardsearity mechanisns, there is little to no trug in the validity of dat, which
impacts an enterprise’s ability to recognize future implications of current situations and to
acarately assess he impact of currat inddents.

Security Needs

The state of curent doaumentaton on IoT componentsearity is excetiondly tenuous.While
the field has matured within the pag few years, muchdisaussion regarding searity andseairity
standads is still neessry. Most of the literature in this area hasbeenpublishedby comnercial
researchgroupsandacacemics; recognizel industly organizations suchaslEEE arejust starting
to join the disaussons, andthe U.S. govemment hasyet to publish policy or requirement that
sufficiently addessloT devices

Some authors havetaken a senationalistic appoach they are attempting to instll fearinto the
consuner and are expoundng onthe multitude of atteck surfacesthesedevicesbring into homes
(Stenberg 2014). Othas havegroupedpas public-netvork attacks into categoies of 10T devices,
to illustrate how complicated the environment has become and how vulnerable the world’s
infragructure is(Beechan Reserch 2014)

Many academics are appoaching thetopic very similary to IEEE (IEEE 2014 Lawson2014) by
recommendng that securiy be built in to the desgn of all 10T componentsas a primary

consderaton, rather than being addedas an aftetthought (Clearfield 20133). They uniformly

arguethat if searity is not a core componentof these devices the predicted market expansion
(Cism 2014 Business Wire 2013) hasthe potentialto expose sen#tive dai in amountsnever
before sem.

TheU.S. federal govemmenthaspublisheda few reportsreferencng loT deviaes, but nothingyet
tha addesesaway forward. In 2008,l0T wasidentified asa saioussecurity concern(Nationd
Intelligence Council 2008); but not until 2013 were public and private conpanies engage to
explore the benefis and concens of 10T throughthe SmartAmerica Challenge (Voyles 2014)
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Fdlowing that, in 2014, the U.S. President’s National Security Telecommunications Advisory
Committee took aninitial look at 10T in its Industia InternetScopingReport (National Secuity
Telecommnunications Advisay Committee 2014); the report identifies a need for a fedeal
strategy for 0T andtakes resporsibility to create aninitial stratgyy by Novenberof 2014.While
an initial high-level strategy may soonbe availeble, that alone is not suficient to quantfy the
impactof ard requirenrents for 0T device interactions wih U.S. defense netorks

Same autors are beginningto push hader for the inclusion of searity mechaisms in 10T
deviaes. Current discussions focus on identity valideion, auhenticdion improvement, and
acesscontrol (Ndibang et al. 2014). While no curently propo®d secuiity mechaiism has
significantly more market suppot thanothes, what matterstodayis tha industy movesforward
to support security mechanisims.
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The Need for Digital Identity in Cyber space Operations
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Abstract: Digital identity is an online or networked identity in cybespace for an individud,
organization or entity to uniqudy descibe a person or a thing and cortains information abou
the entity’s relationshps. A critical challenge in cybesecuity and cybergpace operatons is
knowing with whom or what one is defendig. Currenty, it can be difficult to accurately
determinethe identity of a person or enity in cybespace.A unified andverfied idenification
sysem for each ertity or componat of an IT systemis needeé. This paper will idenify the
challenges and opportunities that digital identity technologes introduce for cybesecurity and
cybeaspaceoperatons.

Keywords: Digital Identity, Softwae ID Tags,SWD, NSTC, IDESG

Introduction

In the U.S. National Military Strategyfor Military Operations,the informaton environment
within cyberspace is described as “the aggregate of individuals, organizations, and systems that
collect, process, disseminate, or act on information” (Joint Chiefs of Staff 2006). In orde to
conductcyberspaceopeaationsandoperate seurelyin cybespae, it is esential that assetan
be identified in real time. Thereis an old adagethat states that one cannotmanagewhat one
cannotmeasure However, thosewho are emagedin or with the current stateof information
technobgy (IT) (individuals andbr organizations) andeventhe sysens themselesare ata more
precariouspoint: they are not ade to managether IT sysems becaisethey do not evenknow
whator who is onthosesysems. As aresult, the needexiststo appeciady ramp uptheability to
identify both what ad who are operating ary given IT system.

What IsaDigital |dentity?

The United StaesFederalChief Information Officer (C1O) Counci hasdefineddigital idenity as
“[t]he representation of identity in a digital environment” (Exeautive Office of the Presidentof

theU.S. 2011a), while the National Strategy onTrusted Identitiesin Cybespace(NSTIC) defines
it as “a set of attributes that represent a subject in an online transaction” (Executive Office of the

Presdent of the U.S. 2011b).Digita identity alsohasanothercomnon functiond definition as
“the digital representtion of a setof claims madeby onedigital subgct aboutitsdf or anoher
digital subject” (Executve Office of the Presidenof theU.S. 2009).All three of these definitions
are from U.S. govenment publications.However, as will be clear, each doesnot adequéely

capture the general sense of the term ‘digital identity’.

Technopedia dérs a famal definition of dgital identity as
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an online or networked identity adopted or claimed in cybespaceby an individual,
organization or electronc device. Theseusersmay also project more than one digita
identity throughmultiple comnunities. In terms of digital identity managenent, key areas
of concen ae searity and pivacy. (‘Digital identity”)

AlthoughTechnopedia’s definition is broadly referencel in a variety of sources the definition is
restrictive in tha it requirestha the identity be adoped or claimed. This is not necessarly the
case Cognianceof this factleads toa beter defnition:

A digital identty is definedasa se of dat that uniquely descibes a personor a thing
(sometimesreferred to as a subect or enity) andcontinsinformation aboutthe subjects
relationghips to other enties. (Windley 2005)

One ofthe main purpogsof a digital identity is to emable the differentigtion of an entity from a
multitudeof enities. ForanIT sygem uniquemeansof identification are needd to diff erentate
enities. For exanple, a unique digital identity for a personcould be an emal addess. For a
comporatelIT sysem tha cortrols and monitors assgnment and use of email addesses to its
enmployees, an email addesscan serve as a reliable identifier of the person using the email

acount. However for many IT sysemns, there is minimal trustin the verification of the acual
identity of the personwho either establshesthe enail acount or uses 1, makinganemal addess
limited n uefulnessas a digitaldentity.

U.S. andforeign govermment organizations aswell asthe commercial se¢or worldwide, have
recognizedthe needfor more authoritative digital identitiesfor people For instance, aminals are
falsifying tax returns using stolen social security and naional identity numbers. As a result of
these and othe breaches of digital identity secuity, “[m]any European counties have been
investingin naional e-ID systems, as have countries in the Middle East and Asia” (Casto 2011)
Despit these efforts, identity theft continuesto grow worldwide, andnew laws andtechndogies
are needd to protectcitizensandbusinessesOneresponsdo theseneed is taking shapein quite
a few stdes in the U.S. tha are implemening plans in their respecive Deparments of Motor
Vehiclesto enabe identity servicestha will shareauhentication data betweenstate agencieso
improvesewice, to reduce fraud and to cut costs.

Thoughthere is an undeniably immediate needfor devdoping strongdigital identities for people,
the need to identify andto track non-person entitiesis just as pressing In sonme cauntries, this

needis being addes®d by the useof biometric andcredentaling techndogiestha createdigital

identities that can idertify and track dangerouscaigo, which indudes materals such as
explosives and poisaous gas. Indeed, the use of digital identities to auhoritaively identify

enities in cybespacehas widespreadapplicaion. As the Interne of Things (IoT) expands
rapidly, the needfor reliable digital identities for entties in cybespace will becone evenmore

critical.

Digital Identity in an Information Technology System

All partsof an IT sydem residing in cyberspce will need digital idenities. Though digital

identity is often thoughtof in terms of being ableto identify peoplein cyberspacepeopk are just
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onepat of anIT sysem. In orde to conductcyberspaceopeationsand sufficiently protect IT
asets, policy makes and techndogists needto undestand that an IT sysem is a closely
conneted group of interconneded elenents that al require digital identity. Specfically, an IT
sysem is composedof five paits: people procedues, software, hardware, and dat (Silver,
Marcus & Beath 1995). Thesecomponentsinteract to form a sysem tha is functional and
responsve to the needsof its u®rs. Procalures setthe rules and guidelinesthat allow peopleto
run softwareon a hardware platform to manipulate daa to produe desred resuts. Moreover,
each of these categoriescan havemultiple sulcategories.For exanple, softwarehas two major
subcaegoaries: sysemsoftwareandappication software. Datacanbein manyforms: suchasraw
unproes®d bits, docunentfiles, waoksheetfiles, datibaseifes, and pesentation files.

Of the five patts of an IT sysem, the number of procedues is relatively small and stable
conpared to the other four patts. The shee magnitudeof the nunbers of the remaining four
conmponensin anlT systen—along with thar constant volatili ty—creates a significant challeng
to identify and to manage those componens. Creaing a digital idenity for ead of the
conmponen$’ entitics would enablethemto be identified accurately, efficiently, andquickly even
in a cortinuousy fluctuating envronment Despie the fact that there are many diverse
auhenticdion systans anddigital identfiers that atenpt to addessthe problens of uniquaness
and auterticity for an individual componentof an IT system much work is still needé to
acaratel idenify and to trak theindividud componentswithin an [T system.

Furthermore, being unale to identify, with precision, eachentity within the remaining categaies
of people software hardware, anddatin use isunaceptale andis contrary to effecive military
cybespaceopeiation ard cybesearity. Digital 1Ds for ead of the enitieswithin thesefour IT
componens can provide the leap aheadneedd to identify whatis on IT sysens, how they are
being used and wherethey are being used There are unique challengesand diff erent identity
techniguesthat are emerging to creak digital identity within ead categay. While the chalenges
of ead of these categoies may beunique they all shareone needin comnon: to be able to
identify individual ertities in eachrespectivecomponentcategory.

As patt of the maturaion of IT systams, there are emerging initiatives to addessthe needsof
items in eachcategoryand the needsthey share in common The following sections sed to
identify these emarging initiatives.

People

As previously disaussed one form of digital identity for pe@le is an email account Thoughit is
not currenty anauhoritative digital identifier in many instances, the emailacountis often used
to form a ‘hub and spole’ architecture for other acamunts The emal accountis linked to other
acountssuwch tha if the passvord is forgotten for any of the ‘spoké accouns, anemal canbe
sentto the ‘hub’ aceount with instructions for reseting the passvord. Giventhe easeandlack of
searity in obtaning mostemal accountsthis protocd only providesa linkagebetveenacmunts
without providing any real assurance of the owner’s identity. For higher levelsof trug, the useof
an eaily obtained enail acournt without veification of identity will not suffice.

Trusted identity and its represertation online, including protection of individual privacy, were
critical issues highlightedin the 2009White HouseCybersacePolicy Review (ExecutiveOffice
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of the Presdent of the U.S. 2009 and Execuive Order 13636, enitled Improving critical
infrastructue cybersearity (Exeaitive Office of the Presdent of the U.S. 2013) This issue
resultedin the NSTIC, which wassignel by the Presdent in April 2011 (Exeautive Office of the
Presdent of the U.S. 2011b) According to the White House there are “many techni@ and
policy shatcomingstha haveled to insecurity in cyberspaceAmong these shortcamingsis the
online authentication of people and devices” (Exeautive Office of the Presdent of the U.S.
2011b).The strategyoutlinedin this documentis desgnedto enhane online choice efficiency,
searity, and privacy. Becausethere may be many different digital identities offered, the
interopeaability will provide the desred choice of a provider and efficiency in transadions. A
program office has been estlished in the U.S. Departnent of Commerce at the National
Institute of Standads and Technology(NIST) to hdp move NSTIC forward. Ultimatel, this
office is intendedto be a private sector-led initiative, andthe Identity Ecosysem Steeing Group
(IDESG) has beenestblishedwith multiple working groups to seethis strateyy through to
implementation.

One of the goak of NSTIC is tha identities be validated in an online envronment with

minimized disdosure of personal informaton. Having a multitude of acaedited identity

providers(IdPs)that are both private and public would offer peoge a choice of providers. The
IdPs wil assert information about auseron an asheede bass. Userscould dso piocue different
digital identities from one or more IdPs. For exanple, a person might want to maintan a
professonal digital ID, one or more socal ones, a healthcare one, a financial ong andso on.

Diff erentIDs will also havedifferert levels of trustor identity proofing. A Facebook or Gmail-

basel ID would nat have the neead level of identity proofing tha might be required for

auhenticdion and aceess toa bankor a health provider application. Multiple IDs alko keepa
single IdP from having all of an entity’s idenity informaton and knowledge of all its

interactionsA Private Information Retrieval (PIR) pratocol allows usersto quey large databases
while hiding thear identity. This type of sewice could be offered by comnercial IdPsand, thus,
could enableghem to provide ®me anonynity for their users.

Theremay be timeswhenanonynous acivity within anIT sysemis desrable both by the uses
andby thosewho own and administerthe netvork. For instance,the abllity to brows websiesor
post anonymously can be fundanentlly importart in same IT sysems. The framework under
devebpnentis very sersitive to this kind of privacy andis ensuing that anonynity is possble
whenappopriate. The Public InternetRegistry createdby the InternetSocidy (ISOC), suppots
policy andprivacyissue on the Intemet which could include same anorymouscommunications
(“Public interestregistry’). There are also efforts in the reseach commnunity tha suypportlimited
anonynity capdilities and privacy. For exanple, the IntelligenceAdvancedResearchHProjects
Activity (IARPA) stated the Secuity andPrivag/ AssuranceResearh (SPAR) Progamin 2011.
Goals for this program include “implementation of efficient cryptographic protocols for querying
a daabasehat keepthe query confidentdl, yet still allow the daabaseownerto deermine if the
query is authorized” (IARPA). Although anonoymization techniques are generally effective,
improved IT capdilities and the increasedamount of avaiable data sources could renderthe
originator’s identity easer to bediscoverel.
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Hardware

Theframework tha the IDESGis creaing canalso apply to Non-Per®n Entities(NPEs)suchas
routers, switches andother hadwatre. Thereare othe frameworks tha rely, in part,on common
threat modek, but creating such a threat model for sugply chan remains a challenge.This is
becaise threatanalsis is easer to peiform when it is spedfic to a produ¢ and sewice, ard
remains conéxt-depenént

In a hardware exanple, an integrated circuit thatcan bere-programmed after it shipsfrom
the original conponentmanuacturer is easer to modify (attack) than anintegrated circuit
tha canonly be progammed with a ROM mask during wafer manufactuing. (European
Network and mformation Secuity Agency 2012)

Thethreatis specificanddoesnat apply to softwareproduds. In genedl, hadwarethreatprofiles
differ from software threat proiles.

The Trused Plaform Module (TPM) being orchestatedby the Trusied Computing Group(TCG)
is anoher contender for digital identity of hardware. The TPM is a specialized chip integated
into a pieceof hadware to securelystoredigital encrypton keys, cerificates, and passvords,
along with platform measuenments that hdp ensurethat the platform remains trustworthy. TPM
chips coud be usedto address supgy-chan risk for hadware andcoud also provide a meansto
verify the authenticity of the coporent

Software

Due to the malleability of software,good digital identity for softwarerequirestha softwarebe
identified along with atiributes to ensue that the software has not changed. Software
identification tags (SWIDs) are an emerging technobgy basd on the ISO/IEC standard 19770
2:2009(1SO/IEC2009)that facilitates integrity of softwarepackayesthroughoutthe supply chan
and significantly erharces softwae as&t managenent All files (for exanple, exeatables,
libraries, and sciipts) ddivered as part of a softwareproductare taggedwith the productnane
from which the file originated, as well aswith the vendor version, hash-codevalue of the file,
andotherdaa. The hashcodevalue canbe verifi ed beforethe softwareis installedto ensue that
the softwae hasnat been altered either accidertally or maliciously in the supply chain andafter
instalation to ensue that the softwareremains unatered. To protect the hashcodevalue from
malicious alteration, the hashcode canbe oltained from a truged third party (for exanple,
NIST), directly from the manufactuer, or encrypted aspart of the software packageto prevent
alteration. This feaure allows for definitive software assetmanagenent and strenghensthe
seaurity of the software supply chaconsderaby.

Software tags provile the capdility to identify in real time the staus of softwale residing on
sysems within anenterprise This providesa substantial improvenentin the knowledgeavailabke
aboutthe origin andintegrity of not only software,but aso othe assocated softwae elenens,
such as sdtware pathes, sevice packs ard upgrales. Software tagging would make it
significartly harderor neaty impossble to maliciously alter the exeatablesstoredon a sysem
andto dlow the alterabnsto remain undeteted.
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Data

The marking of data objects for identification and the capabilites to managethe data basel on
thosemarkings would allow increasedprotection of the data,would improve compliancewith
cormporate and legaddicies, andwould allow for easy dertificaion of ownershp.

One way ofmarking daia objectsis throughthe useof a Universally Unique Identifier (UUID). A

UUID is a 16-byte (128 bit) numberusedby distributed sysems to uniquely identify information

without significant cential coordination (Leach,Medling & Salz 2005). Thus, any sysem can

createa UUID andberea®nabl confidentthatthe sane value is not being genesated anywhere
elsein theworld. Creatirg a UUID for ead data object creates the foundation for accesscontol,

authorization for theacqusition anduseof data objects,andthetrackng of the movementof data

objects. As with softwae, dat is very malleable, and so additional metadat can also be
associted with the data object to indicate classfication markings ownershp, or any othe

desred information in a consstentformat

Operational Needs and Challenges

The needfor the ability to identify the componentsof anlIT sysemis not a new problem In fact,
it is a long-standing and difficult problem tha extends beyond cyberspace operations ard
cybesecunty. Companies have strugglel for yeass to precisdy identify what hamdware is
conneted to therr netvorks, which softwarepackages are instdled on their systems, which files
on ther sydems are related to which software packaes, what the curent pach level of the
software packayes is, and how to contol data accessand flow on ther sygenms. Users
coninuousy strugglewith a neverendinglist of passvordsthat mustbe rememberedor, contary
to good searity, are either written down or usedfor multiple acourts. The estblishnment of
valid digital identities for all IT componentswill not onlyfacilitate betterIT managementanda
beter user gpetience, but itwill dso help b adiress heselong-standing probkens.

The chalengesfacedin maintaining confidencein IT systens is protecing them from insider
threat from advesary exploitation and from counteattack With the implementaton of digital
identity for IT sysem entities, IT systen uses canthen be confidenttha they canacessther
information as needd and that there has nat beenunauhorized acess or tanmpeling through
inadvertent misuse, through malicious insiders, or through extemal advesaies tha would
penetate the enterprise An effecive digital identity cambiity for all paits of IT sysens will

ensue that auhorized uses—anticipated and unanicipated—will hawe acessto the trusted
enerprise informaton and resource they need,whenandwherethey needit, while preventirg
advesaies’ acessto the same. However as thesetechnobgies contirue to mature and to be
deployeal, sodo theoperatond chdlenges Thes include the llowing:

a. Variety: With a growing populdion of uses with increaseddiversity (swch as
nafonalities, organizational affiliations, opeutional roles and searity clearancs),
andanexponenal growth of IT devices,estabishing a digital identity for ead enity
is esential. IT sysenms needto be capdle of acoommodating unaricipated users
whereacces rules may haveto rapidly changein responseo poitical and misson
environmens.
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b. Velocity: Misson tempos are increaing to match cyberspeel. This needis a comple
one:

[c]yberspae affords commandes opporunities to make decsions rapidly,
conduct operations, and deliver effecs at speels tha were previoudy
incomprehensble. However, speel also candegade cybeispaceopegtions. In
sone caesa rapid tempo of opertons cantrigger unintened destuction and
evasve actionsthatwould not otherwisehawe occured (Joint Chiefs of Staff
2006)

Consequentlythere is a consderable needto ensue that the information from
‘authoritative souces remains imely, acarate,and vaid.

c. Validity: The U.S. Departnent of Defense(DoD) is auhorized to execut the full
range of military opetionsin andthrough cyberspacdo defeat, dissuace, anddeter
threatsaganst U.S. interests (Joint Chiefs of Staff 2006). In order to sucasgully
acomplishthis misgon, it is esential to maintan confidencein naional information
andto protect it from adversay exploitation. One key components having identity
soluions that are secureand reslient, butare also privacy-enhancing Additiondly,
these solutions must also be voluntary to ensurethe private sectorand international
partners aresufficiently incentvizedto paticipate.

d. Volume: The shee nunber of enitiesthat comprisean IT sysem is dauntng. The
number of software enities on a single piece of hadwae can easily be in the
hundrels of thousaands.The number of piecesof hadwarein anIT sysem for a single
organization canbe in the thousinds or tens of thousndsor evengreater,ascan the
number of users. Data nurbers can easly surpass th@umber of sotware enities.

e. Volatility: By ther very nature, IT systans are canstantly in a stae of flux. New uses
are added,others removed. Software and hardware are added, removed, updaed, or
replaced.Datais being addedor deleteddaily. Suchfrequentchangemakesreliable
tracking of IT sysemcomponents nelgrimpossble using current methods.

f. Verifiability: Having a digital identity for entitiesin anindividual IT system is very
important but manyIT systems are connecédto othe IT sydems underthe control of
anoher person or entity. Digital identity is the mostusefulif evelyoneor everthing
has it and it has interoperalility both inside and outsde the enterprse. Nationd
searity and interndional cyberspae searity coopegtion would be enhaned by
havinga veifiable digital identity capability in placefor al IT sysens and ongha is
manualy recognized. Among othe benefis, this would promote seare shaing of
cyberinformation to respondto cyber incidents (Exeaitive Office of the Presidenbf
the U.S. 2003). Pronoting the need-to-share with misson paitners is critical to
misson acomplishment. Entities must be able to acommmodat federded
mechanisms to ersure seamless opemtion across traditiond sovereignboundaies
while retaning pratection of sovereignassetsfor misson patners. Ultimately, IT
sysens needto be capableof aciommodatingunanicipated uses and othe ertities
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where acces rules may haveto changerapidly in responseo poltical and misson
environmens.

The Future: Next Steps

The globallT community is expeliencing inaeasimy requirement for eas of use of netvorks and
sewviceswhile maintaining privacy, andthe proliferation of a number of ‘end points’, including

sen®r clouds, and of new nework types, suchas vehiaular networks. Identities in the future
Internet of Things (Sarma & Girdo 2009) presentsnew approahesusing virtud identities as
representtions of enitiesof all kindsasthe end points of communications. Theincreaseal easeof

use and improved flexibility to support new services and meansof acessin a dynamc and
collaborative environmentmustbe matchedwith anincreasedability to quickly idertify additions
to anIT sysemandto facilitate the removal of entties that are no longerpatt of the sysem To

achieve many of the goak outlinedin U.S. cyberpoliciesand strateges, a strong digital identity

is neede. Highlighted below are significanttecmical andpadlicy challergestha will enabé the
U.S. federal govenmert, as well as othea foreign govenmens, to influence changein the
following areas:

Challengel: Raisethe bar for higher assirance authenticaton methodsfor all IT components.
The U.S. federal govanment currently uses NIST SP 800-63-2, Electonic auhentication
guideline (Burr et al. 2013) as the processfor estlishing confidence in user identities
electronicaly preseried to an nformation systen. Thesetechntal gudelinessupplenent the U.S.
Office of Managgementand Budget (OMB) guidane, E-Authenticationguidancefor federal
agences OMB M-04-04 (Office of ManaggementandBudget2003),which definesfour levels of
assirance. The OMB gudancedefinesthe required level of auhentication assirancein terms of
the likely conseguencesof authentication error. Similar guideines are neededfor all IT
conmponens, not just user identities, in order to conprehensvely protect an IT sydem.
Authentication levels need to be sufficient to conductcyberopemtionsand, at the same time, to
protect Ecommerce gplicationsandto achieve the STIC goals.

Challenge2: Influencestandads bodies and vendos to advancedigital identitiesfor IT sygem
conmponens. With intemational participationin the IDESG, there are opportunities to influence
the vendorand standardscommunities by patticipating in the searity, standads, and reseach

working groups. For exanple, the North American Secuity Producs Organiztion (NASPO) is

devebping an American National Standads Institute (ANSI) standad entitled Requrementsand
implemenation guidelinesfor assetion, resoluton, eviderce andverification d personal identity

(ANSI/NASPOIDPV 2015). This drat standard builds upon the E-Authentication assirance
levels andwould becane an American natioral standard Once implementd, it would result in

(1) an assiranceof identity that specifiesan assurancdevel, (2) a cauton or warning messge
tha the as®rted identity may not be valid, or (3) referral of the personto exceptions progessing.
The primary end usersof the natioral identty verfication standad will be thoseertities, bath

govenmentandcommercial, that issue identity credentialspeoplecanuse to estdish eligibility

for privileges and bendits. This standard supports the NSTIC’s goals and could be used for

issuing a digital ID to all U.S. citizens This standad coud aso be usedby the international
commnunity whenissuing natonal ID cards, a protocd which hasbeenadoped by a nunber of

counties.
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Challenge 3Change nabnal policy to require aces controlfor all pats of IT sydgems
Execuive Order 13587 (ExecutiveOffice of the Presdent of the U.S. 2011c)andthe Nationd
strategy for informationsharing andsafeguarding (Executve Office of the Presdent of the U.S.
2012) are recentpuHications Eventhoughthese two documents spedfically do rot addressa
‘digital ID’, they do idenify the needto improve acess conbl to information. Many of the
initiatives in the United Statesard in the internaional community suppot the requiranent to
improveaccasscontol for informaton. In fact, acesscontrd is needé not only for informaton,
but also for all pats of IT sygems. Comprehensve access contol is a necessay capabiity to
suppot cyberseurity and cybespace operations.

Conclusion

Cyberseurity andcyberopeiationsoften require constderableresourcedo implement Moreover,
the conponens ugd for cyber operations are uniqueto and are exclusively used to promote
searre information shaing andreaktime situaional awarenss. Betterdigital idenity provides a
synegy between cybersecuty and a multitude of othe bushessrelated needs such as asset
managenent licersing, policy enforcenent, disasta recovey, liability, produdivity, and even
convenence an atribute that is somtimes ©nsdered D be the oppodie d securty.

The needfor comprehensve digital idenity is creatng the increaseddemandfor new standads;
the needfor expandng existing standads the pushto dewelop new archiectures technobgies,
andnew enterprise as well asthe cal for shaed sewvicesto leverageeconomes of scde andto
provide user choice andflexibility while increasimy searity andsuppoting cyberoperations The
implementation of these demandswill pose significant challenges as identity programs and
capdilitiesbecone morecomple, espeially becaisethat complexity canincreasesignificantly,
if not exporentally.

In orde to protect sygens agansta deermined advesaryor to prevent a counerattak during a
cyberopestion, IT sysem manages needto be able to identify, with precisionandin real time,
the systens that they have andto ase@rtan what is on those sysens and who is using those
sysensin an environmentthatis volatle. If the enities thatcompromiseanIT sygem cannotbe
precisely identified, it camot possbly beknown if anIT systemhasbeenalteredor compromised
by an adversay. By relocatng trud, verfiable digital identities will move manages and users
from a stae of not knowing what is on ther sysens to a stae of being able to achieve
increasindy effecive cybersearity and cybespaceoperatons.
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Abstract: Data characerization, trending, correlation, and seng making are almost alwayg
performed after the data is colleded. As a resul, big-data analyss is an inherently forensic
(after-the-fact) process. In order for network deendes to be more effective in the big-data
collection, analyss, and intelligence reporting misson space firstorder analysis (initial
charaderization and correlation) must be a contactsport—that is, musthappenat the point and
time of contact with the data—on the sensr. This paper will use actionable examples: (1) to
advocae for runningMachineLeaming (ML) algorithmson the sensr asit will resultin more
timely, more accurate (fewer false postives) automate, scabble, and usabk analyss, (2)
disauss why estblishing thoughtdiverse (variety of opinions, pergecives, and postions)
analytic teamsto perform and produce analyss will not only resut in more effective collection,
analyss, andsense making, but also increase network defenders’ ability to couner and/orneuter
adversaries’ ability to deny, degrade, and destabilize U.S.neworks.

Keywords: ThoughtDiversity, Andysis Analytics, Machire Learning, Active Cyber Defeng,
Queston-Focusal DataSes

Introduction

Cyberatacks have evolved in scope intensity, persigence and sophstication. This evolution
(combined with a commensuate increasein the volume of dat these attacks exfiltrate and
geneste—from gigabytes to terabyteg meansthe useof traditional analyics (for instance,query,
conmbing filter) will hawe limited utility and salability. Spedfically, whatis needd is anaistic
tradecraftthat all ows aralyststo query, combine, filter, characterize,andpredict at the ‘speedof
thought’. The addition of these analytics will allow network defenders to discover non-obvious
and unse@ patternsin their data.Failing to provide these addtional analytics will meantha
analysis will continue to be a ‘forensic’ activity.

A conversaion similar to the one below happ@&edat 0900 onJune8, 2014,during a Network
Operatons CGenter (NOC) brief to an NOC Director:

BRIEFER: Ma’am, we know how the compromiseéhappend, who did it, whenit happened
the likelihood of its haeningagain, and the best way to mitigate it. However, it’s too late;
the destructve malware @ack hapgenedfour nonthsago.

NOC DIRECTOR: Why didn’t we catch this attacker BEFORE he could do this damage?
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BRIEFER: We did not have a signature for the attacker’s behavior. We were only able to
signaure this actor after extensivedata colledion andanalysis.We have nowvayto reduceou
dependengon signaures.While signaturesare critically important to our missbn, they have
a relatively short shelflife. Welooked into using Machine Learning (ML) on the senr, but
the algorithms needé to characterze ador behavor at scde are too complex and
computaibnally intensiwe for our current gnsor nfragructure.

NOC DIRECTOR: So why can’t we take the analytics we run onthe backend—in the NOC—
and put hem at thefront-end onthe sesor?

BRIEFER: Ma’am, we could, but our analyics are limited to the capablities of the product
we re using, thatis, quey, combine filter. We would haveto knowwhatwe werelooking for
apriori. We needanalytics that can charaderize and predid in nearreal time and are nat
computaionally prohbitive for our sensormfrastructure.

NOC DIRECTOR: Sowhat do we do?

BRIEFER: Ma’am, don’t know.Hire more analys®

NOC DIRECTOR: Sigh....REALLY!?!

This convesaton hapgens more often than might be imagned in NOCs around the world—in
patt, due to the heavydependacy on signatuesfor detection and subsequenmitigation (Eshel,
Moore & Shalev 2014). Optimizing the analsis tradecraftrequires the building anddeploymnent
of a sen®r andsen®r infrastiucture tha enables an effectve andtimely collison betweendata
andanaytics—analsis atthe point andtime of contact (from this point on, referred to asContad
Sport Analysis [CSA]). Just building CSA-enabéd sensrs is insufficient. The NOCs need
thoughtdiverse aralytic teans to perform the level of sense making needé to illuminate
advesay tradecaft in new and innovaive ways. If NOCs do not embracethoughtdiversity-
enabéd CSA, analsis will cortinue to be a forenst activity and NOCs will continue to be
reactive rather tha predictive. This papermakesthefollowing threepants:

1. Investmentsin Machine Learning will improve cyber analysis — Deploying CSA will
subsantidly reduce andysis time (becausd-OA [FirstOrder Analysis]is peformed on
thesen®r); give more accurate resuts (fewer falsepostives), and,becaiseof its behavor
enmphass andvice signatires, increasethe utility of data brought backfor furtheraralysis.
In addition, by moving FOA to the sen®rs, araysts canfocuson se@nd-orde amalysis
(trending and root-causeanal/sis), thereby improving the quality of intelligenceprodcts
andenablirg netvork defenderdo respondgcounter, andmitigate more quickly andmore
effecively.

2. Thought Diversity is the critical enabler — ThoughtDiversity realizesthat individuals’
thought proceses are delived from ther unique experences and therefore provide
unique perspectves on situationsévents By putting togeher teans of varying subject
matte expertse and amalytic appoaches,thought-diverse expets can rely upon ther
intuition and divergent perspectivesAs a resut, theseteans will producericher, tactical,
strategic, and forecas-relatedintelligence amalysis producs produed at the ‘speedof
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thought’. Thought-Diverse ML-enabled analysis will require a paradigm shift that requires
analysts to feel comfortable with not analyzing every event the sensor senses.

3. This shift must occur now — Resources are scarce everywhere. However, the current
analysis process is actually more expensive, in the long run, than a CSA approach.

As shown in Figure 1 below, one can assume traditional analysis (shown in white arrows) has at
least six phases: (1) ingest, (2) extract/transform/load, (3) first-order analysis (FOA), (4) second-
order analysis (SOA), (5) intelligence reporting, and (6) counter/mitigate. With CSA, analysts
work in a compressed (automated) but more robust process (shown in black arrows) because
leveraging Machine Learning on the sensor reduces analysis time while enhancing sense-making
insights. Moreover, thought-diverse teams (phase 4 in traditional analysis and phase 2 in CSA)
identify non-obvious relationships and patterns sooner rather than later.
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Figure 3: Comparison of Traditional Analysis and Thought-Diverse Analysis with Machine Learning

The next section will describe current analytic challenges and techniques along with their
associated benefits and drawbacks.

Current Analytic Challenges

Traditional analysis techniques rely on key words, heuristics, and subject matter expertise for
signature development. Even thought-diverse teams that leverage traditional analysis approaches
have limited success because they cannot do analysis at scale due to the volume of data. The
benefits and drawbacks of these techniques are reflected in Figure 2 below.
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Machine Leaming canmeetthesechalengesbecau®, even mplemeniedon curent sensors usng
an ML-erebled aralytic platform, ML provides efficiencies and insighs while providing
increasedanalytic value (more behaviorbasedoutmmes versus signatue-base outammes) A
malware aalysis exanmple disaussd laterwill make this point

Technique Benefit Challenge

Post-collection signatue Allows deelopmentof mitigations When attacksharge,new
dewelopment (heuristics) andcowntermeasires d a known sigratures hve tobe deweloped,
using thoughthomogeneos  madiciousevent or events resultingin thousaxlsof signatures
analytic teams without context or knowledge d

why certainsignatues are
ineffedive ard noinsight into the
temporal mature ¢ adversay

tradecraft.
Thought-diverse analyic Makes the aalysis task mee Analysts are nissingmore
teams performing traditional  tractable lbcause aalysts are mdiciousevents than hey shaild
analysis analge a sampleof  analyzing an &tract ofdata ttat because fothe vdume, variety, and
data using ‘key words’ or can ke an eenplar velocity of the data antimited
‘business rules’ to reduce the analyst resouces
amount of data tobe
analyzed.
Thought-diverse Analyic Allows teansto work efficiently Thought- diverseanalytic teansare
teansusing Machire andeffectively because thanalgts harder toasserhle becausthey
Learnirg (ML) think differertly andhavedifferent requre deep scresing.

perspectives
Figure 2: Current Analytic Techmques, Bendfits, ard Drawbacls

Anothermajor challengds cost There are open-souce MachineLearning techndogies available
today. For exanple, Apache Spark, Python SCKIT -LEARN can beinstdled, configured, ard
deployed on existing sensors today, so the increasein costis negligible. It is importart to note
tha this paper will take the reader down two pahs (with exanples)—Machine Leaming
Explainedand ThoughtDiversity. Eachwill be unpacke separately andthen tied togeher at the
end. The next section Wbriefly explain ML.

Machine Learning in a Nutshell

Machine Leaming is the study and application of algorithms that learn from data rather than
follow explcitly progranmed instructions ML usessupervisd and unsupevised leaming to
disoover activity that is similar to sonething previously sea without having to provide
chamacterizdéion and de<ription information up front (Paxson2010) Both types are descibed
below.
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1. Supervised Learning (SL): Analysts apply apriori-developed labels, for example,
good/bad or member/non-member, to new data instances for the purpose of ‘binning’ events
according to their label. Types of SL include:

¢ Classification: Given samples of malware, the algorithm identifies ‘bins’ samples into
two (or more) bins. For example, malicious/not malicious.

¢ Recommender Systems: These systems produce recommendations by leveraging past
behavior as well as similar decisions made by other analysts or through a series of
attributes of an object, for example, report author, report theme, or report topic, in
order to recommend additional reports with similar attributes.

2. Unsupervised Learning (UL): Analysts let relationships in the data emerge automatically,
for example, information discovery, without the use of apriori-developed labels. Types of
UL include:

e Clustering: Clustering groups a set of malware samples in such a way that samples in
the same group (called a cluster) are more similar to each other than to those in other
groups (clusters).

Figure 3 below describes a typical data flow for both supervised and unsupervised learning. It
assumes the extract/transform/load process has been performed.
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Figure 3: Supervised and Unsupervised Learning Workflow
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The Vision: Contact-Sport-Analysis (CSA) Architecture

The auhorsof this pager propo® integrding an In-Memory Cluster Conmputing (IMCC) module
on an existing sensr platform An IM CC-enabledsen®sr mitigates severaltechnicalchalenges.
With IMCC, a CSA sensor dlows intermediate resultsto persist in memory, contol ther
pattitioning to opimize data storage,andimplementiteraive mapteduce(cloud)jobson either a
single machne (sensor)or cluger of machnes (sensors).For exanple, Apache Spark allows
anaysts to run the MachineLeaming librarieson the sersor vice loading larger file sygems.
Figure 4 below showsa notional sengr architedure. The sensr may be assimed to have
appopriate levels of secunity to maintain a reliable level of confidentality, integrity, and
avaiability.

I Extract, Transform, and Load |

Supervised Recommendation Unsupervised
Learmng Engine Learning
Network Analysus Network
N
Network
Analysis Module

Analyst API

Figure 4: IMCC MachineLearnng-Enalled Sensor
The CSA-enabedsensr will have fve comporentstypes:

1. Extract, Transform, and Load (ETL) bus readsthe dda, transformsthe data into a
format tha Machine-Leaming algorithms can consune, ard loads (writes) the data into
thetargetdata store.

2. Three (at a minimum) ML algorithm modules perform data chamacterizéion and
include an Unsupevised Leaming, Supervsed Leaming, and Reconmender module.
Making surethat all three moduleshavethe ability to autamatically updae predictions
(when false postive rates exceed a cettain threshold,for exanple, 5%), andbr adjust
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recommnendations (when recommendess produce nortintuitive recanmendaions) is
highly recanmended.

3. Network Analysis Modules canbe any reputablenetwork traffic analyzey for exanple,
Wireshak.

4., Command and Control (C2) module contols the proper integration of ML and
netvork-aralysis nodules theIMCC, and theETL bus.

5. Analyst Application Program Interface (API) allows analgtsto interact with the data.

Eventhoughbuilding a CSA sensr is technicaly feasible,CSA hasits skeptics. Thesecriticisms
are discus®d bebw.

Addressing machine-learning criticisms

The four mostfrequenty cited criticisms aboutusing ML algorithms for cyberamalysis include
the following: (@) the inability to process un-conextualized, unstructureddaa; (b) thar
computaionalintensiverss (c) ther inability to store andretrieve d#a efficiently from memory;
(d); ther hard-to-undestand andinterpret results. Each criticisis addressed beiv.

a. ML algorithms cannot process un-contextualized, unstructured data: Unstructured
dat is data that is not stored in a datbag and hasno formal da& model. Exanples
include audo/videofiles, email, wikis, twees, presentationsetc. ML can structure and
coniextualize dat through text/content aralytics, as well as semanic and statistial
anaysis.

b. ML algorithms are computationally intense: As disaussedeatier, IMCC technobgies
avalable today canaccanmodat ML algorithm computéaional intengty. IM CC enabeés
() low-latency conputdions by cachng the working daasd in memory and then
performing conmputaions at memory speels; and (b) efficient iterative algorithms by
havingsubsequenteéraionssharedata throughmemory, or repeatedly access) the sane
datset.Now developerscaneasily conbine bath, interactive, and streanng jobsin the
sane appication. Onceinitial modek are computad using IMCC technobgy, the models
are un against ne datausingdesgnaied ML abgorithms.

c. ML algorithms need to store and retrieve data efficiently from memory: IMCC
technobgies keeptrack of the data that ead analystproduces, andenablesapplicationsto
reliably store dat@ in memory, essentlly allowing appications to avoid costly disk
acesses.

d. ML algorithms results are often hard to interpret and understand: The returned
results are precomputed subsés of dat that are derived from the larger data sds and
transforned to answergenedl dat chalcteriation questions, also known as Generic
Analytic Queston-Foaused Datagts (GAQFD). These GAQFDs include (1) What is
correlated? (2) Whatis similar? (3) Whatis goad/bad? As the analtic comnunity moves
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further in to the big-data environnment the need for tods beyond pivot tables for
correlation aalysis becanes eident.

The abiity to run on a single machne, structure unstructureddaa, mitigate algorithmc
compleity, and produe resultseay to undestandvia GAQFDs makes desgn of a CSA sensr
instrumenied with ML algorithms thenextlogical step.

The nextsectionconsders ThoughtDiversity as a undepinning paradign of CSA. Thereaceris
encouaged to view Thoght Divesity as the ninimum essendl enaler of effective CSA.

Thought Diversity: An Underpinning Paradigm

While ML in a CSA-enablal environnent strengthas network defenders’ ability to make
aralytic dedsions more quickly, without assenbling analytc teans tha reflect an adeque
amountof thoughtdiversity (no more than five represeating at least three diff erent subgct matte
domains), network defendess still run the risk of deploying signatire basd upon known
behavors and not truly exploring unknown behavior paterns Thought Diversity is abou
realizing that ead analyst hasa uniqueblend d identities, cultures, ard experienceshat define
and desribe how he or shéhinks,interprets negotiates, andacaomplishes adsk(Diaz-Udaet al.
2014) When forming anaytic teams, organizations shoull consder not only what the analyss
know, but also how they appioach problens. This is critical to identifying relationshps that
would tradtionally remain unknown and erriching the quality of anaytics applied to the ML
sengrs for scalng across thecdlection envionment (\Woods2008)

With the CSA architectue aubmating FOA, there is an oppatunity to integrde thoughtdiversity
into seond-order analysis (serse making and root-cause analsis) teans. Having a cyber
intelligence analyst who undestands malware acivity working with a political scientist who
undestands opensoure data anda data scientist who canglean advesary tradecraftoasel upon
dat colleded can prodwce behavor-enrichedanalytics beyond the maware signatre While
tradtional analysis often brings togeter different experts ThoughtDiversity analysis brings
togeher differenttypes of expet thinking and perspectivesFigure 5 bdow il lustratesthe future
vision faor analysis—illumination oftheintuitive and courdrintuitive.

60

Journal of Information Warfare



Changing Big-Data Analysis from a ‘Forensic Sport’ to a ‘Contact Sport’ Using Machine Learning and Thought

Diversity
| _Topay | | FUTURE
7& & I
_/>— |
Data Computer Intel Math Engineer | Data Lawyer Intel Political  Psychologist
Scientist Scientist  Analyst Guru | Scientist Analyst Scientist
Homogeneous Teams llluminate | Thought Diverse Teams Illuminate intuitive and
intuitive relationships and interactions counterintuitive relationships and interactions

Figure 5: Traditional (TODAY) Analysis Compared with Thought-Diverse Analysis (FUTURE)

Creating thought diversity: an example

The following example explains one way a thought-diverse team might be assembled. Five
candidates were interviewed for two vacant positions on an NOC cyber-analysis team. All
candidates were shown the same ML-based analytic output and asked the same 10 questions.
Their results are shown in Figure 6 below.

Many organizations would have assigned Alice, Pablo, and Pierce to a team because they
garnered the highest cumulative scores, that is, 50%, 60%, and 70%, respectively. It is safe to
assume that Alice, Pablo, and Pierce probably think alike. However, Abegbe’s answers reveal an
important nuance. While Abegbe was the lowest overall scorer, he correctly answered the two
questions the other candidates incorrectly answered—Q1 and Q8. As such, Abegbe presumably
brings a different way of thinking to the organization. Hiring Abegbe and Pablo, who approach
the questions differently, will increase the team’s capacity for creativity. In short, organizations
should assemble analytic teams with innovation in mind. This oversimplified example amplifies
the need for organizations to recruit people who “challenge the status quo and are self-driven
pursuers of their imaginations. The goal is to push, prod, cajole, share, inspire, and enrage as
needed to give life to everyone’s best ideas” (Hirshberg 1999).
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QL Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 % Correct

Alice X X X X X 50%
Melanie X X X X 40%
Abegbe X X X 30%
Pablo X X X X X X 60%
Pierce X X X X X X X 70%

Figure 6: Analytic Tean Canddate TestResuls

Machinelearningin action: an example
The bestway to illustrate the benefts of sefous investment in Though-Diversity-enabled ML

onasensr is by way ofa compaitisonwith traditional anaysis. This conparnsonwasinspired by
Brink (2014).

Alice, the leaderof a malware anaysis team get a few dozenmalware sanples per week to
analze Theteamis ale to manualy analyzeeach malware sanple and perform the necessary
analsis on eat sanple to decidewhetherthe sanple is malicious or not in a few days time.
Word of this malware analysis team’s proficiency starts to spread, and the nunber of malware
sanples submitted for analsis begins to increase—the team is now detecing hundrals of
malware samplegerweek.Althoughthe teamtriesto stay up with theincreasedate of malware
sanples comng in by working extrahours the backbg of malware samplesconinuesto grow.
Figure 7 below illustrates this proces. The decsionmaking process takes the malware
exewtable, the metadag, and he belavior histay as inpusto make adecsion.

As the quantity of malware sanples subnitted increase, Alice realizes manualy processng eadh
malware sampleis not scdable. Ali ce decdes to hire andtrain anoher anayst, Bob, to help; and
Bob allows the teamto flush out the malwaresamplebackbg in four days. However,the number
of malware analysis requess cortinuesto grow, doubling within a month to 1,000 malware
sanples detecked per week. To keepup with this increase demand, Alice now musthire and
train two more anaysts Projecing forward, Alice determines tha this patern of hiring is
unsusainable and shelecidesto automate sone of the decsion-making pro@ss
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Figure7: Traditional Malware Analysis Ppcess

After doingmalwareanalsisfor seweral months Alice’s analysts now havesee thefeaturesand
behavors of many of the malware sanples tha were deemedmalicious. Basedon her team’s
experence, of the 1,500 exeatables submtted for analsis 1,000had a high potential to be
malicious. Of the 1,000 deened potentially malicious, 70% were deemed benign. This set of
training daa—malware sanples labeled as ‘known goods—is extremely valuable to begn
building autamation into Alice’s malware anaysis process. Figure 8 below illustrates this
process

INPUT DATA

Q Igﬂgg MALWARE??
= [

1500
SAMPLES

MALWARE
BEHAVIOR
HISTORY

MALWARE??
A
300 700

SAMPLES SAMPLES

Figure 8: Trending Based onHistoricalData

Based upon the scenario above, the tradtional sensr versus the Machine-Leaming sersor
appoachcan be exaiined.
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Traditional sensor analysis

Using the 1,000malware sanplesdiscusedeartlier, Alice’s team is now in the position to begin
looking for trends.In partiaular, theteamperforms a manualseach for a setof fil tering rules that
produe a subsetof ‘malicious’ samplesWhennew sanples cone in, the teamcanquickly filter
them through these hard-codedbusinessulesto reducethe number of samples which must be
vetted by hand. Newtrends dscoveed nclude the actthatmost sarples

e usea deerministic beaontime tha can berepresenteds a time seies, thatis, everyhour
plus ;e seond, evey two hours plus two seads, et.
e tha use thesane IP addess for 45 dys orlessare deenedbenign

Now the team can designa fil tering mechanism for their sen®r to pare down the number of
malware amples ey need b process nanualy through he two rules $iown in Figure 9.

MALICIOUS
= s [
NO NO

MALICIOUS
=
Manually
Analyze

52%

.
A
BENIGN
88%

A

BENIGN

Figure 9: Malware AnalysisImplementingBusinesRules

The first filter is to aubmaticaly label any submitted sanple that usesa deterninistic beacm
time as malicious. Looking throughits histoiical dat, the team is able to estldish a malicious
baserate(MBR) anda Benign BaseRate(BBR). Forthe MBR, 44 of 86 malwaresampledurned
out to have a deeministic beaon time. So, roughly 51% of these submitted samples were
acudly malicious. For the BBR, 42 malware sanplesdid not havea deterministic bea®n time.
This seemed like a greatway to quickly identify malware sanples. The teamthen realized that
only 8.6% of the sulmitted sanples haddeteministic beaon times which meansthat the team
will still need to manualy processmore than 90% of the submitted samples.Cleaty, the team
need to do sone more fiteringto get that nuter down to ®mething more manageable.

The seondfilter is to automaticaly labd any suomitted sampletha usesthe sane IP addessfor
45 daysor less as benign This seans to be a good filter, as880 d the 1000 (88%) of the
subnitted sanples usedthe sane IP addessfor 45 days or less. Including this secondfil ter
brings the percertage of malware sanples aubmaticaly labeledas malicious or benign upto
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45% (0.88multiplied by 0.51) Thus, theteamonly need to manualy analzeroughlyhalf of the
new inconmng malwaresanples.

With thesetwo bushessrules,theteamcannow scde its malware-analysisefforts up to twice the
amount of volume without havingto hire aseond analst, since it now only need to manualy
label roughly half of new samples asmalicious or benign.Additionally, basel onthetraining set
of 1,000malware sanples with known outame, the teamcan estimate its filtering mechanism to
erroneoudy label every 70 out of every 1,000maliciousmalware sanples (7%) asbenign and to
erroneoudy label every70 out of every 1,000 lenign malware sanples (7%) as malicious. Thee
falsepositive rates will be aceptalte at first; but as demand for malware analysisgrows, the
teamwill have b reduceits false-postive rate.

Undera manual filtering proaess there is no way of lowering theseeror rates without addng
addtional business rules. This will lead to a number of problens as the volume of malware
sanples increags: (1) the compleity of signatires will increasemaking managenent of them
problematic and (2) there is no statisticalrigor to the devebpment of these business rules.
Becawse there is no aubmated way to do discovery of new/beter rules, the team is left to
maintan current rules.Moreover as the paterns of malwaresanple behavior changeovertime,
the sydem doesnot adapt to thesechangs. The teamwill haveto manuallyadijust its rulesto
adaptto changesin malware behavior changs. All of thesedravbadks can be tracedto the
problens tha come with usinga businessrules appoach the sysemdoesnot auomaticaly leam
from dag.

M achine-L ear ning-enabled sensor analysis

Unlike the bushessrules appioach disaussd eailier, ML performs seng making directly from
the data without the neal for hard-codeddecsion rules. Moving from a rulesbasedto an ML -
basel dedsion-making pro@sswill provide nore acairate andscdable decisions.

To deermine whetheror not to label a malware sanple as malicious or benign, ML utilizes
historical training data to predict the bestcourse of acion for ead new malware sample.To get
stated with ML for malwareanalsis analystsbegin by as€nbling the training data for the
1,000 malware sanples. This training dat corsigs of the input daa for each malware sanple
alongwith the known outcome of whether or not ead malware sanple waslabeled asnalicious
or benign. Thenputdatain turn corsigs of a se of featues-numerical or caiegaical metricsthat
captue the relevant aspectf eat malware sample suchas the beacon time patternsand IP-
addessshef-life. As shownin Figure 10 below, asnew malwaresanples cone in, probabilistic
predictions are gererated; for exanple, 83%, 60%, 77%, and 90% of future ‘badness or
‘goodnessare gererated instartaneously from the malware sanple dat. Analyss cangroup by
probailistic prediction and accepghose ha med and &ceeda cetainthreshotl, suchas 80%

Machine-Leaming modek provide moreflexible modelstha canaubmatically discower complex
trendsand structure in dat withou being told what the patternslook like (Brink 2014. ML
algorithims, whenimplemented correctly, canyield a higheracaracy than traditional statistics
basel appioaches. In this case, tha meanstha the ML model will makefewer mistakeson new
malware smpleswhich translats to fewer falsepostives.
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Figure 10: Malware Analysis Usirg ML Workflow

Figure 11 below showsthe nunber of comectly classified(via ML) Chinesemalware sanples
collectedat the beginnirg of 2015.A staistician might not be able to explain the gap betveen
mid-Januay and mid-Februay. However,a pdlitical sdentist or Intel analyst might notice that
this period of time is the ChineseLunarNew Year celebation, so malware attacks would likely

decease.
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Figure 11: Chinese Malware Samples at the Beginning of 2015

As such, using ML on the sensor with thought-diverse teams has several advantages over manual
analysis and hard-coded business rules. They include

1.

Accuracy: ML uses data to discover the optimal decision-making engine for a given
problem. As more data is collected, the accuracy of analysis can increase automatically.
Manual analysis and business rules provide a good degree of accuracy until the volume of
data increases.

Automation: As new data comes in, malware samples can be automatically labeled.
Hard-coded business rules can be automated, but the business rules have no way to adapt
to changes in the data.

Speed: ML can generate answers in a matter of milliseconds. Manual analysis and hard-
coded business rules take time, sometimes hours.

Scalability: ML easily scales to handle increased data volumes. Most ML processes are
parallelizable, enabling infinite scalability. Manual analysis and hard-coded business rules

do not.

More nuanced analyses: ML will help thought-diverse analytic teams illuminate intuitive
and counterintuitive correlations and relationships.
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6. Behavior-Based Focus of ML: The behavor-bas@ focus of ML relievesthe ned to
managecomplex sgnatures.

7. Statistical rigor: ML brings satistical rigor to the devéopmentof business rukes.
The nextsection will deschea rmadmapfor implemening aCSA solution.
How to Get Started: A Proposed Solution

As staed earier, a MachneLearningenablel ContactSport Sensorcan be developed ard
deploya with existing sensor haware. The teps ardistedbelow.

1. Instrumentan existing sensorwith an ETL, Network Analysis, IMCC, C2, ML, andAPI
modules.The ApacheSpark Streamer or Pythan SAKIT is recomnended asthe IMCC
module.

2. ldentify the appopriate MoPs and MoEs. The CSA implementaton would have the
Measures of Performane and Measires of Effectivenes show in Figure 12 below.

3. Next, developthe list of GAQFD questons that needto be answeed atout the data and
descibe what fornat the outputshoudd bereported in.

4. Creat ThoughtDiverse analtic teans by identfying anaysts who tend to think

differenty. For brand-new teans, use an ML -basel assessent instrument like the one
descibed in Figure 12.
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M easur es of Perfor mance M easur es of Effectiveness

The IMCC Module provides no degradation Analysis time is reduced by at least 25%
in overall sensor performance, for while accuracy increases by 25% due
example, low latency, CPU utilization, to the use of automated machine-
and processor speed. learning algorithms. Analysts identify

non-obvious relationships between
and among data elementsthat provide
insight into adver sary tradecr aft.

The IMCC allows analyststo run programs False-positive  rates  for classifier

up to 7X faster than Hadoop Map algorithmsarelessthan 10%.
Reduce in memory, or 3X faster on
disk.

The IMCC module allows recovery of lost Analysts can analyze 100% more data due
work and operator state without extra to automated, machinelearning-
coding. enabled, first-order analysis

capabilities.

The IMCC allows analysts to simplify their Thought-diverse analytic teams are
infrastructure by running batch, established as evidenced by the
streaming, and machine learning on the variety of insights reflected in
same cluster of data, thus saving reporting.

thousands of dollars per year.
Figure 12: Measues of Peformance ad Effectiveres

5. Have anaysts use sersor FOA to inform SOA and recommend mitigations and
counemeasurs. Idenify how the dat shoud be visualizd to facilitate secondorde
anaysis.

6. Measur Effecivenes andPerfornance basd m ciiteria in 2.

7. Refine andadapt

Why This|s Game Changing

While there ae probablydozensof analytic teans deployng Machine Leaming, very few (if any)
are moving Machine Leaming to their negwork sensos. The appioachadvocatedfor in this pape
marriestechnology deployedin new waysusedby peoplewith divergert thinking styles to solve
an increasingly dynamc and complex setof analtic problens. This appoachwill resut in a
measurdale improvenentin analysisand alow aralysisto hgpenat the ‘speed of thought

Conclusion
A convesation similar to the following one happenedat 0900 onJune8, 2015, during an
IntelligenceCommunity Network Opeations Ceter (NOC) brief to e NOC Direcbr:

BRIEFER: Ma’am, we knowhow the compromiseéhappend, who did it, whenit happened
thelikelihood of its happening again,andthe bes wayto mitigateit. This attack happened90
minutes ago, andwe predictanaher onewill happentomorrow at thesametime+ 1.5hrs. We
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are in the process ofdeployng interim mitigations while we perform additional trending,
correlation, andseng making. We movedto a MachineLeaming-enalled sener that allowed
usto characterie the data in nearreal time.Now, we are able to characterize this behavor
almostimmediagly. Moreover,we changedthe way we formedour analytic teams sowe had

competng hypothese on the table, which broadenedhe signatureto characterize previously
unconsiered trats. Wewere abé catch this atteke BEFORE he could do daage!

NOC DIRECTOR: WOW! AwesomeHave a geatweekend
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Abstract: This paperdiscusseshe critical role colection andanalyss of malwaremustplay in
active cyba deknse Theimportancee of determining the operaiond characteristics, strenghs
and weaknesses of an adversary’s weapons and equipment has led to the establishment of
technical intelligence (TECHINT) as a disdpline in military intelligence Softvare, particularly
malware, fills the role of weamns in cybergace. Malware andysis offers significant
opporunities to understandadversary capablities and intent, thus facilitating an effectie
cybeaspacedeknse This paper provides background disausses potential TECHINT gainsfrom
malware andconsders how this kowledge may enhaecn active cyberdeense strategy.

Keywords: Malware Analysis, Active Cyber Defense, Technical Intelligence, TECHINT,
Malware Collection, Honeypot

Introduction

In armed conflct, the importanceof detemining theoperatimal chaacteristics, streigths and
weaknesses of an adversary’s weapons and equipment has long been understood. This insight has
led tothe egablishmentof techncalintelligenceas adistinctdisaplinein milit ary intelligence.
In the cylerspace doain, software fils the sume role of creang &fects o targets and

facilitating operationshtat weaponsand equdmentdo in thekinetic domains. Howver, unike
kinetic-domain weaponsa software wapon anoften be endered conpletely ineffecive by
deerminingits node ofopertion am remediating therelevant vulnerabilities and expsues n
systems it may target. This potential to negate an adversary’s offensive capabilities makes
technicalintelligencepaticularly vauablein the cyberspaceomain.

Traditional defensivemeasurs, suchas ®ftware patching,ecue configuraion, andstaic
peiimeter ddenses, a recessary, btinot sufficient, to déeatsophsticatel and pesisent
attackers An actve cyberdefense sttegy must ald proative, intelligence-driven measureto
identify, analyze, and mtigate hethreat pose by highly capable adversas.
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This pape assets that technical intelligence deed fran the collection and anaysis of malware
is essaitial to an active cyber defensehe papestarts wih adisausson of acive cybe deense.
It then pesats a ovewriew of technical intelligence along wth historical exanples and
exanines how ths disdpline apflies in the cybergacedomain. The papeculminates with a
disausson of methods fa malware ollection and analysis, theitility for active cyber defense,
and he potatia technia@l intelligence gaindrom malware aalysis bdore offering concluding
remarks.

Active Cyber Defense

Whatis active cyberdefense?Thele appeasto be no sngle, acepted dehition for the emm. One
definition is “a range of proactive actions that engage the adversary before and during a cyber
incident” (Lachow 2013). The U.S. Departmenbf DefenseSrategy for Operatons in
Cyberspae offers tis defnition:

Active cyber defense is DoD’s synchronized, real-time capabiity to discover, deect
analze, and mitigate threats and vulnerahlities. It builds on traditional appioadesto
defendingDoD networksand sysems, suppkmening bestpractices with new opeiting
concepts. It opertesat network speed by using sensrs, software, and intelligence to
detect and stop malicious activity beforeit can affect DoD networks and sygems. As
intrusionsmay not always be stgpped at the network bounday, DoD will cortinue to
opeiate and improve uponits advancel sensrs to detect, discover, map, and mitigate
malicious ativity on DoD networks(2011)

While this defnition cescribe sonre of what an ative cyberdefense could acve, itdoes not
provide much insghtinto hav one mght conductsuch adefense.

Military doctrine in general ontrastsactve and passivdeferse. Accoding to he Unted States
Department of Defense (2010), passive defense entails “measures taken to reduce the probability
of and to nmnimize te dfecs of danage @ausel by hosile acion without theintertions of taking
the initiative”. Conversely, active defense is “employment of limited offensive action and
counterattacks to deny a contested area or position to the enemy” (U.S. DoD 2010). Mounting an
actve defensehius mplies he neessiy of takng theinitiative. Indeed, he desdption by
Lachow (2013) of active cyber defense as “a set of operating concepts that all involve taking the
initiative and engaging the adversary in some way” is apt. Active cyber defense does not
necessarly require offensive actionput certanly implies izing theinitiative.

Active cyber defense should not be considered synonymous with counterattack or ‘hack back’
(Denning 2M8). While the concept o active cyber déense des notnecesaily preclude
offensive ation orcounterattak, these a& nd fundanentl elanent. Rathe, active g/ber
defense eatls an abilityto take the mitiative and preept or rgpidly mitigate attacks, combinel
with theintelligenceproceses to mke thog actions déctive.
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A purely pasive defenseffers a @pabk and pesigent advesary theadvaniage of aelatively
staic sd of targets and anple time in which to #ack. Shce @ermations h the cybeaspace donain
are largdy unaffeciedby logistical canstraints, sich aslimited fuel orammunition supplies, the
advesay may coninue an enggement mdefiritely. Given suficient ime and pesistence, the
attackeris likely to find some weak pointin a passive dense. Moreover a shgle swccessful
penetration may be sufficient to achieve the attacker’s objectives. For example, an attacker
conduced a singlerapid penetationof Stratfor.com in 2011 Perdsten, Silva & Valentine2012
tha resultedin asignificant conpromise of sengive information and damage to the company’s
cusbmers and is repuétion.

Taking teinitiative requires identifing oneor nore courses of acton thatwill counter a atadk
in progresor, preferalty, prevent tre atack fom suceedng in the first place. Thintrusion Kill
chain concept (Huthins, doppet & Amin 2011)gives a franework for undestanding the
sequace ofacions onemust accompsih b engage a targen icybespae and ceate the deed
effects. This concept isreadapdtion of a generakill chain framework usedm kineticmilit ary
opemtions to desdpe the seies of seps equiredto idertify, localize, ad engage darget.
Similar frameworks in the field of information system security, such as the Five P’s (Probe,
Penetate, Persst, Propagate and Raralyzg (Cox & Gerg 2(04), dso relate a sequea of
actons an #acke must @mplete for success.

In active cyber defenséhe chan analogy helps @ identify potential atader points of &ilure tha
the defender ray expbit to defeatlie atack. The adive defendercantake the initiatve by
identifying links in the intrugon kill chan that can be nade ostprohibitive for the d&acke or
denial tothe atackerertirely, thus reducing oeliminating the pobability of attacker sucess

Theimperative to take the initiativefurtherimplies ha adive cybe deense s an inelligence
driven activity (Hutchins, Cloppert & Amin 2011). The term ‘intelligence’ is used here in the
conext of military affairs information eéout ax eneny or the opeationd environnent. Action
without effecive intellig enceis often ill-focusedjneffecive, and poéntidly courterproductive.
However, good inélligence, ombined with agile commandand contol proces®s, facilitates
timely, effedive action to preventanatiack or mitigate its efécts. Thusjmplemening an active
cyberdefeng requires d@ention to effective pioduction and uilization of intelligence

The ield of military intelligenceis dten dividedinto discigines sut as luman, geopatial, or
signalsintelligence(U.S. DoD 2007).While rrultiple intelligence disciplires wil contibuteto an
actve cybe defense a primary enabeér is the disgpline of technicaintelligence

Technical Intelligence

In the military context, the term ‘technical intelligence’, or TECHINT, refers to the process of
collecting and analyzing an actual or potential adversary’s equipment and materiel (U.S. Army
2006). Colection includes terms recoveled troughpostattack forenscs, fom wrecked or
abandoné equipment, from capureduring amed conflct, and from acqusition through
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comnercial soucesor other hird-parties. TECHINT seeksd detemine the stengths,
weaknesss and othecharacteristicof theequipnentand to asessthe technical or scientific
capailitiesof the adversary. It my also deéermine methods b rendersafe advesary munitions
and oherdangenus nateriel. TECHINT helps b prevent te@inological surprise andoften
facilitates development of tactics or technology to negate the equipment’s strengths or exploit its
weaknesss.

TECHINT has historically been an important part of understanding an adversary’s capabilities
and deviping dfecive responsg Two historical exanples from World War Il illugrateits
value.

The sory of the Akuta Zero s a pime exanple of employing TECHINT againg abandoned
advesay equipment In the early parof the warn thePacfic, theJapaese Misulishi A6M
Zero fighterwas daninant. Its speednd naneuerability were supedr to the Allied arcratft it
faced. Allied pilots avoded dog fightng with theZero, & they viewed sich an @gagmentas
‘certain death.” An Allied aircraft unfortunate enough to have a Zero on its tail was usually
doamed Hanmel 1992).

In June 192, a Zeo, danaged n an atack on aJ.S. basen theAleutiars Idands, crasHanded
neaty intact on Akutan Island Readen 1997). U.Sforces sibsequatly discovered ad
recovered the Zero. ThHd.S. repaired the fighteand sulgcid i to extensive sudy and fight
testing. In additbnto detemining the aircraft’s general capabilities, analysts identified the flight
regimes whid were nos and keastadvantigeousdr the Zeo relative toU.S. aircraft. For
example, the discovery of limitations in the Zero’s roll rate and a tendency for its engine to lose
power n a regatve-G dive led to developmentof diving and rolling tactis tha allowed Allied
pilots to eliably escapdérom a tailing Zero. The ECHINT thattheU.S. delived alsoconfirmed
tha its soonto-be-dedoyed F6F Hellat fighter would besupeior to the Zero n nealy evey
respect.

The BruenvaRaid ford 2010), dso known as Opeation Biting, is an exampleof an actve
opemtion canduced specifically ® capureadversay equpmentfor TECHNT purposa. By late
1941, Briish Royal Air Force bonbers weresuwstaining ahigh rate of losses #ributed to he
detection capabilities of a newaBnan radasystemcaled Wurzburg. The British déermined it
was necesay to capture a copy adheWurzburgin orderto devebp effecive courtermeasurs.
In Febualy 1942, a British alvorneraid on aWurzburgsite d Bruneval, in occupedFrane,
sucesdully captired te radar equiprantthere. The ensuig technical analysrevealed hat
Wurzburgwas un#fecied by ther-current British radarjamming tecmiques. The TECHNT
gained led o British developmentof an efective counérmeasue in theform of air-droppe,
radio-reflective foil strips, orwWindow, talored to the Wurzburg’s operaing characterisics.
Windowdegaded the @man radarand sgnificanly reduced the rate ofrRish bonierlosses.

As the ple of advancd technobgyin amed conflct has gown, so hashe sgnificance of
TECHINT. Consdeling thefundamentatole oftechnobgy in creating he cybespace domin
and de¢rmining its natue, TECHINT is an indigoensale saurce of intelligence therdn the
cybespacedomain, software fils many of the oles that wepons and equipenthave filed in
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thetraditional, kineticdomains. For @ample sotware serves to locate and gain ascts
cybespacedrmget, and ceates efécts on thosérgets.

Colleding and anayzing thesoftware an @dversary might use b conducibffensive opeations is,
therefore, akey ebmentof inteligence gaheringand citical to dfecive acive cybe defense In
therealmof information systan sealrity, the process of stivare reverseengneering and
analsis is dten rderred to smply as malware analgis Fa conveniene, this pagr uses he
terms malware andmalvare analis, althoughcollection and anaysis of ary adversary aftware
could yielduseful TECHNT.

Malwar e Analysis and Collection
This fctionprovides @ overview of malware analysis, discusses hetypes of TECHINT gains it
can povide for an aditve cyber defese, ad considers aware ollection strategies.

Malwarearalysisinvolves dertifying, chaacterzing, and uderstanding the effects andmethods
of opeation of software known oruspeted to be malicious. Sveml texts ae availalte that
provide a @talled treament of thstopic (see, br exanple, Ligh etal. 2011; Sikoiski & Honig
2012; Skouds & Zelter 20@). Malware andysts use a combitian of appoacheto fully
undestand the wide vaiety of malware seen. These apgacles @n be arragedinto three broad
cakegaies:

Behavoral analyss involves runnirg a nalware sinple in acontwolled environmnentto deermine
its effiecs. Theseeffects may include file systemand netvork acivity, process ranipuldion,
configuraion changs, a software persistence.

Staic analysisexanines the contentf a sanple without executing it. This xamindion may
range fromsmply evaluaing any text stings orresources presenn asanple to conducing in-
depth adysis of progranstructure or machne codendrudions.

Dynamc analysisinvolves eectting the sanple in a contolled manner typically usng a
software debugging environment to examine and manipulate the sample’s internal states. This
processfacilitates correhtng internal events with exteal effects andacheving more conplete
analsis, especiadly for dbfuscded or selfmodifying sanples.

Any nonttrivial malware analysis operation rgquires atriage processto prioritize sanples
avalable foranaysis and focus on thosenost ikely to yield useful esults. Malware anaysis isa
time-intensve activity requiring speialized &ills and knowldge, wih the quanty of samples
genedly far exceeding the andytical resources avaihble to examinetham. The anaftical
resources pended on given sanple shoutl bepropotional to the useifi intelligence likely to
be ganed. For example a sanple collected fom a ciitical systemprevioudy believedto be
securewill likely merit more enphasisthan, say, a samle collected foma pooty-targeted and
unsucesdsul phishing attenpt.

The tiage is ofen conducte in whole or in panvith automated analystools capal# of rapdly
examning lage nunbers of sanples. A varety of tools and techngues fo automated nalware

75

Journal of Information Warfare



The Role of Malware Analysis for Techical Intelligerce inActive CyberDefense

analsis aeavalable (Egek et al. 2012), boh commercially (Quinlan 2A.2; Willems, Holz &
Freling 2007) and as resarch efforts (Jang, Brumley & Venkataraman 2011; Kirat et al.2013;
Raman 2012) Automated andysis tools ae most efective in identfying samples of known
malware and ther varants. Hovever, autonated triage can den alkso dentify intereging sanples
for more detaied hunan andysis ard savetime by conduadng prdiminary analysis tasksand
presenting the result® the andyst. Although heseautonated caabilities ae usetil, human
expets in malware analysis are stil necessary. Tle pioblem of identifying malware
algorithmcally in the general ca® has ben shavn to be undedalle (Adelman 192). Malware
tha is truly novel highly cusbmized, orresistant to andysis Branco, Barbosa &Neto 2012)will
likely regure analysis by a hunan epett.

Intelligence gains from malware analysis

Malwarearalysiscan produce a wéé of informaton ugful to an active cyber defees Mdware
can be viewed as an instantiation of an adversary’s tactics, knowledge, technical capabilities, and
intertions. This view is m@rticularly true ofautonomousnalware ha must ncoporatesufficient
knowledge to lod®, pertrate, orcreate eflecs m a farget withoutinteradive human gulance
Staic defensa and d&ecion signatures derivedhty from features of pror sanples are brittlein
thefaceof an adaptie adversar using obtiscded, metanorphic, or highly-targeted nalware.
However, using TECHINT from malware analysis to more completely understand an adversary’s
goak, attak tedniques,and suppdrng technicalinfragructure provide durable knowledge for
acive cybe defense(MITRE 2012b).

Figure 1 relates exanples of theypes of inelligencerelevan to active gber defens¢ha may be
derived from malware analysis. The exanples ae organized in the fraework of planes

(physcal, logical, cyberpersona, ad supevisory) previously introduced to caggaize cyberspace
opemtions ontrol feaures Fanelli & Conti 202).

Plane Example I ntelligence Gains

Physicd Hardwae identities (serialnumbers,models,quantites, @ configuraions)usedfor target
discrimination (Falliere, Muchu & Chen 2011).

Vulnerabilites orlimitationsin hardware tht are kown to the adverary.

Logical Vulnerabilites insystemand apgication sdtware d which the adersay is aware.
Significantly, this intelligencemay reveal prevously undisclosed, oD-day,
vulnerabilities.

Exploitationmethods knownto the adverary, including exdoits for previously
undisclosed vuieraliliti es andhovel methods toexplbit knownor susgected
vulnerabilities.

Distinguishing artifacts (fo example, wnique nmutexes,regstry values file or process
names) thaimay signalthe presence d the mdware on a ystem (Skorski & Honig
2012.

Persistene mechansms ard stedth technques $sed bythe adwersay to maintan aces
on a targpt (Skorski & Honig 2012; Blunden2009).

Communications chamels aml nodes tte adversay uses formalware depoyment, data
exfiltration, or canmandand cortrol. Exanples inclule retwork protacols aml ports,
host addes®s, dmain names, aml gererationalgorithms (Damballa, Inc.2012.
Adversay technques toobfuscde a ercrypt files, retwork traffic, andother data. This
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intelligence mg, for exanple, reealcryptogaphc keys enbeddedn the malware
custan-built algaithms, a covertchanrel techmques.

Programmael behavior of self-propagatirg malware, sichas targeseach patterrs and
selection methods.

Cyber Artifacts supporting attritution of malwareauhors or users Exanples inclule fle
Persoma metadag, sich as user ames, larguage spport, licensirg information or EXIF data
artifacts fran systens a software usedo createthe smple; coc atifacts suches reused
codk, dstinctive caling methadsor defects and otherinformative text strings (Hoglund
2010.
Public Key Infrastructue certificates usad for code signing or other authentication.
Credenials (for example, wser ID andpassvord) embedded in the malware
Supenisory Commandand cottrol camabilities, mechanisms, ad commandandrefdy sets.
Limits on malware popagationandcollatera damage (Raymond et d. 2013.
Triggers @ timing for initiating andteminating effeds.

Indicatiors d adwersay gods andintent. Ths information may foll ow from determining
the specific nformation capablities, or persoras targetedas wellas the effetsto be
createdoy themalware.

Figure 1. Malware Analis Inelligence Gains

Malware, as an instantiation of an adversary’s capabilities and intertions,can povide useful
information for an oganzation comnitted to conductig the requied aralysis However,
organizations seking to mount an activeyber defense mstalso considemalware ample
collectionin orde to make he nost of thér andysis capailities.

M alwar e sample collection

Colleding relevant nalware snples for anaysis is a kg dementof producing useful TECHNT
for actve cyberdefense. In geeral, itis preferable to collecalware smples arlier and in
greater quatity. Colection ater themalware ha be@& used can prode wseful inglligenceto
determine the sope of & inddent, eradcate any persent adversay pregence and déector
prevent sibsequentattacks. Ideally,however, an organizai will cdlect and adyze sanples of
an adversary’s most important malware prior to its use in an attack, or at least prior to an attack
agang the aganization. Such proative colecton has he pdential to generatertiely TECHINT
tha will endle an active cyber defer b defeat an attack before it occurs

It bears renioningtha more proative colecton techngues rmay biing increaed resource
requirenment orissues wih legalpermissibility. Thus, sore organizations will notundeitake the
full range ofcollection disaissel here.

It is usetll to consilerthree categories of aiware sanple aquistion: post-attack collection
postdedoymentcollection,andpreenptive wllection.

Postattadk collectionrefers to llection duingor &ter an incident or attack orhe organization.
Safeguards such astruson deection or peventon sysens (IDS/IPS), aplicationlayer
gakeways ad proxy ®ivers, and ativirus systems &r the posibility of collecting malware
sanples, boh from defeded attack attemts and from logged or othemwisepreseved samples
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later found o be nalicious.Incident responseard forensc processedso offer the posibility of
collecting malware sarples frompeisigent media orvolatile memory oftargeted system
Similar to the recovery ad anaysis of the Akutan Zeo durng World War 11, pog-attack
malware ®llection and analysinay piovide inteligene critical to defeating a persient
advesay or negahg the efiectvenessof the nalware.

This is the eag resoure-intensive and legally problematic collection caégory. Any organkation
se&ing to @mnduct ative cybe ddense dould, at a rmimum, have theapaility to collect
malware smples fronday-to-day defensiveopeations andduring incicentresporse Legal
issues are snilaly small because the defending organization is actinglywithin its own
sysens and $ potectingits pioperty.

Postdedoymentcollectionrefersto acqusition of samples afterthey hawe be@ relesed or
enployed ly an advesay, butnot subsequend an atackon thedefendng organizaion.
Colleding and anayzing malware tefore an tiack can prodice TECHNT that facilitates
proactive vunerability mitigation, interdiction of atiack orexfiltration vecors, andmproved
atack detegon.

An approachdr pog-deploymentcollectionis to entice an aversar to act aganst repurces
deployeal specifically to collect information, such as ralware sinples, whle offering no gain.
The genedl term honeypotefers to such an “information system resource whose value lies in
unauthorized or illicit use of that resource” (Spitzner 2003). The technique has a relatively long
history (Cheswick 1992) and is mnature capaility f or sscuity practitioners andeseachers
(Provos & Holz 2007; Sgzner 2002)Honeypots ray peset a piospective attackewrith sngle
or multiple systers, a néwork of sysens (ahoneyn#, or anenire organization. In addition to
malware ollection, hoeypos may ako povide waming tha an dtacke is present dlow for
direct obsevation of anadvesary’s interactions with the system, or deceive an adversary into
expendng ime and esouceson unpodudive aticks A honeypot ray ako collect ad preseve
malware amples lhatwould notbeavaiablein postattack collection due to successful ‘covering
of tracks’ by the attacker.

The goalis to indue the advesay to ateck a honeypot in lieu obr & leastprior to, attacking
produdion systans. Orgarzations nay depby these cagalities within their own netvorksto
gain informaton on dtackers specifically targeing then. They may ako choos  deploy such
collection cambilities in separateoktations, pethgps smulating an unelated oganizaton,
obseve a Wvoader rangef potentia attackers

Postdeployrnentcollection nay ako enploy ahoneydient framework (Gobel& Dewald 2011)
This framework uses &tual or enulated clientside applicatns b visit malicious webges or
othe netwok sewices inorde to collectsanples of malware and informetion on othecliert
exploitation methods.

Anotherappoach o pog-dedoyment malware smple cdlection is shariig anong or@nizations.
This may take he formof openrsource rporting by seairrity researcherand conpankes, fared
malware ample eposibtries (Contgio 2014;Kerneimode 2014 0Offengve Camputing 2014), or
more cbsel integated cyberfedertions of coperating or@nizations(MITRE 2012a). A
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possbility i s for cooperntive agreernts béween organizabins with little or no malware andysis
capaility and thog with well-deweloped capailities, such agovenmentsearity
eshlishnenss, reseach insttutions, or prvate-secor securiy vendos. The oganizatons with
analsis capabilities canbenefitfrom a greter, timely inflow of sanples while those without
benefitfrom the poduds of theanalysis

Postdeploynentcollection wil gererally require a geatercommitmentof resoucesthan would
postattack collection aloe, epedally if the olganization ch@sesto depby and operate
dedicated haneypot gstems. Postdeploymentcollecion measurs may ako be norelegdly
problematicthan those sed for posattack colle¢ion (Walden 2003). Howevethis form of
collection also ofersmore opporunity for prodwcing intelligenceuseful for proactie defensive
measurs.

Preemptvecollection seeks b seare sanples before lhe adersar intentionally deploys the
malware. Peenptive colection angathersanples of conpleted executhles aswell as poofs of
concept, malware urce code, orsupporting desgn docunerts. Sncethis type of collection
pemits malware analysis bebre an dtack, it hagreat paential to produe TECHINT that
enabks an ative cyberdefensed proactively defeat hethreat

Observéion of adversey communicatons povides one possiblneansfor preenptive
collection. This olsewration coud include cature of network taffic or infiltration of
comnunicatons meanssuch a Internet Reka Chat(IRC) channes$ ordiscusson farums. Such
infiltration may involve ganing acessvia decegtion or ®cial engneering, by inpersonaing an
existing uselor by ganing thecoopeation of oneor more members of the advsary group. The
latter gpproach has beeused sccesdully by law enforcenentto defeatvarious ciminal groups.
A notableexanmple is the coopestion of HectorXavier Monsegur, dso known as Sabu, wiit law
enforcenentauthorites n misdirecting and identifying s felow LulzSec group rembers Bray
2012; Sengupta, 2012). The U.S. Government stated that this cooperation prevented “at least 300
sepaate canputer haks” and “provided information about vulnerabilities in critical
infrastructure” known to the group (U.S. v. Monsegur 2014).

Direct exploitation of adversary-cortrolled systens piovidesanothe avenue for premptive
collection. S/stems usel for malware deelopment for command and contrglor as nalware
deploynentsewrers nay contain sampleghatyield valuable TEEINT.

Preemptive colection would, in gereral, require significant resoucesand technical capabilities to
be sucesful. While sut actvity is viewed as pmissible in arned conflct andinter-state
relations(Humanitarian Policy and @nflict Regarch [HPCR]2009; Sbmitt 2013) it is likely to
be legdly problematic in othe circumstances(McGee, Sabé& Shah D13). Thus, this wde of
collection ot may be aailable to individuds, businesss, and oher private sector organizatins.
Governnental organizations, however, @y havetheresouces and égal aithoities necessarfor
preenptive malware ollection. Moreover,he capaciy for govemmentorganizationsto conduct
preenptive colection, aganize larg-scale posattack and pstdedoyment ollection, and
provide nore extengve malware aalytic capabilities my be asignificant way in which thg can
contibuteto thesearity of bah thepublic and private sectors.
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The prmary focus ofary offensve conponentof an ative cyberdefeng shoudl beon
preenptive colection of malware smples and othentelligence to asist the defenserather than
on rdaliation. Sme take he viewthatadive g/berdefense imlies ofensve actionwhetheras
couner-attack orfor retaliation (Wong 2011). However, exploitatn for intelligencepurpo®s,
such & preanptive malware sinple collection, promises to ke a nore efective form ofacive
defense.ntelligence on an adversary’s capabilities, intent, and target knowledge can make a
direct and lating cortribution to adtve cybe ddense Conversby, offensie action ¢ diséale or
destoy adversary-contrdled systera and epabilities may offeronly tenporary relief and runs a
much greadr risk of collateral danage ad otherunintended consequencesetd, one othe
previously menioned hisprical analogie provides llustration: the sngle British lid at Bluneva
provided TECHINT sufficient to dekatGernmanWurzbuig radar systens and was a much one
effecive tadic than attenpting 0 atiack and supress he many Wurzburgsites directly.

The colection and ankysis of malware must neesaily be asignificant elenentof anacive
cyberdefeng stategy. A organizationmust beprepared taconductboth malware tiage andn-
depth adysis by hunanexpets in ade to mount an intelligencedrivenacive cybe defense
Organkations nrust smilarly have lhe meansto conduct éfectve pog-attack collet¢ion, and, ©
the extent hat resources pemit, mechanisns for postdedoymentcollection. Furher,
organizations with therequiste leal authorities and resources to condugbre-enmptive malware
collection cansignificantly enhanceactive cyberdefense wit theresuting TECHINT.

Conclusion

This pape has explored the role ofatware ollection and amalysisas acritical elenentof an
actve cybe defensestrategy; it has ab congleral thenaure of acive cyberdefenseand
aserted hat actve cybe defenseis abaut proadive, intelligencedriven defense, ather than
couneratta&. The aubor has defined ECHINT as themilitary intelligence disciplie conemed
with learning from an adversary’s weapons and equipment and asserted that, since software,
patticularly malware, fils the 1ole of weaponsand equpmentin the cylerspace doain, the
collectionand anaysis of malware s a pmmary souce of TEGHINT in thedomain. In addition ©
providing anoveriew of malware aalysisand presenting exgstes of the typs ofactionabé
intelligenceit may piovide, he text also defines and dissescaegaies ofmalware sample
collection, to provide input for an organization’s analysis and TECHINT production. Given the
fundamental technical naure of the cyberspaceohain andthe depaderce of any poacive
defense on intelligece, TECHINT derived fromthecolledion and anlysis of malware nust be
(and nust beviewed a$ a central elmentof an @tive cyberdefense sategy.

References
Adelman, L 1988, ‘An abstract theory of computer viruses,” Procealings of Advances in
Cryptology-CRYPTO '88, LNCS 40%pringerVerlag, Belin, Germany.

Blunden, B 2009Rootkit argnal: egape and easion Wordware Pulishing, Plandlexas,
United Sttes.

80

Journal of Information Warfare



The Role of Malware Analysis for Techical Intelligerce inActive CyberDefense

Branco, R, Barbosa G & Neto P 2012, ‘A scientific (out not academa) overview of malware anti-
debugging, artdisassmbly and aritvm technologies’, Black Hat USA @nference, Las Vegas
NV, viewed 5 Janugr2015, <htp://resarch.dissect.pe/doclackhat202-paperpdf>.

Bray, C 2012, ‘FBI’s ‘Sabu’ hacker was a model informant’, Wal Street Journal 9 March,
viewed 5 Jauar 2015 <http://www.wsj.com/>.

Cheswick B 1992, ‘An evening with Berferd, in which a cracker is lured, endured, and studied,’
Proceelings of theWinter USENX Confaence D92, pp. 16374, vieved21 Februay 2015,
<http://www.cheswick.om/chespapes/berferdpdf>.

Contago 2014,Contagbd Malware Dunmp, viewed 10 January 2015,
<http://contagiodunp.blogpot.cnv>.

Cox, K& Gerg, C 2004 Managing scuiity with Snortand DS tods, O'Reilly Media,
Sebagtpol, Galifornia, United Sttes.

Damballa, Inc. 2012 Cyber seurity whitepape: DGAs in he hands o€yber aiminals, viewed
10 Janugy 2014, <htps:/www.damballa.com'downloads/_puld WP_DGAs-in-the-Handsof-
CyberCriminals.pd>.

Denning, D 2008, ‘The ethics of cyber conflict,” The handbook ahformaion and @mputer
ethics edsK Himma & H Tavani, Wey, Holoken, New Jerse United Staes.

Egele M, Scholte T, Kirda E & Kruegel C 2012, ‘A survey on automated dynamic malware
analysis techniques and tools,” ACM computng surveys vol. 44, no. 2, pp.-49.

Falliere N,Murchu L & Chen E 2011W32.Stixnetdossier Symantec Corp., Cupeino,
California, United S#tes.

Fanelli R & Conti G 2012, ‘A methodology for cyber operations targeting and conl of
collateral damage in the context of lawful armed conflict’, Procealingsof the 4" Intemational
Conferene on Cyber Conitt, Talinn, Estona, . 31932.

Ford K 2010.The BrunevaRaid-Operation Biting 1942 ,0Osprey Pubshing, Oxford, United
Kingdom.

Gobel J &Dewald A 2011Client-honeypos, R Oldenboug, Verlag, Munchen.
Hammel E 1992, Aces agaist Japan,Presdio Press, Novato, @lifornia, United Sgtes.
Hoglund G 2010, ‘Malware attribution: tracking cyber spies and digital criminals,” Black Hat

USAConferene, video, viewed 10ahuay 2015 <htp://www.youtube.can/watch?
v=k4Ry1trQhDk>.

81

Journal of Information Warfare



The Role of Malware Analysis for Techical Intelligerce inActive CyberDefense

Humanitarian Policy and @nflict Reseacth (HPCR) 2009,HPCR nanualon international law
applicalde to air and mgsie warfare, The Progamon Humanitarian Pdicy and Coifflict
Researh, Harvard University, Canbridge, Massehuséts, Unital Sates.

Hutchins, E, Cloppert, M & Amin, R 2011, ‘Intelligence-driven conputer nework defense
informed byanaysis of advesay campaigns and intrsionkill chains’, Procealingsof the 6th
Annual Intenational Caonference oninformation Warfare and Secuity, Washngton, BC, pp.
11325.

Jang, J, Brumley, D & Venkataraman, S 2011, ‘Bitshred: feature hashing malware for scalable
triage and seanic analysis’ Proceedings ofthe 18" ACM Confeence m Conpute and
Communicatbns Security C&'11 ACM, New York, NewYork, United Stats, pp. 89-20.

Kerneimode 2014Kernelmodenfo: a forum forKernelmocde exloration, viewed 10 Janugr
2015, <htp://www.kemelmode.nfo/>.

Kirat, D, Nataraj, L, Vigna, G & Manjunath, B 2013, ‘SigMal: a static signal processing based
malware triage’, Procealings d the 2™ Annual Computer SecuyitAppi cations Conference,
ACSAC 13, ACM, New York, New York, Unied Staes, pp89-98.

Lachow, | 2013Activecybe defeng, a famework forpolicymakers The Centefor a New
American Secuty, Wasington, DC

Ligh, M, Adair S, Hartstein B & Ribad, M 2011, Malwareanalys's caokbook Wiley,
Indianapolis, IndianadJnited States.

McGee, S, Sabett, R & Shah, A 2013, ‘Adequate attribution: a framework for developing a
national policy for private sector use of active defense,” Jourral of Busines and Technology
Law, vol. 8, no. 1, pp.-48.

MITRE 2012aA new cyber dehseplaybook MITRE CGorp., McLean Virginia, Unite Staes.

——2012b,A public reponse o energing explas, MITRE Corp., McLean Viginia, United
Staes.

Offensive Conputing 2014 Open malvare: mnmmunitymalicious code reseancandanalyss,
viewed 15 [canber2014, <htp://www.off ensveconputing.neté.

Perdstein, R Silva, J& Valenine, J D12, Strakgic Forecasing, Inc., Canputer Forensic
Investigation, VerizonBusines Seurity Solutions eport, vewed 10 Jauary 2015,
<http://www.scrbd.can/dod229802114%tratforInvesigationby-Verizon>.

Provos, N & Holz T 2007 ,Virtual honeypotsAddisonWesky, Upper Sadel River, New
Jessey, Unied Stées.

82

Journal of Information Warfare



The Role of Malware Analysis for Techical Intelligerce inActive CyberDefense

Quinlen, T 012.Whitepaper: autonated malware analsgis, Norman Shak Co., viewed 25
November 2013, <htp://normanshak.com/resouce-centr/>.

Raman, K 2012, ‘Selecting features to classify malware,” InfoSec Sotnwest 202, Austin, Texas,
United Sttes, viewed 2Februay 2015,

<http://2012.inbsesouthwestcomfiles/speatr materials/

ISSW2012 Selecting_Feaures_bo_Classfy _Malware.pdf>.

Raymond, D, Cross, T, Conti, G & Fanelli, R 2013, A control measure framework to limit
collateral damage and propagation of cyber weapons’, Proceedings othe5™ International
Conferene on Cyber Conitt, Talinn, Estona, p. 15671.

Rearden, J 1997, ‘Koga’s Zero, an enemy plane that saved American lives,” Invertion and
TechnobgyMagaine, vol. 13, no. 2, vewed 21 Februgr2015,
<http://www.innovationgateway.org/content/koga’s-zero-1>.

Schmitt, M, ed. 2013The Tallnn manual on he international law applcable to cyberwarfare,
Cambridge Univesity Pres, New York, United Staes.

Sengupta, S 2012, ‘Arrests sew mistrust inside a clan of hackers’, NewYork Times7 March, p.
Al.

Sikorski, M & Honig, A 2012 Practical malwareanalysis, No Stach PressSan Franisco,
California, United Sttes.

Skoudis, E & Zéser, L 2003,Malware: fightingmalidous @de Prentice Hll, Uppe Saddé
River, New Jersg, United States.

Spitzner, L 2002Honeypotstracking hackes, Addisam-Wesky, Uper SaddleRiver, New
Jessey, Unied Stées.

——2003, ‘Honeypots’, SecuityFocus onine forum, viewed 15 Becember 2014,
<http://www.secuityfocus.om/archive/119>.

U.S. Army 2006, TECHINT, Multi-savicetactics, techniquesand proceduresof technical
intelligenceoperatons, AV 2-22.401 U.S. Departmentof Defense, Veshington, DC

U.S. Deparimentof Defense2007,Joint Intelligence JointPublication2-0, U.S. Departent of
Defense Washngton, OC.

——2010,Departmenbf Defanse dctionary ofmilitary and assocated terms, JoinPublication
1-02, U.S. Depamentof DefenseWashngton, DC.

——2011,Departmenpf Defense straggy for operaions incybespace,U.S. Deparient of
Defense Washngton, OC.

83

Journal of Information Warfare



The Role of Malware Analysis for Techical Intelligerce inActive CyberDefense

U.S. v. Monsgur 2014 Case 111-cr-O0666LAP, Doaument 30, ‘Sentencing submission by
USA as to Hector Xavier Monsegur’, U.S. District Court, Southern District of New York, 23 May
2014.

Walden, 1 2003, ‘Honeypots: a sticky legal landscape?’ Rugers Conpute and Technalgy Law
Journal vol. 29, no. 2, pp. 3270.

Willems, C, Holz, T & Freiling, F 2007, ‘Toward automated dynamic malware analysis using
CWSandbox’, IEEE Searity and Pivacy, vd. 5, no. 2, pp. 329.

Wong, T 2011, ‘Active cyber defense: enhancing national cyber defense,’ (thesis), Naval Post
Gradua¢ Shool, Monterey, California, United States.

84

Journal of Information Warfare



| Want My Smartphone. | Want It Now. And | Want to Connect to Everything
from Anywhere...Now!
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Abstract: Eventhe classified engerprise is going mobile Trolls and Luddites canrot preventit.
But the bridge to be crossedto mobility nirvana (a seare, cheap,and userbdoved sysem)is
still rickety with many places where one canfall into the chasmof lost data. The forces of
malware,usersloth,shaldy componentiesgn, and poor sysemarchitecure arearrayedagainst
safepassageBut oneis not alone.Assstingthe crossing are a numberof lawsrequiring privacy
and sealrity measuresgovenmentprogramsthat inducesuyperior products, policies written for
both public and private sedor erterprises, standardsbodies and, most of all cusbmers
demandingsearity from vendos. This paper will look at the mobility mission, the threat to
mobilg the seaire enterprise architecturesusingdeensein depth,the state of searity in system
component&and howthat is being improved through anumberof efforts, andthe impactof new
technobgy.

Keywords: Secue Mohility, Architecture, Policy, Eterprise, Cyberseurity, Risk, Mbile Devce

What the User Wants; What the User Needs

If acapdility or featue exigs in the consurar mobile pace it is dmostceitain tha there will be
sone popuhktion of enterprse uses who will find a business ‘need’ for it. There is generally a
significant gulf betveenwhat the users canfind availabk on the openmarket, andthus desre,
and the feaures and cambillities that the enerprise detemines are necessaryto cary out the
misson and ae supportable by thenterpriseinfragructure.

The Defenselnformation Systens Agency(DISA) DoD Mobility Enterprise Capabiliteslays out
the device and sysem features neeakd by their cusbmers (DISA). Thesefall into the following
cakegaies: office capailities, Unified Communicaton capadilities, collaboration savices,
enkerprise savicesapplicaions, misson partnerappications, device security, and secue access
to the Defenselnformation Systens Network (DISN). Other than the DISN connecton ard
DISA/DoD gecfic enterprise appsthis ligt could suffce asan outline for st enterprises.

The Govermrment Mobile andWirelessSecuity Baseine (Fedeal CIO Council 2013) providesa

broad sd of use cases and capdilities for individuds who need to interact with the fedesal
govenmentfrom the geneal pulic to National Secuity Sysens uses.
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Searching the web for ‘enterprise capability requirements for mobile devices’ and ‘user capability
requirements for mobile devices’ doesnot yield asmuch dispesion asexpeckd. The enerprise
results cenered strongly on mobile-deviee managenent and mobile-appmanagenent asdid the
user results. Swapping ‘user features’ for ‘user capabilities’ only broadened the topics slightly,
returning a 2007 study by Gebaler, Yang and Baimai on user requirements of mobile
technology. While out of date in terms of specific technologies, the study’s results had
functiondity chamcteristicsorderedas follows by usersuwey: multi-functionality, information
aceess voice, messagig, canera, enertanment, andproductivity.

The Enterprise Must Be Protected

Commercial enerprises have a business and fiduciary need, andlikely a statuory privacy
requirenment to protectenterprisedaa from loss U.S. govenmentagenees are regulatedby both
policy and saitute, and a nurhber of these pply specifically b dat and network prottion.

The Healh Insurance Portahlity and Accountability Act (HIPAA) is probaly the most widely
known privacy law inhe U.S. The patmentof Heath and Human Seviceswebste states

The HIPAA Privacy Rule estillishes naional standarddor giving patients the right to
acessand requestamendnent of therr protected heath informaton (PHI) as well as
requestingrestrictionson the useor disclosue of suchinformation. The HIPAA Secuity
Rule esablishesa naional setof searity stendards for the confidentality, integity, and
avalability of electronic protected leath information (HHS 2015)

Any enity that produes, transnits, proesses or stores PHI is subgct to the requirements of
HIPAA. This hasresuted in searity improvanents in mobile devices usedin the hedthcae
indudry, primarily tablets andlaptops, but the technologes, suchasencrypteddata starage, carry
across product linesto consuner devices aswell. McLaughlin and Cresponote a number of
addtional data searity regulationsfrom the Feceral Drug Administraton andHealthandHuman
ServcesDepaitment, aswell as pading legslation to increase pradction (2013)

Nationd Inditute of Standardsand Technobgy (NIST) Specal Pubication 800-53 (Secuiity and
privacy cortrols for federal information systemsand organizations) was created to “provide
guidelines for selecting and spedfying searity contols for organizations and information
systems supporting the executive agencies of the federal government” (NIST 2014a). SP800-53is
a foundatbnal IT securiy requirenents da@umentfor U.S. govenmentagenaes.

Executve Order 13636 (EO13636) Framework for improving critical infrastructure
cybesecurily issued Febuay 12, 2A.3, states

It is the policy of the United Statesto enhancehe searity andresilience of the Nation's

critical infrastructureand to maintan a cyber environment that encouragesfficiency,

innovation, and econanic proelty while promoting safety, searity, business
confidentality, privacy, and civil lierties. (Obana 2013)
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Critical infragructures are rmare numerous han ae mght think sincethey include

sysens and as®ts, whether physcal or virtud, so vital to the United Staes tha the
incapacityor degruction of suchsygems andassetsvould havea debilitating impact on
sealrity, naional econonic searrity, naional public healthor safety,or any combination
of thosematters (Obama 2013)

EO13%36 tasked the Depatment of Homeland Secuity (DHS) to produce a cybersearity

framework, which they have done The framework for improving critical infrastructure

cybesecurity verson 1.0 was publishedby NIST on 12 Februay 2014 (NIST 2014b). This
dynanic framework document seves as a guide for any enterpise and providesbest practices
devebped ly a goup ofgovenmentand pivate-sedor participans.

DHS’s National Cybersecurity and Communications Integration Center (NCCIC) is one enity
tha spans all domeins: defeng, intelligence, civil critical infrastuctures, and law
enforcenentcounterintelligence (DHS 2015). The U.S. Computer Emergency ReadiressTean
(US_CERT) falls under NCCIC, as doesthe equialent organization for industrial cortrol
sysens.

The Departnent of Defense (DoD) cybesecurity is govened by a number of docunens,
beginnhg with DoD Instruction 8500.01 (Taka 2014). It addesss cybespace defense,
integation and interoperability, identity assirance, cybewsecunty workforce, and risk
managenent The DoD CIO Terry Takai aso createdthe Departnent of DefenseCommercial
Mobile Device Implementation Plan to specifically guide the department’s programs to deploy
comnmercial mobile technology (Takai 2013). The two main thrusts are that Mobile Device
Management(MDM) should be partof any mobile devicedeploymentandtha the devicesobtain
thar appsfrom an enerpriee Mobile Application Store. It aso addessesFirstNet, the naional
celular first-respondernetwvork that DoD personnel can use. FirstNet shoutl provide the
enerprise greaterinsight into how its devicesare behawng on the cellular trarspat pat of the
sysem

What’s the Worst That Could Happen?
This techndogy is cool; what could gowrong?Next, this paperexamnes the threats to mobile
devices andvhat mght resultif one ofthese hreat adors corducts an attack.

What are the threat® This analyss beginsby asgssingwhat a persan hastha someoneelse
might want or might benefitfrom having. The threat conesfrom the person or organizationthat
wantsthe information or propety that the targethas.The threatactorsbelow are categorzed by
thar motivation.

e Criminals: If it hasvalue andcanbe conveted to moneythere will be sameonewho wil |
be interestedin taking the information or dat. Theseare the inveteratephishers, dargling
variousbaitsatthe endof anemal, webpage,or text messge. Theyinvite readers to just
click onthis tasty morse to be rewarded.Only laterwill the pull of theline befelt. Many
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of the big news commercial data breachesre the result of criminal organizaions steaing
the personalandfinandal information of enployeesandcustoners. Thereis a flourishing
internaional market for this data. Ransenware is a burgeoningand profitable criminal
puraiit thatwill be dscussel later

e Amateur hackes/enthugasts: Thesepeopleare out to gain streetcredbility, are cuious,
or aejust practicing skls and techniques.

e Indudrial espionageThisis criminal adivity butis practcedby a different classof actors
se&ing information of value to a conmercial client. Itis allaboutintellectual propeaty.

e Terrorists: The goal could be destuction, publicity, money, or leverageto negotide for
sone oheroutmme.

e Political ideology: While it has several facets, the Sony hack falls mainly into this
cakgay. The North Koreanattackes intendedto effecta policy changeat Sony (Do nat
releasethe movie The Interview!) through publication of embarrasing emal, posting of
movies notyetin theata's (financial loss) andthreat of further information releases.

e Nation-State espbnage: These are the top-shelf adversaries,although nation states
conprise a spedrum of abiity. And ther targets comrise a spectrumas well.
Governnents want infomation aboutthe intertions, capailities, finances,and personnel
of otha govemments or enities. Nation states also tendto havethe largestbudgés, the
besttrainal opemtives, acessto neede technology, and pesistene. National policy
genedly dictatesthe targes and policy changesslowly. Thus, a naton stae can often
take a norelenghy andcareful dtadk pah becase he godis endumng.

What Arethe Bad Outcomes?

If an attackeris successfl, whatcanhe or she achieve?These are the eventstha compute and
netvork defense are intended to prevent. Damage to an enermrise has to be measurd
individually. Whatis worse:havng aconfactlist stolen,losing ax emal, missng anappontment,
having awebsie defacd, or siffering a falsdinancal transacton? It depends. The fldwing bad
outcomesare orderedioosely by the increasingsophidication of the attack needé to acamplish
them.

Denial of sewice to the usercan be a rather crude attacktha can result in anng/anceor in
significant loss.Malware cancorupt or diseble adevice. Thereare many bits of code,apps,or
evenmalformed packés tha can placea device into an ungable state.The worst of them will
break a devicesuchthatit cannotbe recoveral, and might only be ale to beresetto the factory
defaultstate Any atteck tha can disruptthe narmal opemtion of the device hasthe potential to
prevent a usr from carying out hisor he required busnessfunctions

Enteiprise secuity measure detect an attack on or intrusion of the device and deny the user
enermrise access. This is a good thing from the perspectiveof the enterpise, but the userstill
suffers. If an attacker’s goal is to take mobile employees offline, then deploying some noisy
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cheap attack that triggers the device’s or enterprise’s defenses to deny the device access could
suffice.

Ransanwaredenies a useraccesdo his or her data. Both individuds and enterprises are victims
that hawe to pay the attackerfor the meansto decypt the victim’s data which the attacker has
enciypted. Open source enciption algorithms avaiable to attackers,suchas AES, are strong
enough that a victim’s only options are to pay up or to abandon the encrypted data.

If the data on the deviceitsdf is not protectedby enciyption, then it is quite straightforward to
removeit if anattacker gansphyscal acess Unencypteddatis morelikely to beacassibleby
a varety of appications including any malware. If a passvord or paticular appis neeced to
acessthe data, it places anoher barrig in front of the atacker. An attackercould alsoremotdy
acessenciypted daa fil es, but then he or she would needsome meansto deaypt them to gain
access.

The data on the device canbecone corruptedand madeunrecoverable Evenif the attack does
not resut in daktheft, the data can be lost to the use. Malware can orrupt the data onthedevice
intertiondly, as a result of trying to acessit, or asa byprodud of corupting the storage,
memory, orl/O systens. When theattacker isna paid, ransanware is a formof this attak.

Usercredetias (usernane, passvord, andcerificate) are removedfrom the device andare used
to access the enterprise from an attacker’s system. If loss of the user credentials is not detectedor
reported, the attacker can masquerade as the user and gain ‘legitimate’ access to the enterprise
and al theinformaton that he wseris autharized to ®e.

Enteiprise data can haveonsderabe value. It could be custaner information for financial gain
(credit cad or bankinginformation), clientlists, intell ectud propety (designsplans, blueprints,
proposls, etc.), or enployee data. Genera exanples of ernterprise intrusionsare Sony (though
there were significant misdeed$eyond data thett in this ca®), Target,Home Depd, JPMorgan
ChaseandStapks(Hardekopf2015).In noneof thesecasesvasa mobile deviceknown to bean
attack vecor.

Enteiprise datais corrupted, andtrug in datintegrity is lost. Ths could be a worseoutcome than
theft of the data. Imagine if the enterprise’s financial data is corrupted (changed) and not
detected.The corruption propajaesthroughthe backupsystemuntil thereis no unateredcopy
remaining. Now the enermprise is facedwith finangal dat tha cannotbe trusted.The attacker
could also inset emal, ordes, instructions, or evens into the enerprise busnesssystems that
might sow dscord and dsruption.

Use of a mobile device to infiltrate the enterprise is one of Bitdefender’s Top 5 threatpredictions
for 2015 (Ban 2015). A mobile device canbe usedto introducemalwareto enerprise systans.
Once a device is compromised, the attacker can leverage the user’s legitimate enterprise access to
survey the parts of the enterprise network aceessibleby the userandto look for vulnerabilitiesor
weak intemal searity measurs tha can be exploited. If the user has pemisson to install
applications, then the attacker can take over the user’s internal machine or can add capability to a
roaming profile.
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The mobile deviee can be usedas an exfiltraton pah. A legitimate user with access tothe
entkerrise opensa communicaton channé betweenthe mobile device andthe enterpirsetha can
be leveragedby malware adready inside the enterprise network to route datathroughthe mobile
device’s wireless public network interfaces to the attacker’s network. Because the enterprise has
sone trustin the mobile device communication routedto it, the informaton may come underless
scuutiny andthus may be alessrisky way to extract information. Using WiFi or Blueboth, the
attackercoud avoid moving dat acrossthe Intemet by usinga listenng postto communicate
with the victim’s mobile device at convenient times and locations, such as at home, at a regular
stop,or durng a comrte.

Secure Mobility Architectures

A mobility architedure mustfirst suppot the enterprise seavicesand capabilities required by the
user Making it secure, espeially for classifiel networks,tradtionally meantdevebpment of
purpo®-built devicesard softwarethat was largly standalonein ternms of seairity. This becane
anunsustainablgath due to the costanddewelopmenttime; the sdutionswereout of date by the
time they wereready b deploy.

The National Secuity Agency (NSA) devebped a seaire mobile sysem architectue tha is
descibed in the Mobile Access Capabiity Package(MACP) (NSA 2014). It is basel on
comnercial conponens and standad protocols. The MACP is derivedfrom the first CP in the
Commercial Solutons for Classfied (CSIC) Program, the Mobility Capability Pakage,andis
the bass for sevea systeminstantigionsaccreded for classifieduse(NSA 2015b).The MACP
cals for thefollowing fundanenial searity measurs.

Encrypton of da@ in transt (DiT) is a basicprivacy measureandis one of the oldest security
measurs in netvorking. The MACP calls for two indeperdentencrypton layers using standad
protocds and Suie B aforithms (NSA 2015c).

A layer of DiT tha providesanaddtional searity functionis a Virtual Private Netwak or VPN.
The VPN is an enciyptedtunnel betweentwo devices—in this cae bdweenthe mobile device
anda VPN concentrator at the bourdary of the enerprise. Having an always-on VPN meanstha
themobile device’s IP traffics all routesto the erterprisewhere thetraffic canbeinspected. If the
VPN is not alwayson, then the mobile device cancommnunicate directly with the Intemet, thus
exposng it to atbckers. This is callal ‘split tunreling’.

User and device cettificatesshauld be storedin hadwarebackel memory, suchas a Secure
Element Trusted Plaform Module, or Hardware Security Module. These chips implement
cryptographickeying functionsthat interactwith appications while keepingkeysandcettificates
secureThecettificatescan bethe mostvalualde thing ona mobile device, since they canprovide
an atacker \alid accesso theenterprise networkand daa.

Mobile device managenent (MDM) sydems typically consst of a client app on the mobile
device and a sewer in the enterprise. The MDM client enforcesa secuity padicy sd by the
enerprise, but this is done at the aplicationlayer of the mobile device and thus the MDM has
less cortrol pemisson. The MDM is also limited by the applcation progamming interfaces
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(APIs) thatthe manuacturer makesavaiableto the applicadion layer. This varieswidely betveen
manuacturers andrequires MDM vendos to producemultiple vesions of the client apptailored
for eat device model Devices with a smaller market sharemay getfew or no compatibleMDM

clients. Enterprise Mobility Managerent (EMM) is a newerterm tha encompasss MDMs and
adds n systen, user, andrgerprise ®1vices poicies.

Monitoring is one of the key searity conporents of a canposed commercial soluion. The
soluion is viewed as an enire sygem and not just the user device monitoling must be done
whereverand wheneverpossble. Intrusons into the system can occu a almost any point. The
defenseof the sysemis base& onthe layered security—defensein dept. It is a giventha there
are vulnerabilities in the conponens andweakneses in the architecure. Thelayering of searity

measurs is desgnedto require tha the atacker defeainultiple bariers beforegaining acessto

data. Wherever these bariers are, they shoull be monitored for failure. The MACP hasa new
netvork domain, geneally referred to asthe Grey network. In a traditional classfi ed network,

there is a Black or unclassfied domain anda Redor classfied domain. The connetion betveen

thesedomains canbe a Type 1 cettified enciyption device, a guad, or a crossdomain solution.
Classfied datais protected by a single layer of strong encryption whentransitng an unclassified
netvork resulting in a Black/Red interface paint. In a CSC architectue, thereare at leasttwo

layers of comnercial encryption. They are terminated on the erterprise side by two disaete

devices thus, there are two transitionpoints and an intermediate statebetveenBlack and Red

which is Grey. The Grey domain contains no user or enterpriseapplicdion proesss, just singly

enciypted traffic transitingit. The managenent plane shoud be out of band. Areas between

defensivelayers,suchas the Grey domain, are ideal placesto monitor for intrusions The traffic

andflows in the Grey shoutl be well behavedandfollow just a few protocols It is a quiet space
asopposedo the noisy Black andRedandamenableto a small tight rule set An attackermust
cross he Gry  reach the Bd anddiverge from thenornmel flows to do so.

Encrypton of Data at Rest(DaR) is necessary if sen#ive data will be stored on the mobile
device. Devices will be lost and stolen. Recovering the user’s and enterprise’s data from an
unencypted device is straightforward. Tools for this job abound, and free softwae from the
deviee manufactuer designedo let the usermanagethe devicewill oftensuffice. Evenwith DaR
enabéd,thereare many poorimplemenatons.If the device hasno hardware-backedmemory for
key storage, the encryption key will be written to the system partition of the device’s memory and
can berecoered with forensictools.

A hamdware Root of Trust (RoT) is the security anchorof a mobile device. It is animmuteble
function thatis desgned into the chipsd. Whenthe device boots low-level hamdware functons
load firmware into memory. The firmware pefforms mostof the basiccomputingfunctions and it
also loads the opeiting sysem An RoT authenticatesthe firmware ard ateststo its integrity.
With thefirmware now trusted,it canperform anintegity checkonthe opemtingsystan, andthe
opeiating systan in turn cheds apgications. Thus, the device canstartfrom a known goodstéae.
This is not a perfect defensebecaisethe systen canbe dynamically corupted once it beginsto
communicate with externaldevices.But the userknowstha, aslong asthe device hasnot bean
phystally tampered wih, a iebootwill return itto a known good ste.
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Anotherdesktop andserverseairity mechalism now appeang in the mobile spaces the Virtud
Mobile Device (VMD). A VMD in the form of a virtual machne mobile opeating sysem is
launchedon a sewer in the enterprise.An appon the physcal device canecs to the sever ard
the VMD supplants the display of the physicaldevice with tha of the VMD asa thin client. To
the user, there is no difference in the operating environments. The VMD’s apps run on the server
and, mostimportanty, all enterprig datastays in the ererprise An erterprise Bring Your Own
Device(BYOD) capdility canbe enableal by placing oneVMD client app onthe mobile device.
If the deviee is ageny owned,then more device searity shoul be applied with an MDM ard
othe hog-basel measurs. The usercertificate canstay in the enerprisewhereit is moreseaire,
and a deice cetificate @n be usd for aulertication with the enerprise bounday.

Enteprise-side searity measure include ercryption (TLS 1.2) of the connetion betweenthe
device and the enterprise,a VPN laye for additional securiy andrisk reductionif desred, a
bounday firewall, isolaton beéween the VM within the serverprocesontiols (MAC policy)
in the sever to limit resourceacaess by the VMDs, and managenent of VMDs by an MDM
client.

Detemining the searity value or strengthof a produd canbe a dauntng task for evena well-

stdfed enterprie. The primary souccesof information are produd literature (naturally biased),
reviews by magaines, searity websites and bloggess, andword of mouth from colleagies. An

unbiagd evaluationhasbeendifficult to come by. The CSIC program hasa listing of appoved
conmponentproduds thatcanbe usedto compose asecuresoluion following the architecturein a
Capabiity PackaggNSA 2015a) Mobile tecmology is the faste$ growing areain this list. The
proaessto becone alisted CSC componentstars with cerification by a National Information

Assurance Parnership (NIAP 2015) accredted lab for compliance with a NIAP Protection

Profile. Protecton Profilesare asd of searity requirenents, both thresholdand optiond, and
include assuanceactivties the lab usesto validae the security functions Thereis a wholefamily

of mobility-related Protecton Profiles coveing all conponentproduds that perform a searity

function (NIAP 2015).While not every conponentusedin a CP hasa listedprodLct yet, asthis
list growsit will becone a vdued resourcedor scure systendesgners.

Mobile Technology Future

The nearterm mobile technologyfuture holds some promise to deliver produds with improved
sealrity podures andsame new mechansns tha canbe addedto existing seare archiecturesto
provide addional layersof deense

Virtudization createsa non-physical instanceof a device that is hosted by a physcal device.
Primarnly this hasbeenwithin sewers, but workstaions and othea typesof devices canrun a
virtual machne (VM) as well. The interface betweenthe physical deviceandthe VM is caled a
hypewisor. Thereare two primary types: Type 1 sits betweenthe VM andthe hadware while
Type 2 sits betveenthe VM and hostoperatingsysem (Popek& Goldberg 1974). TheseVMs
have a level of isolation or indirection from the physcal device and its operatingsysem
According o one didy,

That indirection makesit possble to drawv a nea line around evelything tha is insidea
virtual machne and clearly distinguish it from what is on the outside. By carefully
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managng the interfacebetweenthe virtual machineandits ervironment, a hypewisor can
prevent softwarerunning in a virtual machne from direcly accessingthe hypewisor,
othe virtual machines, o the rest oftie outgde world. (Sanda 2011)

Weamblesmight becone tokens for the mobile devicesproviding a physically se@rate storefor
credentials, keys, and da@. They would communicate via Blueboth or Near Field
Communication (NFC). The concept is thatthe weardle and mobile device are pared and must
be sufficiently close, within sone spedfied distance,for the mobile deviceto accessthe weardle
andbe alde to functionin a seawre mode.Nick Jones(2014) cautions that “Personal accessories
suchas smart watchesdisplaying email and messagesvill posenew searity and managenent
chalengesfor enployers. Devices that canrecad video will raise many privacy concems, ashas
been demonstrated by Google Glass™ (Jones 2014).

A recentpost by Emma Ban (2015) of Bitdefenderon the Top 5seairity predictions in terms of
technobgy devdopmentsand practices in 2015 listed machine learning algorithms for attack
detectionand network defenseandstronge BYOD policies asnumbers one andwo onthelist.
Given therapidity with which malware can morph to defeatsignatue-basel detection schemes,
behavor-basedtechniquestha aresef-learning aboutthe device they protect seemto hold great
promise

Can Secure Mobility Be Achieved?

What is secure enough? It is a risk decision. The inputs to the risk ‘equation’ are vulnerabilities,
threat, security measure and mitigatons in the system the beneft of the system to the
enterprise’s ability to carry out its mission, the cost of an attack, and the value to the attacker if an
attack is successful. There is no acceptedmathematical equaion to tie all of thesevariables
togeher.

Onceasydem mobile or tradtional, is built, sameonemustmakethe decsionto deploy it. In the
U.S. govenment, this personis the Accreditation Official (AO), andhe or sheis often also the
CIO or CISO. The ‘go’ or ‘no go’ decision is based on risk. CSfC compliantsysens havea risk
analsis performed as pat of the devebpment and integraion proces. A risk analsis is
produed as part of a Capabiity Package but this is basedon the architecture alone. Known
vulnerahlitiesin the componentsnay not be fully mitigated andmay not havea single defensie
layer protectingthem. Whena sydemis instantiated, the specific prodwcts usedshoud be NIAP
Cerified and CSC listed if so, a body of evaluation dat exists for them Other conponent
produds require sone individual evalation. Analyss then look at varous attack pahs to
determine the condtions andlikelihood of sucessandthe cost of exeaiting the attack Thereare
vulneahlitiesin everydevice andsystem. At leastonemustbe exgoitable, andthere is a costto
exploiting it: discoverycost expoit-devebpment cost, ddivery cost, and the paential cost of
being expo®d shout the exploit be discovered and atiributed to the attacker. Risks are then
cakegaized, ofen as hgh, medium, or low. A more grauar and neasurdle process is desible.

Insurance companies are startingto offer cyberrisk insurarte, so profesiond as®dations (such
asthe RiskManagementSociety) ae¢ devéoping indudry processe$o assescybe risk. The US.
govenment also has a Risk Managerent Framework (RMF) that transfoms the prior
Certfication & Accreditation processes (RMF 2014). The RMF was devebped to ensure
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conpliancewith policy andis implemented througha nunber of NIST andFIPS publicationsas
noted in Figure 1, below (NIST 2014a) A circular processsuchasthis shoul be followed and
repeded on a regular bass becaise the operting envirorment (and, thus the premises under
which the rsk dedsionwasmade)is coninually changng.

Secue mobility can be achieved. It is a matter of an individual enterprise’s decision based on the
risk andreward. Sone enterprises have sad yesandothas no, andthere is a spe¢rum of mobile
capailitiesandacesss tha hawe beendeployedbasel onrisk accepance Commercial mobile
technobgy is beconing more seare becaiseof privacy laws, the move to perform bankingand
financial transadions with mobile devices, ard cusbmer demand from both consuners and
enerprises. This postive devebpmentis condtioned by a parllel increasein threat actorfocus
on mobile chnobgy.

Architecture Description Organizational Inputs
+ Mission/Business Processes Starting s Laws, Directives, Policy, Guidance
+ FEA Reference Models Point = Strategic Goals and Objectives
= Segment and Solution Architectures s Information Security Requirements
= |nformation System Boundaries » Priorities and Resource Availability

Repeat as necessary

' Step 1 .
CATEGORIZE

Information Systems
Step 6 FIPS 199 / SP 800-60 Step 2
MONITOR SELECT
Security Controls Security Controls
SP 800137 FIPS 200 / SP 800-53
RISK
f MANAGEMENT ‘
FRAMEWORK
Step 5 Security Life Cycle Step 3
AUTHORIZE IMPLEMENT
Information Systems Security Controls
SP 800-37 SP 800-160
Step 4
ASSESS
* Security Controls «
SP 800-53A

Note: CNSS Instruction 1253 provides guidance for RMF Steps 1 and 2 for National Security Systems (NSS).

Figure 1: Risk Managyenment Famewak

Conclusion
Mobile devces are here to stay, and secureintegation of them into the workplae poses
significant issuesThetechnologyitsef is largely consuner-driven andis transformng at a fager
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pacethan mostenerprisescan acommodat and fasterthan searity policy can bedevebped.
Secuity capability itsdf in mobile devicesfollows behinddewelopmentof newfeatuessince the
shiniest ‘dooflatchey’ is what drivesthe market Thankiully, consuner demand for privacy ard
regulationsurroundingbankingand payment appshaveshatenedthe lagbetveena new device
or application’s release and implementation of security measures. The security professional faced
with protecting anentkemriseconnetedto mobile deviceswill alwaysbe chalengedto deemine
the risk of pemitting wse of the latest mobility breakthrough and finding sufficient mitigating
mechanisms to bring the risk into badance with the reward. The employment future of the cyber
defenders bright.
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Abstract: Software-Defined networking (SDN) presernts a new way of thinking about and
operaing comnunication networks that is revolutionizing the neworking industty. This paper
first describeshow a core tenetof SDN—a logically centraized network contol plane—enabks
dynamic fast,and predictable changsin netvork behavor. Next,the authors showhow network
operators can use this capability to transform defensive cyber operations from today’s labor-
intensive, static processes into aubmated,agile respmsesthat are capabk of dealing with
tomorrow’s cyber threats.

Keywords. Softivare-Defined Netwdks (SDN) OpenFlow, @fensve Cyber Operations (DO)

Introduction
Over the last several years, the computer networking community has begun to think

differently about designing and operating communications networks. In the past, network
designers and operators focused on individual boxes and the network protocols running on
those boxes. Recent attention has turned to a more holistic view of the network whereby a
centralized mechanism allows designers and operators to treat the network as a single
entity. This new perspective, called Software-Defined Networking or Software-Defined
Networks (SDN), represents a fundamental shift in thinking and presents a significant
opportunity for new types of Defensive Cyber Operations (DCO).

BecauseSDN is such a fundamentd changeand a relatively new idea, many groups have
devebped theirown (sometimesconflicting) definitions of the concept. Althoughthes definitions
will likely convege asthe techndogy matures, for the purpcsesof this paper the authors propose
a definition bas@& on OpenNetworking Foundaton (20150. SDN is a communicatons network
exhibiting o charateristics:

1. Modular neawork hadware and sftware and
2. Logically centralzed cantrol usingOpenFlow as a blding block.

The first SDN chamacterstic can bedescibed by drawing a compaiison with traditional network
devices. Traditional devicesare sold by vendos that bundlehardwarewith ther own proprietary
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software. In contrast, SDN allows consumers to combine network hardware from one vendor with
network software from another vendor. This model is similar to a computer on which consumers
can install one vendor’s operating system on a different vendor’s hardware.

The second SDN characteristic requires a more in-depth description of a network device.
Typically, network devices are described as consisting of a number of ‘planes’ that implement
different functionality. For example, a device’s data plane takes packets that arrive on an input
port and forwards them out of an output port, and a device’s control plane instructs the data plane
how to forward different packets out of the device’s various ports. (For example, a router chooses
an output port based on a packet’s destination IP addresses.) In a traditional network device, the
control and data planes are bundled together inside the device, and they communicate with each
other via the vendor’s proprietary protocol. In contrast, an SDN separates the control plane from
the data plane and standardizes OpenFlow as the protocol they use to communicate. This model
allows a network device’s control plane to exist in a physically separate location from its data
plane. As a result, the control plane can be implemented on multiple physical servers that the
network device views as one logical server (which is often called an SDN Controller), and that
logical server can act as the control plane for multiple devices in the network (Open Network
Operating System 2015; OpenDaylight 2015; Ryu 2015). Furthermore, applications can be written
on top of the SDN controller to make the network behave in certain ways.

Figure 1, below, illustrates this architecture. This situation is analogous to how a supervisory
module controls multiple line cards in a chassis router. The difference is that SDN enables the
physical separation of the supervisory module functionality from the line cards, and standardizes
the protocol for communication. A key consequence for DCO is that network devices will only
forward packets into the network if the SDN Controller has explicitly instructed the device how to
handle those packets. Although many alternatives to OpenFlow have been proposed, the authors
focus on OpenFlow because, at the time of this writing, it is the only multi-vendor protocol that
gives the control plane fine-grained control over the data plane. That fine-grained control enables
many of the DCO capabilities discussed below.

Q A Functionaiity Optimization
Network Control
User

User Network Apps Operator
Interface Security  Troubleshooting Interface

O
-

Operator

NETWORK
— -—
— -—
Bare Metal Bare Metal
Switch Bare Metal Switch

Switch

Figure 1: SDN Architecture
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Proponerg of SDN arguethatthesetwo chamactkeristicswill provide numerousbenefts to nework
opeiators, including reducedCapital Expendiures (CAPEX), reducedOperaional Expenditires
(OPEX), and more innovaive network capadoilities (Heller et al. 2013). Becaus the primary
benefitof modularnework hardware andsoftwareis redu@d CAPEX andOPEX, therest of this
paperwill not focus on tha aspectof SDN. In contast, logically centalized contol of the
nework via OpenFlowcan not only lower coss, butit canalsocreat opportunities to implement
capailities tha improve defensivecyber opektions. For exanple, certralized néwork contol
allows an organizationto explicitly spedfy whatandhow deviaesconrectto the network; fine-
grained cortrol meansthat network opelators canmonitor andrespondto very spedfi c daia flows;
and centralzed control combined with fine-graned cortrol resuts in predictable nework
performancetha operabrs canuseto respondto network events Many of theseideasappea in
thefirst research effortsrelated b DN (Casao etal. 2007.

Therest of this paperdesciibes SDN capailities tha improve DCO (removingleaming from the
netvork, dynamc acesscontrol, and rapid response) desaibesopenquestons relaied to SDN
and D@, and oncludes with a review of the papeand dook towad the future

Eliminating Network L earning

One reason for the Internet’s great success is the ease with which different organizations can
connet via a canmunications network (Caesa et al. 2010). Tradtional nework leaming
protocds, such as SpanningTree Probcd (STP), OpenShorestPah-First (OSPH routing, and
AddressResolution Protocol (ARP), result in a ‘default-allow’ connectivity model in which
networksdynamically and aubmaticaly enablecommunicatonswith any new devicesaddedto
the netwwork (Comer 2013). However as organizations becane more dependent on
comnunications networks for misson-criti cal functions the defaultallow connetivity modelwas
no longer acceptable; organizations neeckd the abillity to restrictwhich devieeswere allowedto
comnunicate in order to gualrnee netvork performance netwvork availability, data separation
etc. As aresult, mechanisms suchasVirtud Local AreaNetworks (VLAN s) and AccessContol
Lists (ACLs) were layeredon top of the defaut-allow comecivity model in effect creatinga
‘default-allow-restrict-later’ model. From a DCO perspective, this model is equivalent to building
in searity after the fact, which often resuts in a patchvork of rulestha makesit difficult to
implementseairity policiesor evendeemine whetherdesied searrity policies are acudly beng
enforced.Furthemore this model opensup attack vecbrs for spoofng and cachepoisming.
Instead of layering addtional ruleson top of existing learning protocols the authorspropos using
SDNto aeate a gcure retwork by elimnating the leaning piotools entiely.

A desciption of how to eliminate ore learning protocd, ARP, in a Data CenterNetwork (DCN)
using SDN’s logically centalized contol illustrates how this model might work. This model
beginswith the premise tha implementinga secure nework requiresknowing what devices are
conneted to the netwvork. Next, the model leveragesthe fact that modern data certers use
aubmation tools (for example Puyppet Chef to ensue sewersin the dat certer maintan a
known configurdion. In patticular, thesetools areusedto store nework topology information, as
well asto preconfigue the IP addessef severs acording to the servers’ physical locations in
thedata center.
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Sincea ndwork deviae in an SDN will not forward packes into the nework until the contoller
hasprovided the devicewith instructionson hav to do so,anapplicdion canbe writtenon top of
the SDN Controller to read the topology, MAC addess and IP addressinformation from the
aubmation tools ad prayram the netvork devces as follows.

First, netwak devicesare instructed to forward packetsout of paticular pats base on the
packets’ destination IP addresses. If the deviceis sendng a packe directly to a sewer, the device
is aso instructed to ensuretha the destinationMAC addressof the packd matchesthe MAC
address of the server by rewriting the packet’s destination MAC address. (The reasonfor this will
becone clear in the next paragrgh.,) Properforwarding behavioris gualanteed becaise the
contoller has received complete topology and IP addessinformation for the DCN from the
aubmaton tools.

Second, netork devces arenstructedo send al ARP packés  a speific sewver called he ARP
Monitor. (For illustrative purpo®s, a applcation ontop of the SDN Controller canbeassimedto
actasthe ARP Monitor.) The ARP Monitor is configuredto geneatean ARP reply containing a
‘dummy’ MAC address (for example, 00:00:00:00:00:00) any time the Monitor receives an ARP
request Correct forwardng behavor is still guaanteedbeause as desribed aboe, packetsin
the nework are forwarded base on IP addess. Thus, the MAC addressin an ARP reply is
irrelevart; the only isste of significanceat this pointis thatthe saver transnits the packe on the
nework.

Operating in this manner facilitates DCO for the DCN in a number of ways. To begin with, it
reduces the attack surface of the system by eliminating unauthorized ARP packets from the
network; since servers will only ever receive ARP packets from the ARP Monitor, spoofing and
cache-poisoning attacks are not possible. It also allows for a more comprehensive monitoring
solution because all ARP packets originating from the network will be sent to the ARP Monitor,
and the ARP Monitor can be configured to alert on unexpected packets. If, for instance, a device
in the middle of the network receives an ARP reply, operators know there is a problem because
ARP replies should only be sent from the ARP Monitor to a server. While this problem could be
as simple as a switch’s failing or a port going down, the ARP reply could also indicate that a host
has joined the network at an unauthorized location. In either case, the SDN can generate an alert
that something is wrong and can allow the network to take action. Finally, this model can monitor
all packets in the network to ensure they contain the ‘dummy’ destination MAC address. If not,
the ARP mechanism has somehow been subverted, and appropriate action can be taken.

Three scalability issues must be addressed for this approach to be practical. First, changes in
network topology (for example, addition or removal of a network device or server) must be
accounted for. As stated above, this model assumes that any secure network must know the
devices connected to it. Therefore, changes in network topology are addressed by requiring that
the network be static enough that all device additions and removals can be recorded in the data
center automation tools. Changes due to temporary link failures are addressed using redundancy in
the network, as suggested by CaesarCasadoKoponen,Rexford, andShenker(2010. The second
scalability issue is related to the amount of forwarding information the controller must configure
on each network device. This issue is addressed by picking an IP addressing scheme to reduce the
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number of forwarding rules the network device needs. Lastly, sending all ARP packets can
generate a high load on the controller in large networks. This load can be significantly reduced by
using the ‘dummy’ MAC address since it eliminates the need to do a lookup on the MAC address
to IP address mapping.

Although the current discussion focusses on a data-center implementation, this model applies to
any network whose configuration changes can be recorded in a database or automation tool. In
other words, this model can be applied to any network whose configuration changes on a
timescale of hours to days. Campus networks, for instance, are a possibility. Also worth noting is
that similar appioachescan be taken to eliminate other learnng protocols, suchas STP and
routing.

Dynamic Access Control

In today’s networks, dynamic access control is difficult to pefform becaise of the limited dat
avalableto opemtors ard the limited controlthoseoperatordaveover network devices(Nayaket
al. 2009).To collect daa tha might be usedto makeacesscontol dedsions(for exanmple, log-in
information or packds a devce geneetes), opelators genedlly must dedoy some type of
hardware orsoftware sesor. To takeacion on the information the s@sorgenestes, qerators will
typically reconfigurenetwork devices manualy. Automated soluions exist, but they ofteninvolve
proplietary hardware and software or they require softwae tha can only suppot a few sekect
piecesof neworking hardwatre. This mode of operation is not scdable andwill not be effecive
agang the g/berthreatsof the future.

By allowing fine-grained contol over how nework devices forward packds, SDN overcomes
today’s limitations and gives network operators the ability to control network access in a truly
dynanic manner. Thefollowing de<ription of how pasie fingeprinting could be usedto cortrol
an endpoint’s network access illustrates this advantage.

First, the OpenFlow protoml provides fine-grained control over a network device’s traffic-
forwarding behavor (Open Netwoking Foundation 20150H. An SDN Controller instructs a
netvork device how to forwardtraffic by sendngit alist of rulesthatdictaie how variougpackes
shoutl be handlel. An OpenFlowrule contains two elenents: a match andan action. The match
elerrent of a rule lists chacteristcs the netvork deviceshould use to deermine if a paiticular
rule appliesto a packet(for exanple, thelLayer2 — Layer4 headerfields). Theactionelementof a
rule tells the network device whatto do with a packe if a paticular rule applies.As a spedfic
exanple, an OpenFlowrule might instruct a neéwork deviceto match packes with a paticular
destnaton MAC addessandtakethe actionof forwardingthe packet out of a paricular device
port

The remainder of this secion desaibeshow this capaility canbe usedto take advantage of the
well-known fact tha the Dynamic-Host Configuraton Protocd (DHCP) can be utilized to
passively fingerprint a device’s operating system in a typical scenario, and how SDN’s flexibility
allows for anumber of differentimplementatons.

An appication on top of the SDN Controler instructs all netwvork devicesto serd all DHCP
packés they receive to a DHCP Monitor. (For illustrative purpogs, it may be assimed the
102

Journal of Information Warfare



Defending Cyberspacewith Software-Defined Networks

applcation also actsasthe DHCP Monitor.) The DHCP Monitor thengeneeates a fingerprint for
the device basel on the DHCP packet and comparesthe fingerpiint to a whitelist containhg
knowngoodfingerpiints. If thefingerprint is on the whitelist,the DHCP Monitor serdsthe DHCP
packe backto the network device along with instructions to forward tha packetto the DHCP
sewer. If thefingerprintis not on the whitelist, the SDN Controler instructs the neéwork deviceto
physcally shut dom theportwheie the DHCP packe arrived.

Theflexibility provided by the OperiFlow protocol allows network opetors to implementthis in
avarety of waystha arenot possble with traditond netwvorks. For example jnsteadof requiring
tha the DHCP Monitor ched fingermrints bdore allowing acces, the SDN Controler caninstruct
the nework device to forward DHCP packes to the DHCP sewver asnormal andalso senda copy
of the DHCP packe to the monitor. In this case acessis grantedinitially, butit canberevokedif
the monitor’s offline analysis returns a negative result. Since the DHCP Monitor is implemenied
in software (perhgs open souce software), network opeitors can castruct it to opemate in a
number of ways: it can che& against a whitelist and only allow acessto known good
fingerpiints; it cancheckagansta blacklistandonly refuseaccess toknown badfingermprints; or it
can keep track of a device’s fingerprints over time and revoke access if a device’s fingerprint
changs. Finally, since the SDN Controller gives opeitors fine-grainedcontol overthe network,
opeiators can decide how to respand to a negatve resut: they might physicaly disale the
device’s port; they could connect the device to an active network profiling tool for further
examnation; or they might sendcopes of all packets originating from or destinedo a devieto a
more soplsticated navork ssnsor

This appoach allows for numerousothe possibilities in terms of the data usedfor access-control
decsions. For exanple, anendpoint’s network access can be linked to its enrollment in an Active
Directory ervironment by havingthe SDN Controler instructnetwork devicesto provide limited
connedivity to new endpoints addedto the network. Specifcally, the network device will only
allow a newendpoint to communicate with the Active Directory sewer. This configurdion stays
in place until Active Directory has made an authorizg&ion decsion and informed the SDN
Controler. The contoller can then take the necesry action to allow or deny network
connedtivity. Organkzationsutilizing othe sourcesof authorizeddevicescanincorporate them in a
similar way.

An important noteis that this appoachhasonly a minimal requirement—nework devices must
implement the OpenFlav protocol. Therdore, it can be supporied by many different hardware
vendos and many SDN Controllers, and can be deployal much more widely androbugly than
today’s vendor-specificsolutions.

Rapid Response

Two well-known shortcomings of today’s networks are that their behavior can be unpredictable
and tha network change can causeunpralictable resuts. In addtion, implemening network
changs s often a manwal process.Thesefactorscombine to maketroubledootingnetwork issues
a time- and labor-intersive processtha cannotkeepup with future cyber threats(Feanste &
Balakishnan 2005; Feamste et al. 2004). By combining logically centalized cortrol with fine-
graned controlover network deviaces, an SDN enabésa multitude of troubleshootirg capdiliti es
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tha cannotbe implemented in tradtional neworks. Thesecapabilities enable DCO by allowing
opemtors to more rapidly respondto the changng operatonal environment For exanple, with
complex flow-monitoring andflow-modifying tools a network opemator canbe alered whenthere
are conplicaions in the nework, wherein the network complicatiors have occured, and what
actons needto be takento resdve the problens. Furthemore, thesetools can run periodically to
enabk continuous,proacive ndwork administration. In the most ideal cag, automating the
responseto the detection of network abnomalities and a periodic check for abnornalities in the
netvork will resut in virtually zero downtime for the majority of troublefooting issues
(Sundaesan et al. 2010) The following anaysis il lustratesthesebenefitsby deseibing a number
of example capailities tha could be implementedas applications sitting on top of an SDN
Controler.

The first cgpability allows netwvork opeitors to deermine whethertwo deviesin the nework
have IP connetivity. In otha words, opemators can easly figure out whetherthe network will
route packes from onedevice to the otha device,a capaility similar to what was propo®d by
Narayana, Rexford, andWalker (2014). For example opertorsmight do this by spedfying a pair
of device identfiers (MAC addesses]P addreses, hostnames, etc.) for the SDN Controler to
investigate.The SDN Controller thenusesits storedtopologyanddeviceinformation to deermine
if the devices are alowed to comect and it queriesall nework devices for their currently
programmed traffic-forwarding rules. The SDN Controlleraralyzesthis information to deermine
if the two devices are allowed to connect and whether the network devices’ forwarding behaviors
are implementing this policy. If the devices do not have connetivity, the SDN Controler can
notify the operator of the specific network devices and forwarding rules tha are prevening
comnunicaton as well as any devices that lack rules to allow communicaton. Taking this
exanple further, network opeitors can configurethe SDN Controler to coninuously evaluae
connetivity betveenmissin-critical devices so tha any interruption is identified as quickly as
possible. This type of monitoring is not practical in today’s networks because of the variety of
protocols that control network devices’ forwarding behaviors, the variety of mechanisms (such as
VLANSs) network operators use to modify devices’ forwarding behaviors, and the vendor-specific
naure of both these things. Any practical implemen@ation of this capdility requires the
centalized, vendo@agngstic, and pedictable forwarding belavior tha SDN provides.

The seond capaility builds on the first andallows netwvork opertors to autbmaticaly enableor
disable connetivity in the netvork by spedfying pairs of device identifiers the operatos wantto
affect Operabrs might do this in responseto network searrity or failure evens. Sincethe SDN
Controler has the netvork topdogy information, it can automaticaly deermine what type of
forwarding rules to progran into network devices to ethe exgdicitly allow or disalow
connetivity. This capability can also erable DCO by facilitating ondemand transmisson of
traffic copies to a security team’s auditing server in order to log particular events for future
anaysis and baséining network chaacteristics

Thelast capability allows nework operators to determine if the nework is configurel asexpeded
in a mannersimilar to the one describe by Kazeman, Chang, Zeng, Varghese, McKeown, and
Whyte (2013). In paticular, the operators can deemine if the network is enforcng desred
searity padlicies. SDN makes this capaility possble becau®, as descaibed in the previous
sedions, network opeatorsmust expilicitly instruct the SDN Controler asto how packes should
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be forwarded, and the SDN Controller translates these instructions into forwarding rules
implemented by the nework devices.To validate néwork behavor, network operatos simply
reverse this process they instruct the SDN Controller to extract all forwarding rules from the
netvork devices,andthey either use tools to validate tha theserulesproducethe desred behavor
or do ® manualy.

The following two exanples illustrate this process The first exanple may belabeledas the
dynanic-acesscontrol scenario. If an opeitor dismveredthat a netwak devicedid not havea
rule to forward DHCP traffic to the monitor, the network is not behavihg asdesred. In a seond
exanple, the removing-nework-learning scenario from above, opertors might chedk that
forwardingrulesfor nonARP packés are only base ondestinationP addressandconform to the
information extracted from the data center’s automation tools.

Again, this capaility can be configurel to run petiodically so tha netwvork behavior is
coninuousy validated and netvork opeiators are alerted as soon as there is samething
unexpected. As noted above, this type of capability is not practical in today’s networks due to the
variety of mechanisra affecing network devices’ forwarding rules andthe vendorspecfic naure
of thosemedhanisns.

Open Questions

Justas Software-Defined Networking forcesa paradigm shift in traditional netvorking modek, so
it also forces changein searity models and pdlicies for the organizaionstha adopt it. Although
SDN brings many promising capabilities to DCO, thee are many operendedsealrity questions
tha organizationswill needto addessbasel onthear specifc netvorking andsecurity needs This
sedion higHights some of these questins.

To beginwith, organizaions implementingSDN will needto decde how granular their rulesare
for packes inspected on the netwak and wha is given up in order to have degper levels of

sealrrity. These are not necessarly new consderaions for network searity; however, the
implementation through SDNframestheseissuedifferenty. As anexanple, theDynamic-Access
Control apgication detailed above can be written to encompass varous securty policies.
Detemining whethera host shoutl connet to a spedfic port from a spedfic physcal/logical

addessor some canbindion is eay to implement in code,and largely a searity policy decsion.

This dedsion, however,will need to be implementd by the team writing or managng the
applcations sitting on top of the SDN Controler, and then cheked and enforcedby audiors.
While the proces of creating, implemening, andaudting secuiity policiesis not anewconcetin

large organizaton, SDN provides same extra complexiy and flexibility with the granularity of

match-basel rules.

Next, rule prioritization is also something organizations will needto maser. Balancng the
opemtional needsagainst the securty need of an organization can be difficult. Rules and their
prioritization have always beena pait of nework searity. However, given the expansn of
capailitiesthat SDN provides undestanding how thetraffic forwardingrulesgenested by SDN
applcations affect ead othe and how they affect the netvork beconesevenmore important In
the eventthat there are multiple SDN appications trying to contol forwarding behaviorfor the
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sane types of network traffic, it becomesvery eay to run into issues.One examle of thisis a
firewall apgicationrunningin parle with armothe applicaton that simply forwardstraffic. If
there is a firewall rule preventing the forwarding of a packe, this sane packé¢ may beharndled
throughthe othea appliaton and compramise the integrity of the nework. Perhas the firewall
andforwardingapplicaton are merged.Much like today’s firewall rules, the ordering of functions
and wules within the applicdion can auseunexpected netwhkrbehavor if misconfigured.

The installaion of poaly codedor exploitable SDN appicationsis also a concern.Secuity

professonals and programmers often fail to communicate propely during the creaton of new
projects,and it is well docunrented tha the nunber of bugsin codeincreagswith the compleity

and length of code.The importanceof seare programming precticesbecones tha much more

importantwhenthe softwareis runningthe network. SinceSDN will beusedfor DCO, it becomes
important to ensue apgicationsfunction in the ways that they were intended,are put through

rigoroustesting, and arevetted for security compliancebeforebeing addedo a netvork.

Finaly, SDN also changeshe attack surfface of a nework. Instead of trying to exploit many
individual netwvork devices located throughaut the network, attadkers now have the SDN
Controler as a single point of focus. Communicatons betveenthe SDN Controler and network
deviees mug be protected with strong acesscontrols that can detectunauthorizel connetions.
The contoller must be protected from denid-of-sevice atacks; corsequetly, architectures
protecting the controller and the creatbn of applicationsto monitor the network traffic will be
critical for ensumg nework scuity.

Consideing these open quesions and the new opporunities SDN brings, organizations must
ensue their searrity department areinvolvedin the migration to SDN so that SDN deploynents
remain searity conpliant

Conclusion
SDN is a fundamental shift in thinking about and architecting networks. Its logically-

centralized and fine-grained control enables new defensive capabilities by eliminating
network learning, by creating opportunities for dynamic access control, and by facilitating
rapid response to changing network conditions. To be sure, network operators can leverage
these capabilities while conducting DCO to protect their networks from threats of the
future.
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